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Availability (71&)

- The ability of the system to deliver services when requested
Reliability (21 Z])

- The ability of the system to deliver services as specified
Safety (GF)

- The ability of the system to operate without catastrophic failure
Security (E ¢l

- The ability of the system to protect itself against deliberate or accidental
intrusion

Resilience (ErA)
- The ability of the system to resist and recover from damaging events
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« Reliability # Safety

« IEC 62304 X|H

Functional safety of electrical/electronic/programmable electronic
safety-related systems
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DE MO0 HEE 4 YUk 7|2 J|5 AN EF.

7| @ (functional safety) H9|
“part of the overall safety relating to the EUC (Equipment Under Control) and the
EUC control system which depends on the correct functioning of the E/E/PE safety-

related systems, other technology safety-related systems and external risk
reduction facilities.”

Safety life cycle B! Safety Integrity Level (SIL) A~7|
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2N EZ - IEC 61508
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Technique / Measure SIL1 SIL2|SIL3 SIL4
1 Computer-aided specification tools R R HR HR
2a  Semi-formal methods R R HR HR
b Formal methods including for example, CCS, CSP. HOL, R R HR
LOTOS, OBJ, temporal logic, VDM and Z
Table A.1 — Software safety requirements specification
Technique / Measure SIL1 SIL2 | SIL3 SIL4
7b  Semi-formal methods R R HR HR
Formal methods including for example, CCS, CSB HOL,
b LOTOS, OBJ, temporal logic, VDM and Z R HE HR
8 Computer-aided specification tools R R HR HR
Table A.2 — Software design and development : Software architecture design
Technique / Measure SIL1 SIL2 jSIL3 SIL4
1 Formal proof - R R HR
2 Probabilistic testing = R R HR
3 Static analysis R HR HR HR
4 Dynamic analysis and testing R HR HR HR
5 Software complexity metrics R R R R
Table A.9 — Software verification
— -
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DO-178C (12) IEC 62304 (06) | ISO 26262 (11) | IEC 61508 (98) | EN50128(01)
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ISO 26262 V&V

Verification(Zd =) and Validation (2t2l/A4XN)

1. Vocabulary

2. Managemant of functional safety

|2-E Overall safety management | |z-s Safety management during itern development | |macf:;mmwem afiar relesse for |

3. Concept phase 4. Product development: system level

|3-5 Item definltion

7-5 Operation, service
{maintenance and repak). and

|3-l Initiation of the safsty lifacycle .
| iraments - decommissioning

3-7 Hazard analysie end riek
assassment

3-8 Functional safety |
concept

: equireme!
5-7 Hardware desig

Core processes

B-B Hardware archite e unit design and

lemeriia

B-0 Evaluation o olabon ¢ ) k

patel goal due to random H L ftware unit testing
allures -

5-10 Hardware integration and. | 0 Software integration and

testing 7

Z9Z9Z 0S| Jo mainIenp — | ainbiy

-11 Verification of software safety
raquiremants

8. Supporting processes
8-5 Interfaces within distributed d. ts -10 Documantation
a8-8 cation and nt of uirsments 8-11 Quailification of software tools
8-7 Configuration managsment =12 Qualification of software P
|8-8 Chenge management -13 Qualification of hardware components
|I-0 Verification -14 Proven in use argument
9. ASIL-criented and safety -oriented analyses

I L tal -7 Anal Il 1
9-8 Criteria for coexistence of slements -8 |

_—— 12 SSPRi
10. Guideline on IS0 26262 {(Informative) ABEYCIYMHTA

200517 01




« "A documented body of evidence that a convincing and valid argument that a
system is adequately safe for a given application in a given environment.”

System description An overview of the system and a description of its critical

components.

Safety The safety requirements abstracted from the system requirements

requirements specification. Details of other relevant system requirements may
also be included.

Hazard and risk Documents describing the hazards and risks that have been

analysis identified and the measures taken to reduce risk. Hazard analyses
and hazard logs.

Design analysis A set of structured arguments (see Section 15.5.1) that justify why
the design is safe.

Verification and A description of the V & V procedures used and, where appropriate,

validation the test plans for the system. Summaries of the test results showing

defects that have been detected and corrected. If formal methods

2015-12-01 have been used, a formal system specification and any analyses of @57"'_15
= that specification. Records of static analyses of the source code. s
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1. Bug, flaw, error, mistake, weakness (E QI M) © =
2. SA4Xt7t O|2{ot weakness Of| A2 o0
. Azl amlElEees B s 2

- wikipedia.com

In computer security, a vulnerability is a weakness which
allows an attacker to reduce a system's information
assurance. Vulnerability is the intersection of three
elements: a system susceptibility or flaw, attacker access
to the flaw, and attacker capability to exploit the flaw. (1]
To exploit a vulnerability, an attacker must have at least

one applicable tool or technigue that can connect to a

'] & system weakness. In this frame, vulnerability is also
@\4/_; ' Natldnal I known as the attack surface.
ulnerability ,,{l T
H
ST SSSEN“ Database c s A\ ('Q

cve.mitre.org nvd.nist.gov

ﬁobé
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2. Bug, flaw, fault, error, mlstake.

- cwe.mitre.org

TOP 25

SERRORS CV/SS. |CVRAF
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Critical Systems need

Software Security

Stuxnet : AO|HH A2

SCADA System : At3]
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Stuxnet

From Wikipedia, the free encyclopedia

Stuxnet is a malicious computer worm believed to be a jointly built American-Israeli cyber weapon.!) Although neither state has

confirmed this openly,? anonymous US officials speaking to the Washington Post claimed the worm was developed during the
administration of Barack Obama to sabotage Iran‘s nuclear program with what would seem like a long series of unfortunate

accidents.13!

Stuxnet specifically targets PLCs, which allow the automation of electromechanical processes such as those used to control machineny

on factory assembly lines, amusement rides, or centrifuges for separating nuclear material. Exploiting four zero-day flaws,/ Stuxnet
functions by targeting machines using the Microsoft Windows operating system and networks, then seeking out Siemens Step7
software. Stuxnet reportedly compromised Iranian PLCs, collecting information on industrial systems and causing the fast-spinning
centrifuges to tear themselves apart.5! Stuxnet's design and architecture are not domain-specific and it could be tailored as a
platform for attacking modern SCADA and PLC systems (e.g., in automobile or power plants), the majority of which reside in Europe,

Japan and the US.1l Stuxnet reportedly ruined almost one-fifth of Iran's nuclear centrifuges.[’]

Stuxnet has three modules: a worm that executes all routines related tg
executes the propagated copies of the worm; and a rootkit compone

preventing detection of the presence of Stuxnet.®]

Stuxnet is typically introduced to the target environment via an infecte
network, scanning for Siemens Step7 software on computers controlli
dormant inside the computer. If both the conditions are fulfilled, Stuxr===
software, modifying the codes and giving unexpected commands to tr
1
1 -
T

values feedback to the users.[5110]

In 2015, Kaspersky's research findings on another highly sophisticated
Group, noted that the group had used two of the same zero-day attac z "
their use in both programs was similar. The researchers reported that === -
computer worms, at around the same time, indicates that the EQUATIL ;

working closely together” 11113

2015 SW QA 2R AT HA 183 S SPRi



Software Quality/Safety Assurance
+

Software Security Assurance

“the level of confidence that software is free from

CNSS IA Glossary, 2010

vulnerabilities, either intentionally designed into the software
or accidentally inserted at anytime during its lifecycle, and
that the software functions in the intended manner.” -
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The Ten Best Practices for

1. Dependable (7| &)
2. Trustworthy (E9+H4)
3. Resilient
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