Al for Healthcare (Facts & Limitations)
& Privacy Protection for Healthcare

Soo-Yong Shin, PhD
Department of Biomedical Informatics
2016.5.9

@ >ZEFAHIXRALAL

2 ASAN

~ Medical Center




Al for Healthcare

oUNy
o> ASAN
o/ Medical Centej



Sources of Healthcare Data

« O|= 7|2 (clinical data)

¢« 3&7|2F (claim data)
- UL BB AL EHMAE It

¢ 3& 7|2 (environmental data)
- 7|dE, 285, .

« 7§ €@l (Patient-Generated Health Data)
— Wearables, home-monitoring devices

« 7§ ¢l (Lifelog)
— Wearable data, SNS data, purchase data




Types of Healthcare Data
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Environmental Data
Sensors can pick up behavioral
information. Mapping, location
and weather data adds insight
into other triggers

.
—IT—]

Public Health Data
Insight into community
health patterns from
federal and state data

Electronic Medical Records
Digital records include lab and

test results, drug prescriptions,

and doctors’ reports

Genomic Data

Less expensive genome
sequencing offers insight into
the role genetics may play

Mobile Health Data
100,000-plus mobile health apps,
plus wearable devices that measure
activity and bodily function, offer a
constant read on patient health

Family Health History

Analytic algorithms and predictive
modeling mine the layers of data
for patterns and insight

PAN AMERICAN HEALTH ORGANIZATION \I/ Jf

Pan-American Sanitary Office, Regional Office of
THE WORLD HEALTH ORGANIZATION

Patients Doctors Researchers
More precise and Decision support Detailed information
personalized diagnosis tools could help from many patients, along

and care based on quickly evaluate with other data, could
a holistic view the best treatments lead to new insights into
disease and treatment
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Figure. The Tapestry of Potentially High-Value Information Sources That May be Linked to an Individual for Use in Health Care

TYPES OF DATA
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Probabilistic linkage to validate existing data or fill in missing data
Examples of biomedical data Ability to link data to an individual Data quantity

Health care center (electronic
health record) data

Registry or clinical trial data

Pharmacy data I H Easier to link to individuals

D Claims data

Data outside of health care system

m Harder to link to individuals
m Only aggregate data exists

Observation Identifiers Names and Codes; NDC, National Drug Code; OTC,
over-the-counter; SNOMED, Systematized Nomenclature of Medicine; SNP,
single-nucleotide polymorphism.

http://www.ncbi.nlm.nih.gov/pubmed/248541

CPT indicates current procedural terminology; ECG, electrocardiography; EPA,
US Environmental Protection Agency; GIS, geographic information systems;
GPS, global positioning system; HL7, Health Level 7 coding standard; /ICD-S,
Institutional Classification of Diseases, Ninth Revision; LOINC, Logical



http://www.ncbi.nlm.nih.gov/pubmed/24854141

Size of Healthcare Data

: ) 2012
+ B I g Data' 500 petabytes =
Healthcare

10 billion four-drawer
cabinets

The amount of worldwide

healthcare data is expected

to grow to 50 times the

current total to

25,000
petabytes

2020

25,000 petabytes =
500 billion four-drawer cabinets

Source:
“Clouds Roll in to Handle Stratospheric Capacity

Needs.” Healthcare IT News. October 2011 \4 edical Center



Size of Individual Healthcare Data

Industries dealing with data overload —

. genous data

(Bohavior, Socio-economic, Environmental
b0y
VN /0 of determinants of health

Volume, Vanety, Velocity, Veracity

Genomics data

%
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Clinical data

1 00/0 of dederminants of health
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Facts & Limitations: EMR £E2&

« =L EMR E&5 &7 (over 92%)
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Facts & Limitations: EMR?

« 51X EMRE Word Processor

— 2 & Text
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Facts & Limitations: NLp?

* In US or other foreign countries
— YES!

e |n Korea

— Probably NO!!
- SYEX| 22 o

LIS — 1

- M2 o8t 80

— phrase not sentence
— Bilingual (Korean + English) + symbols..




Facts & Limitations: NLp?

* Personal experiences

— Xt2t2| Regular expressionO| & =l

- 5 AAIE A (BE[E1A)= semi-
structure

» IfEHPF M 99% Yo = 2 data =& 7t

— NER (Named Entity Recognition) &= regular
expression@ = CHE & 7t

—BUT, 2|2 19| &2 7|CHX| 7} &| AL,

* Precision > 95%, Recall > 90% (is it possible?)




Facts & Limitations:
incomplete data of EMR

» Clinical dataQ| g =t44?
— NO!
— MOl 7|7} 15cm, 22 A 7F 1000kg... (2EH)
— B 210| XICtH 2 3tX}O| Phenotype & OFF &
E

o =2 —
== I
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— Phenotyping!




Facts & Limitations

incomplete data

 Claim data

» 2N 2t TR HIOIHE =& X

— QLS claim data
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Practical Direction of Al for Healthcare

* Images/Video (| &=
-9AE T 7ty A0 Y=t 50| G
S HEsE Aot uss
— Blackbox algorith0f| CH{2t 752
ol SAZ[E22 2 | 7|
— Deep learningO| 7%t &F gt 4= Q= 20}




Practical Direction of Al for Healthcare

- off 0| 7t5Tt BEHEE A[E}
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modelE2E M2
-oNES B E
- =250 ol
of20/x/8+) 0 CHSE
— BUT, AlphaGo..?!

D= A7\ H (&= o/ysr=x

p
R0UNy

AN:) ASAN

2 H

eme Medical Center



Practical Direction of Al for Healthcare

« PGHDE AME<L CHOt
— Clinical data= #3}= Z{0| {2 &
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Practical Direction of Al for Healthcare

« O|F7|7| log dataEs 25|}
- SRS XA X[ A7 dHil=E
real-timeS = /4
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Remaining Hurdles

- TRHFO| M7 QShAME YLAIEO|
- CDSS2| 22 MEO|QIHA Sol0| L3
« Common data model
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What to do as engineers

 Health IT?

— | T+BT+HT...
¢ O|SFE (], Health IT &= review
e O|Z X1 COMMUNICATION!

- 230N 2 AL 2 30A 2 XL




What to do as engineers

* NLPE O| &%t Post-processing 2 Cf SDE
(structured data entry) & &%t L EHA|HE
Hol XI& X3}

— Pre-processing!

* Cleansing, cleansing, cleansing!
* Annotating!

« PMI-cohort T2 128 = Sl= 0|&




Final Q: AI Doctor?

+ At BH A !
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https://www.facebook.com/photo.php?fbid=10203139902493486
https://www.facebook.com/photo.php?fbid=10203139902493486
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https://www.i-privacy.kr/intro/define1.jsp
https://www.i-privacy.kr/intro/define1.jsp
https://www.i-privacy.kr/intro/define1.jsp
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De-identification?
Anonymization?
Pseudonymization?
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1S0/TS 25237
Health informatics - Pseudonymization

* Principles and requirements for
privacy protection using
pseudonymization services for
the protection of personal health

information.

TECHNICAL ISO/TS
SPECIFICATION 25237

First edition
2008-12-01

Health informatics — Pseudonymization

7
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IHE IT Infrastructure Handbook: De-

identification
. Explalﬂs the P R Q CESS ]Cor Integrating the Healthcare Enterprise
rermoving individually IHE
identifiable information
from healthcare data.
_ . _ IHE IT Infrastructure
* Includes de-identification, Handbook
pseudonymization, re-
INKINg, design De-Identification
considerations, technigues,
and risks.

Published

Date: June 6, 2014
Author: IHE IT Infrastructure Technical Committee
Email: ITI@ihe.net

http://ihe.net/uploadedFiles/Documents/ITI/IHE 1Tl Handbook De-ldentification Revli.1 2014-06-06.pdf



http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf
http://ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Handbook_De-Identification_Rev1.1_2014-06-06.pdf

NISTIR 8053:

De-Ildentification Personal Information

) . NISTIR 8053

Provides an overview of de-
identification issues and De-Identification of Personal
Information

terminology.

Simson L. Garfinkel

Summarizes significant
publications to date
iNvolving de-identification
and re-identification.

This publication is available free of charge from:
http://dx.doi.org/10.6028/NIST.IR.8053

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

*/2015 October
http://nvipubs.nist.gov/nistpubs/ir/Z2015/NIST.IR.8053.pdf



http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf

De-identification l ‘ Pseudonymization

+ General term for any * Process that removes the « Particular type of
process of removing BEEaciatanhet conitis anonymization that

P identifying data set and the
the association gentiiy| .g both removes the
data subject

between a set of o association with a data

_ o * One-way de-identification .

identifying data and the (cannot be re-identified) subject and adds an

data subject definition from IHE handbook association between a
particular set of

characteristics relating
to the data subject and
one ore more
pseudonyms

* Cryptography: the transformation of data in order to hide its information content,
prevent its undetected modification and/or prevent its unauthorized use

‘\"Ii’.'e/ Medical Center



Three levels of the pseudonymization

the risks associated with the person identifying data elements

the risks associated with aggregating data variables

the risks associated with outliers in the populated database

ol
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Ovtlier Variables

Rare diagnoses*
Uncommon procedures
Some occupations (e.g. tennis professional)

Certain recessive traits uncharacteristic of the
information resources

Distinct deformities

20+ 0]
3|7 0| o

|7 2




Genetic information

\d

*

.The genetlc.o
m’fo;mathrr is
dlfferent{mm other
medlcalﬂnfbtmatlon

'(“genetu:o
e§<cept|onal|sm 3. >

0

L 4
.Q

L 4

X4

VS.

The genetic data is
the same as any other
medical information
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Type of Identifiers

Igle]igsla
|dentifiers

Quasi
|dentifiers

Direct
Identifiers

edical Center



Types of ldentifying Data

Non-structured

Structured data
data




HIPAA

Guidance Regarding Methods for De-
identification of Protected Health
Information in Accordance with the
Health Insurance Portability and
Accountabllity Act (HIPAA) Privacy Rule

— http.//www.nhs.gov/ocr/privacy/hip
aa/understanding/coveredentities/D
e-identification/guidance.ntmi

By the HITECH Act, HHS must issue
guidance annually on the 'most effective
and appropriate technical safeguards for
use in carrying out” the HIPAA security
standards.

[ __ YAV R



http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html

HIPAA Guideline

B

The Office of the National Coordinator for
Health Information Technology.

Guide to

Privacy and Security
of Electronic Health
Information

http://www.healthit.gov/sites/default/files/
pdf/privacy/privacy-and-security-
guide.pdf

Version 2.0
April 2015

The information contained in this Guide is not intended to serve as legal advice nor should it substitute for legal counsel.
The Guide is not exhaustive, and readers are encouraged to seek additional detailed technical guidance to supplement
the information contained herein.

Putting thelin HealthfF«

HealthIT.gov



http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

HIPAA 18 Protected Health Information

(2)(i) The following identifiers of the individual or of relatives, employers, or
household members of the individual, are removed:

(A)Names (excluding physician’s name)
(B) All geographic subdivisions smaller than a state, including street address,
city, county, precinct, ZIP code, and their equivalent geocodes, except for the
initial three digits of the ZIP code if, according to the current publicly available
data from the Bureau of the Census:
(1) The geographic unit formed by combining all ZIP codes with the same
three initial digits contains more than 20,000 people; and
(2) The initial three digits of a ZIP code for all such geographic units
containing 20,000 or fewer people is changed to 000

(C) All elements of dates (except year) for dates that are directly related to an
individual, including birth date, admission date, discharge date, death date, and
all ages over 89 and all elements of dates (including year) indicative of such age,
except that such ages and elements may be aggregated into a single category of
age 90 or older

(L) Vehicle identifiers and serial numbers,

(D) Telephone numbers including license plate numbers

(E) Fax numbers (M) Device identifiers and serial numbers

(F) Email addresses (N) Web Universal Resource Locators (URLs)
(G) Social security numbers (O) Internet Protocol (IP) addresses

(H) Medical record numbers {;?Cﬂeic:}rr'ri'uritsric identifiers, including finger and
(I) Health plan beneficiary (Q) Full-face photographs and any comparable
numbers images

(J) Account numbers (R) Any other unique identifying number,

) ) characteristic, or code, except as permitted by
(K) Certificate/license numbers paragraph (c) of this section: and

(i) The covered entity does not have actual knowledge that the information could be
used alone or in combination with other information to identify an individual who is a
subject of the information.

/ Medical Center
e



Limited Data Set

 [efers to PHI that excludes 16 categories of direct identifiers
and may be used or disclosed, for purposes of research, public
health, or health care operations, without obtaining either an
individual's Authorization or a waiver or an alteration of
Authorization for its use and disclosure, with a data use agreement.

http://privacyruleandresearch.nih.gov/pr 08.asp

_ -
*‘./olllm'}

37, 2

2 H
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http://privacyruleandresearch.nih.gov/pr_08.asp

18 PHI 16 direct identifiers of Limited Data Set

Names

All geographic subdivisions smaller than a state,

All elements of dates (except year)
Telephone numbers

Facsimile numbers

Electronic mail addresses

Social security numbers

Medical record numbers

Health plan beneficiary numbers
Account numbers

Certificate/license numbers

Vehicle identifiers and serial numbers, including license
plate numbers

Device identifiers and serial numbers
Web universal resource locators (URLS)
Internet protocol (IP) address numbers
Biometric identifiers

Full-face photographic images and any comparable
images

Names

Postal address information, other than town or city,
state, and ZIP Code

Telephone numbers

Facsimile numbers

Electronic mail addresses

Social security numbers

Medical record numbers

Health plan beneficiary numbers
Account numbers
Certificate/license numbers

Vehicle identifiers and serial numbers, including license
plate numbers

Device identifiers and serial numbers
Web universal resource locators (URLS)
Internet protocol (IP) address numbers
Biometric identifiers

Full-face photographic images and any comparable
images

Any other unique identifying number,
characteristic, or code




HIPAA Privacy Rule
De-identification Methods

|

Expert
/‘ Determination
§164.514(b)(1)

Apply statistical or
scientific principles

Very small risk that
anticipated recipient

\cnuld identify individualj

Safe Harbor
§164.514(b)(2)

Removal of 18 types of
identifiers

No actual knowledge

residual information can
identify individual

e/ Medical Center



Expert Determination Method

« Have expert determination been applied
outside of the health field?

— YES
« Who is an “expert?”
— There is no specific professional degree or
certification program

 What is an acceptable level of identification
risk for an expert determination?

— There is no explicit numerical level of
identification risk. An expert will define an
acceptable “very small” risk.




© Expert works with covered entity to
determine appropriate statistical or
scientific methods to mitigate risk of
identification

—

Risk is not

very small ) - :
® Expert applies method to mitigate risk

—_— © Expert assesses risk

Risk is very small

Risk mitigation complete. Expert

documents methods and results to justify
determination

Figure 2. Process for
expert determination of
de-ldentification.
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