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SUMMARY

In recent years, big data, sometimes called 21%' century’s oil, is highly evaluated
with its economic and social values. With rapid evolution of ICT technology, many
companies and organizations have been collecting these valuable, enormous data
competitively. As a category of big data, Personally Identifiable Information (PII) co
nsists of general, medical, location, and access to credit information about people.
The big data industry including collection and analysis processes are rapidly
growing. In addition, data brokers that focus on collecting and selling personal
data are running business actively in the US and other countries as well.

The right to Privacy gets evolved from the meaning of freedom against
government power to the right to the protection of personal data concerning
himself or herself. These days many countries try to protect informational
self-determination. At the same time, these countries also try to promote various
industries and improve social benefits by using the accumulated personal data.
Korea government has been reinforcing the legal protection system for personal
data after serveral cases of huge personal data leakage. Recently,
economy-related ministries of Korea has announced a few plans to increase the
utilization of personal data. In Japan, the Personal Information Protection Law was
significantly amended and will be enforced in 2017. EU, traditionally emphasizing
human rights, enacted General Data Protection Regulation (GDPR) to concretize the
rights related personal data and to strengthen the management and oversight of
personal data. In 2018, the GDPR will be enforced to the all EU member states and
the foreign companies that want to operate in the member states.

In Korea, the prior consents of data subjects must be required by the law
whenever their personal data legally collected are provided to new 3™ parties not
listed at the consent time. Since de-identified information converting personal data
by de-identification techniques are not personal data anymore, these
de-1dentification techniques becomes in the spotlight as a detour to strict prior
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consent of offering personal data to 3 parties. However, a legal risk like
compensation for damages or a criminal punishment still exists if a subject may
be identified by combining the provided de-identified information with other
information. In the SKT case and IMS health Korea case, main issues are whether
encryption is a kind of de-identification or not and whether de-identified data by
encryption is personal data or not. Watching these cases, Korean companies have
required more explicit and legally effective guidelines to government.

Korean government released the first guideline for personal data de-identification
techniques in 2014. It included 18 de-identification techniques and suggested the
adequacy evaluation method for guaranteeing the level of de-identification such as
k-anonymity, l-diversity, and t-closeness. However, it had some limitations like no
clear definition and scope of personal data, and no systematic management for

adequacy test.

In this report, we introduce 17 de-identification techniques and 3 adequacy
evaluation methods from a brand-new ‘Guideline for personal data
de-identification’ published by Korean government on last June. Moreover, this
report includes some well-known incident cases of re-identification by combining
public data and de-identified data. From the cases, the limitation of
de-identification techniques and the need of adequacy evaluation standard are
shown. In addition, de-identification applications including many open-source

software everyone can currently use are listed.

The latest guideline showed more clear scope of personal information. That is,
about combinability, the guideline provided (O possibility of acquisition and @
reasonable possibility of re-identification as the requirement of additional
information that the person can be identified by easily combining de-identified info
rmation with. The combinability was criticized because it extended the scope of
personal data excessively. However, the guidline still has no legal effect to the
judiciary.

Therefore, we suggest measures to harmonize personal data protection and
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industrial use of the personal data or de-identified data with the de-identification
techniques as follows: (D the amendment for the clear definition of personal data,
@ requiring a management system of the government for trading de-identification
information, and @ strengthening the Privacy Commissioner of Personal
Information as a main authority of personal information with maintenance of legal

system.

CONTENTS

Chapter 1. Introduction

Chapter 2. The Advent of Big Data and Its Practical Use

Chapter 3. Rights and Protection of Personal Data

Chapter 4. De-identification Techniques for Personal Data

Chapter 5. Issues about De-identification Techniques

Chapter 6. Proposals of Legal System Improvement



AL A 2
AL A

1. 717 E.e} Hlgo]g Aty

O ITAYe] W R AR} SWR A9 RE FuAI} ojRojRL A2, &
2luebs 20000 o] ofa AhEe) AAME SEALE AowA AAA
B350 Wit =07} oS FUSIA A

o 5] 2LUNA AR §EA0] A&H 0w WA HRele] AR
L 52 el wlSE shpM 24w Qrf: WE 1hel

= o =
2afuly, 22 FAE 5o AEE AISHoR st 943

Sof JQUgRst A A 712U HAYE AP
2o olalgt WAl e Tuse] )R

. 20.7\} 71AF R

) AZAE, "= QAR E B =S E st Aol FHEOA S5 Bob /147, 2014,
1
p://biz.khan.co.kr/khan_art_view.html?artid=201401201647031&code=920100&med=khan



o oo me} Z|RIFEL] FA-AFR]A X7 A R20| HA dElgjo]g| At
A1t glojg] B2 Atgdo] W™ @1 QS
<E 1-1> 7§91 8o AA|-AF A 71x] 2.8
74 78 z2 Y
x| sioF | e M, Al Al obwol Z+e MK 9(J|of Chst olshet S EX
ol & % T2 27|01, UN Global Pulse2| Al¢l, AlZfoly 24 S
o ZE AQiofMe E=Xo H8A U MM skAb
e 0|22 Jiol ol fES Eaf oju 7MY = w== MH X|=9 30%2
28N sk Hzu|g ®zt
o ZEAMH|ANME AP owte Est u|® Hznl 22l et k22 EX
5t0f E8MS ATHE| B
o JlolslEl WES AE U MH|A g F3
o = =2 o THEH Mu|lA, 27X dejo| W2 ol WEH B AE L, Jjol WEH
Skat SA L J|AF ME|A S
o 1ol el BMS Edf MAN U= AHO| iH|
- o ZM QX O|HY, A AO|ESQ} AM L EQT S} 22 ‘TR’ MH|A 0|2
SlE
HEZIE o nun grzel EHy 22 Mslat XU R ool Be dole K
T 32 S3 B 19 oty
Jlolel A5 | e A2l WLKIA FcHQl AEWAloR 7|} s}
PAC o XAlT Zle MTE Sof B ME ZEES S8l MAD oA
=X et ESE =, gloole AlCfel Tl Hole 23St & 20132 Het
(1 2juets 7HJA RS 2A-&H8-AI3AE Als-ofl HEFAQ] AMd-52lef =4
Ul o] &S HAloz Ay QIX|TH EA ¥ stad 55 Yol v|AESHE
= AWa2)st JH3= o2 st Qlo] QIR v]AlEHSH | =0 oigh T
Aol =olX 7t Qg
o FJROJMEZ 7Y H|AHIP|E &8 A, ARIA, AAPAAE AtaE7E QF
2) YzZtoA L u|Al™slels golot olyslel= 8ol2 AAsHA [LEsto] AFRSIA|GH 2 W uAoA =
=3t ojn] & 7hzEsy, oro 2 LujAldal el fol2 AL8s7|R &
3) AR R s AIBE(CIAIARO] 2 o] o] &A1 A3
@ AIFoE sty AR B AR The 7 59| ojL shto] siFets Aool= AuiA Fi

IR EE BA Qo] 22 o]&sAY

3to] ojolg wal] AT a7t AL TS Aelshis
o2 AR ABE 4 Ut The, ASERH AOEIA BoL Ba
4. SARY 2 27 5o 2R Ystel WA Jo=A 57 A9

Aug Agels A

[ote] o2 grgatt

= ¥orE & e FH= A9




HAE BiEsh= 5, dAEs e E50] I A

o 201641 79 1U¥E A8H JHIHR u|AE &x| slol=atel’(o]st ‘u]Al
Wxx| slolsalelola} $hE ) AR wAMAA] s|ED} ulAEAY
o 28 W9 Sol & o BLHHL

Jefut ulAEe]atto s jegue gl wrole Tge| HYSo]
A AAYYTLL & 5 gloo, AWAME K&K FAYEE 5
512 9g

%
1
o
cE
i)
o
oo
[}
=)
o)
=
o)
ol
ok
X,
i}

A2E A7)

ojof & HIANJM= TiJIPE Hooh #HE =
e B o, BAEesP s AP S AHEIAL &

WA, NAPE &89 7 tird iRl o8 Ardat gojy B2

7 ArRY =, IR B9 o] 2A-HA <A, vAEered] e 3
AIE N

&



27 vlHoly Y T &8
A1 Wbolejzt
71 (9Eo]El, big data) 7|E WAloRE MA@ Te], wAlo] Ao Brbssl

=
B2 f27F 33, Wehe] £t wan, gofth JEiE e HiolHE
Q1A
2=

glo

ge ooz dolH2Re sl At Fu £5 AT 24, A7
o Wuig x4l 3

o

O
rlr opy

on @

(23 2-1] 9Hlo]He] 6V 54

Alztst

Visualization

15 0|

6V 58
Chory

Va riety

o META Group(3f Gartner)?] ©1 Zo]y(Doug Laney)= BlH|o|E 9] F5H
EMdog F7|(volume), Tk (variety), &L (velocity) S 3V AA]4

- (Z7], volume) AA| Hio|HY =& IAZIEA 71 ©loly, A4 H
o]E], SNS Hlo|E] 5 HT 1 FE7 FEbulo] E(petabyte)dt oAbl

4) D.Laney, 3D Data Management: Controlling Data Volume, Velocity and Variety”, Gartner,
2001. 2. 6.



©] E(exabyte)) ©]J o2 AX I &

- (BhFA, variety) WAE dHlolE Mol T3 22 A (structured) H o]
Bl A B HTML, XML, JSON?) 53 -2 ¥ 3 (semi-structured) Tl
olE, oJmx], H|YL, SNS, AA dHo¥y T e uHAY
(unstructured) Hl°|E}7A] & FEIE 7HF

L

- (5%, velocity) HlolH +3 2 7tg, £4 T ¥ ABES AN
e 9 Frldd 2E A £ Jde voly My sYe I

N

o X HHolEY 7|E 54 3Vo| T d(veracity) 2 7HRl(value)s F7F
Sto] 4V, & .} F715tY 5V, AlZ@H(visualization)7X] F7}sto] 6V 5O
doPstr|e o (28 2-1] =)

- (Z‘l/“/‘é, Verac1ty) oA ARl 7Y &Eed E8E T AEF 46t

A
-
|
o

=N -

L1 ddolef7t At ul g Z7] Hsid= & #29 diojHE aAdste A2

5) m|E}B}o] E(petabyte, PB) : 1,000 E|2td}o] E(terabyte, TB)

6) Alxldlo] E(exabyte, EB) : 1,000 m|Ehd}o] E

7) JSON(JavaScript Object Notation) : &£/d-3f 22 o] F0o|%l glojg| XS QI7to] ¢S
AE FEj2 Adstr] Yol whEolkl /Y BE ZW

8) WAIQl, &53t 24d%E, "sloolg &8 At AAMET, HRGAAL4, 2013.08.28

o "o



o

H
A

M

3tQ
=
51

2 50
B 2l A7
A,

ol
°

il glofH

Al 71

I =elolg 288 o]

Fol Al dlolH

Al
=

At
o

[}

ted EZQ

°

[

A

=

71 9

o 4

o)

oz w3

A AR ZH HolEE 5R5he 7l

bo A A

st clojEjet

[e]
Al
~

3

S

O

(insight)S di1
Al

t o] E]

3

& dloly

g

Hloly

+

=

1

EX
[

ol
R272 oy #H 7la

5
o W

Al A

o (2] TA 7lw) d8E 3719 HiolHE ¥ =2

L Y

=

=
P2
°

=]
) BIARD QJArAR] o] E&

b dlolg

o He ot

[s)

N
=

Al 52 §ol

=~

7ol
Ll P
AF

of ofg]
o] 7]

O

- SUAtelE A4 FA, SNS HelHE B4 B

2-1> A%) &7
ik A2 7)%

colele

15|
=
A

o (KA Aldst TA 7]e) HuolHoA dofidl Z7HA|Q= FEY oo

B/

Aol



(29 2-3] Hdlo]H Ag] Z2AA

§j o] E
‘L-Li 2 X poES; Xe|
, S
. = % |
ol Hi 0|
& = Ef
= & 5 3
23 = = & 0
2871 = il O
7| v—
&| mxuoe
"%* EEE IN g | S "
03 i
Al S =

, ‘Big Data #*=7|=2 Al E SAeZ,

Hr
3=
fl
r |

: 1.uuiﬂl.

Machine
Learning

2012 A -4

< 2-1> el 94 712 74 L ¥R
o AN
PN Ay e 7|s
7\&
=AU Lel o|fo 2aE ofa Hlolef 2AzRE I
[e] st= O|0|E A Sto A%EE': =0 /\II
ol 22 stc Hol=E dAstiol FE2® TR pryase ax/zasmy)
e stE a8 HEE Jls _ /M A /RSS, Open API S
chz ololef BEIL ofd HAY /A HEs Saf mA | /T S/RSS, =
=l Hlolef2 &Este J[g
HE| HEHE Oolg =22
29 |- M= ce AxEzie dolg 3 o dag dod =%
H - = o o
me folef2ls 2E NS MAlZtez NS
SESJ HlO|E{ S X2 & DBMS/3HE (Hadoop)/
o H2le Hloles of w21 A 2Astol, o|S b= |NoSQL 5
U~ oAb 2ol slz o|gsls 7|2
AIAIZF X HAL B4 *
2] YFc 2ol dolee MIAY-BeREEME M2l | SN HPEN BE HEl
st dEel Jlg ol-tfl o[ Eft o] & 2|
- o= = =4 2AM/Molg ofold
GlojeiE aEAoR Fesl Basiol vxLa sef | § FAMOE DIOIY
2 eotol Msi7| Yzt 7S 2 olol of2] delolM e | ZTo A UL g
iz Jlse HED 24 S
REE AUMOZ BARSHE St2o2 SIHO|HE J|E | AIZHZaY B EA|2EY
Al 2=t of che MaX Txo| waloz FH5EY| 87| W | BAHAIZEE DA 2ES)
of sltfole] Alzfs} 7|0| H4agl e IR e e




I:O
>
N
W
N
o

2 O|E{(Big Data) &=CHAO| w2
= ol #F&™MY 2013H A 10=, 2013.12.10.

A Mula, AN FA S dUtEe] 4H|A
9t&3 Au]2, T-Mobile®] 17Holg APRZL
o Hdoly &8 AR

o (72 AHEWIC AJuA) AT 200] A} 29| lojz Wolwlo] gl o)
o] 245 o|gstel BAK AHFHAY AA% L 4T

o w1

o

o (72 A BASAS 0|83 vt Aol wf AY wy me2od
: _

st= AdclHE

1PN b
= o
141 Al TSRS Olgiclo] DAABE 3 S QHOE EAel

o]

o
R
i

71 170] A7) &t <
oA FAMAE AT T2 A2

(T_MOblleq _/7HO]%]‘ }\}67:'}_7()
o]_Q_JJHEio _‘]l(:j']‘O:] /‘\E!]}\]Z_ _]—_;_7_]10]%_ }\]‘EQK]

o

- ANz=" 5 F oe 1A Ut 99 WollA 57 o Ha

[ ]2 Algl2% BoA(Bank of America)?] A3grst AFZ |9t 5] X (Hertz)9]

9) SAX RSN : AL AP} WA o F Qo] MY g YOoRBE FAN £HS Folo] M
2ao] etulelg shastel 1 R 2AE F1 HAst: A



17 SHEE g, ou|xo] AgAL WE UM A AlF, UNCRAA ]
(]

o O
MUY U1g Y. GEY A5Y FF 29 A So] 90

A

o (BoA AMl) 5Xgt 7, oF 65PB(petabytes)e] 178 Ho]E]E W G35t 9l O

-
0|2 BAste] Lol MAE HE AL
1
=

o (3= AH]) 22¥ #;EPFL 7]dY 2 oIt Ao HA e VOC(aL
7ho] 4=2], Voice of Customer)E AlA|7toz BAG| 1780l Q1 Alglo]
dis wreA os8 & A= A2’ 29
- Fgd ool A YollA Aol g

& x=F wbgol Agle AIZE wiEolH, st
kel ol A do] LAY st=A Tt

- o3t ARE niE o R I A H 9

1

.7
Evs dEstA siAE + <
A

Sof o)A A3
o (Qu]x Ala]) n]=e] eatel ofsjAfolEQl Qulxl no] 2ajel HES
zAste] 42 molsl o2 Es wr|E} AESTL AEst] HA

dZeA 2a g3Au Qs BAss NGNS A o gt
27 ¢ ZeAe 27 A e9el F7), Aul 1ge) 271, 4
B g BaE A

10) =7 Beprl g, "20159 =idlolg F=E AR|A", 2015. 5.
11) UNC & A7Aoj(University of North Carolina Health Care) : H]g2] £ olg7|%og ]z A
AEetoltt 550 23



A48 Hdolg g A

(O AA 8 FU Aol A R 2% 37 T Hoz MY
o A Weole] AFe 201549 2139} Dol cfe] 201990l 4869 Y=
= o) ol Y oY (<E 2-2> A%

o U wldolg A% W 24.7% Astol 20159 15279 YojA

AAl A
20190]l= 3,5839 A 22 oF (<& 2-3>FX)

|

o a8 AX, fE&=fF dwd4d, sA-0do, R S oot A glo]
AN

o 53], QTASAD, A, Weld £ A5A®s1%, 020(online to
offline) %17, wutY GlojE] o] ¢S AN o o5

o Ufo]g & AntE Au|A A}

(o3
=]
ol 2idloly 7le 27] it A4 ZoFE i 8 e A%

12) 2016\ €ldo]ly &8 AUFEAH|A AIFANY F2
http://www.nia.or.kr/BBS/board_view.asp?BoardID=201112021127578336&id=16794



<® 2-2> A WdolE AR Fw

(9] - A9 2, %)
=] 2014 | 2015 | 2016E | 2017E | 2018E | 2019E (ff_ﬁg)
ol=al 8.9 11.0 13.6 16.5 19.8 23.6 o1 7
(H =) (51.4) (51.6) (51.3) (50.6) (49.7) (48.6) '
Compute 3.0 3.7 4.6 5.7 7.0 8.6 23.7
AEE|X]| 4.5 5.6 7.0 8.5 10.2 12.0 22.0
HESZ 0.9 1.0 1.2 1.4 1.6 1.8 14.9
7|Et el=Ze} 0.6 0.7 0.8 0.9 1.1 1.2 17.3
L2ZTEQ0f 4.0 5.1 6.4 8.1 10.2 12.8 6.2
(H] =) (23.2) (23.7) (24.2) (25.0) (25.6) (26.4)
HeEpa| SwW 1.7 2.0 2.5 3.2 3.9 4.7 23.3
AAl gl 2 Sw 1.9 2.5 3.2 4.1 5.2 6.6 28.0
Of Zz|7lolM SW 0.4 0.5 0.7 0.9 1.1 1.5 28.9
NEIES 4.4 5.3 6.5 8.0 9.9 12.2 05 7
(H=) (25.4) (24.7) (24.5) (24.5) (24.7) (25.1) -
A 17.2 21.3 26.5 32.6 39.9 48.6 23.1

ZX : IDC Worldwide Big Data Technology and Service 2015-2019 Forecast(2015.

10), SW&Hd =

2 A, 2ZEHoEAATL 2016. 4.

<& 2-3> 24 WeolE AR 2

(91 @ Aol 2, %)
=1 2014 | 2015 | 2016E | 2017E | 2018E | 2019E (ff_ﬁg)
ol =z} 58.9 77.0 97.8 122.2 149.2 178.8 54.9
(H &) (49.5) (50.4) (50.2) (50.0) (50.0) (49.9)
Compute 21.9 28.4 35.9 44 .4 54 .1 64 .1 24.0
AER[X| 24.4 32.4 42.0 52.9 64.7 77.9 26.1
HEZ 7.5 9.6 11.7 14.4 17.7 21.4 23.2
7|Ef el=a} 5.0 6.6 8.3 10.5 12.8 15.4 25.1
2T EQ 0 27.8 33.6 42.9 53.9 66.0 79.5 3.4
(HZ) (23.4) (22.0) (22.0) (22.1) (22.1) (22.2)
HEa| SW 16.5 19.1 24 1 30.3 37.0 44 .5 21.9
AM g 24 Sw 9.5 12.3 15.8 19.9 24.4 29.5 25.5
of Zz|#HolMd Sw 1.8 2.3 3.0 3.7 4.6 5.5 25.2
NEIES 32.2 42 1 54.3 68.1 83.5 100.0 5.4
(H =) (27.1) (27.6) (27.8) (27.9) (28.0) (27.9)
SHA| 118.8 152.7 195.0 244 .2 298.7 358.3 24.7

ZX : IDC Worldwide Big Data Technology and Service 2015-2019 Forecast(2015.

10), SWa&td =

Q SH, ~ZEgof

A xH o

O Tl

T4, 2016. 4.




RS2 dlolg B2 M AT

0 AQgee 2mstel A3Atl F83i7Y 953k dolgl B27] AiE
0% FH02 WA Yt A

o OPIE W It BAS gls) Aulate] omarolut eekol U wutYl o]
el ofd QY o RS WS BAste] Wl 719e delel
H2H, = AH oI AHinformation reseller)2til stH, g|o|g H&E
71 7t9] Yol -5 i &9t

o MAAKOR o 480l sje] dlogl B2r] s|ge] BEIIL 9lou], of
2,000 =] FRg FHE1

(1 ol=ol= o]o] 1990t 78 doly B=z77F EXjsion =Holg At
w2 S/d7dstal A=

o 2013 102 7|F 02 EAIIAL 4 oF 6507, 2012 SQF oF 1,56091 =

o] %7} ujZololo] WAL, LRUYLS OF 67.501H 0T FALY

o UIAY, 2JA3 7 (risk mitigation), AFFA7] ABIAS 2 Al55tH, 0]
= SAANALI(FTC)7F RARSE 97) £ AFAAH<E 2-4>7TX)9] &2
oF 491 3X0F d2{(<E 2-5>AF%x)15)

|

olt

13) “71Q0 & Al9] HOlEﬂO]Ei ARl EA 7t5A7, ICT Issue Weekly A|5145(2015. 10. 16.), st=
guslzd 3

L) "Eoral etolol I S AT AR U BEEARANARE, 2013, 647 AL

15) OH/\ICH(Acxiom)QJ 20129¢ mj=o] 11.59 =g, ol=z] 2 A(Intelius)?] 2008 mj=o] 1.289 =g

= BE®, 0]= FTCY ZAPZ|EO] th2AY Hlojg] HE27 AA|Zo] lEs FAPS 7Isd0] A=

%Klﬂ,“ﬂl% dlolg B =27(data broker) d&", FEFSAFMALY, 2013. 7. 16. Fx

http://www.kisdi.re.kr/kisdi/fp/kr/publication/selectResearch.do?cmd=fpSelectResearch&sMenuT
ype=2&controlNoSer=2&controlNo=13187&langdiv=1



<® 2-4> U2 97} Flolg B

3| At

X

=4
Acx o TFEHHQl EHMALR EIXZ 9ot DHC|o[Ef BA Mu|A K2
CXIOM | ¢ = A7 79 Wo| 4|t Mo} 271 clolEHol~ 28
| e Mool MEo| MREMEL REAME J|Es BAAMLA X2
Corelogic | ¢ of'go 740) Eah Fiajmi, o 191 749) G GlojEfHlol~
o o] BE o|= Zs[xiel o HOlEE M3
Datalogix | ® 20123 HO|AZS HO|AS O|EAte| LAAMALO|E ALZEZD =3|et @=ajol
AEo] wof g =8 9o HlolezA A0 rs 2 utm
o OFES} MEEH 3[Al, 2eflREM FUANO| =2 FA nATf BF A
eBureau gl ol F MH[A HZ
o ozt W 309 Ho| HE MER HE S} £5
.| ® =Xl ol By Hay stel MulA M
ID Analytics | ¢ 7xiof 719 Hlolejot 149 240| 2o|xt Heh Hlolg 28
Intel o MY x50l ZEM HME HZ
ntelius | e 209f 2ol K HlolEHolx 257
PeekYou |® £M0|C|O{AlO|E, EH0|X|, 2200 RH XS A XX} ol Mu|A HI
Rapleaf | ® O/ME F&ot b ol F& LfAlel o, 8, PHHDS, &5, ZE o
apiea 2OXRHA of et Fo|, T R S MR HI
ReFC(t)rfleed o Xt 7|l i o|H HlolE 2A2 Sof ojzf WS oS FE MB
utu

3 : H8

Zk “glololE AP} Clolef B2 HESMNMMATA 2015

—

<& 2-5> 0= 97} HolE H=79] a1
20124 71&, 99 @ vt

AL ot & 2lA3 A4 N SHA|
ol = 196.2 177.8 52.7 426.7
H| 2 (%) 46 42 12 100

F

’

“glolole Ahdzb Hiole B2 HESMUEMATH, 2015

O 0] FTCE: oloje] B27 Alo] =oiy 3xo] ofs) ofoZAlstn 9o
o clolel s2A0 AR A 5o 4L Aol rstn AR o

olH S

o 9lg

= LI =
B 4 A= PYYYLS Wt dE, B WE AYe dnd

o 2012. 6. 12. FTCx= A1 7| Q(Spokeo)o|A] ‘o]ZFA] o]Are] AtAM|st A H '2t1l

Falsts 719

AEFZANA 7l Z=atd dlo[HE Hofieh s3eo s

7iR1e} Algo dist getst AH A4S o Fetsts 378418 B H(FCRA
Fair Credit Reporting Act) $Jgto 2 807t =2jo] AIAjZS Hiutste a116),




0% 20154 1097}5] FCRA 9J¥t @02 C}2 oloje] Ba7io] dsli= 8
AL AW, 2712 AES Ly

o 2012. 9. 4 FTC= 970 ArIAMOAl W17 E sA W2 HofH S-S 371sH
K

L= g8 3S WL, 2013, 6. Oﬂ% AH[APL Hlojg] BE279] HlolH
2A1 4l 2Q8of st AJHE S0Ish &~ Qe 2 5= ‘Reclaim your name’
Qg A|Rtee)

olof me}, HAA(Acxiom) “https:/ /aboutthedata.com/” ¥ & 7|4
stod o] 827F AR A4l e HolEE Fl-FAd & ARE T

(0 3l 29, MIgEusy, s Sol4 MUPE 24 L A3
ABE A5 AL 7] theol] clolel B2 Aeio] ofx] &AetE A
L 2ol g

o O}ﬁﬂlolﬁ'ﬂﬂol’\d%%ﬂ +d T HlolHAaEo = 20159 5F 7w <

g5t Qom AALE 1,14071S FYXA]

a

16) AR 2= © SN SR o]&d 2, @ FHt JEHE Aed 2 O FCRAOﬂ o2 9FE
AHRRSOA AAZ Zl, @ ZiQlo] digh §4 2=ZE=2 st Ayt ‘**Ji%* d% slig ZHdolAl &
2 A, olFA 4719 JTHH}Ol AFEAS. ot 2 A=

https://www.ftc.gov/news-events/press-releases/2012/06/spokeo-pay-800000-settle-ftc-charges
-company-allegedly-marketed

17) https://www.ftc.gov/news-events/media-resources/consumer-finance/credit-reporting
18) HuEAHA 7Y, “2etel mafoluAlo] ofgh AatA ujZat AR H27, 2013. 679 A&

=2 RULENNS = B



A6 Wdole $83t FjgR Baotel

2gstuAt st YdolEl: B )

o

o mepA woolels P E JJANe| ARUAE A, 12
AR gEo2 g Fu FAC mejolsAlsl AslELAld] Ut =

o] WAIRt

d
fol
2
iu}
rok
rr
I
N
>
%
1
X2
L
rQl

(1 ofof mhet ZjQIgHE e et 7ile] Has
g 7124 €8A MNAZE ApEEHEY Jligel EEEA €

(o] i

(23 2-4] 7D SAI-E dieh 7EA

It's Me

It’s Mine (Banks)

It's Mine E—
(Search and Advertising) R ‘ .
B \ It’s Mine
I S\ (Social)

It’s Mine (Telco)

Z X : “Rethinking Personal Data : Strengthening Trust”, WEF, 2012



A3 AMJAFE S A3t B35 73}
A12 zejoldAldnt 7iZE A1 2FAY] 57

() matolujAls AlREHO] Ao 2rtdeo2uE 9l Abd Hols

stels 2xIQolA AlAtEo], =7h B2 the Jjele] Bwaelo] ojs) s
e f9le] Walw QIR ARk
9]

o majo|ujAle]

z27e &

ad

2

o 17909 Tag Ty~ AUMATY AVSH B Abge= AAlY] vjdEY

S mFste oz 6H@ﬂﬂ4 =92 1831 o HAl9] B|TEAS 3
a

Kstel oA oz RE| AU AFS2 wAIstuAL 3

o 18909 0]=9] Warreny} Brandeis= “The Right to Privacy 2= =30
A AV Ao olat metoluA] Alsl Ahde Estn, metoluxzt wEY
A E= Helolz]o] =gl 7|l &ojjulde] 27 Hoe A
275 A], ZefolHA|He] 7iEo] FHE 7] AR

) mejolujAl= 1960 ¥

A AGEA oY, o] FJE majo]
HAl B 8 E A2

=
o 19679 U= AYtiEEe] Katz FEA= dGAERH= 7HAAA 241 AU
= HIs Fofsiloy o Y=o g0l E metolHAE S WA

J12H0R AN

o E3H 19774 Whalen H0IAE ZatolwjAl @ AR £2% 2AIS At
gHo| 1 ExpoR AL ololwt, @ ARl ARYO} B7hE WstA| ¢
2 ololg BTt stol, AR Ap|AFEOR ASAS

o YoM 1960ATIRE st waolx Jjole] Ab|mEuT A AR
S Qs ook 19834 AMEUAITAS] QTEAL RGN HRA|AA



I HEA

9]

MRIPEE Hostr] ¢

LSS
L .

1974 0]

al,
Gl ZpolHAIE S A

k=3

st

s Al

HYgS

59 7]

s

bl 9%

S

el v

HAPEE

(] 1970956 A7 2t mafolwA] =
o 19709 9] %I} A4 HEZ K9

. — .
0 K ) o)
R Bob %
e} M ) :.L
m.ﬂ o < o = 0|
O 7o o T R
W wo 7J0 o ~ ol
n —_
I
~X = X =
EI D
—~ <
S m  TET X
170 o
H o T o T o~
= KB K —
T - k2 c)
o | 0 =y o
1_.|O M_Ol ,Dd O_E ‘m_wl
m_.: 170 o .
ofn D= o, KD o}
Gl ~ " o’ -~ ol
P T -
—_ o] o
_H_._ ~ ,,W m_l A_I Wo mu ‘I__/l ,IU
R 9 W T K g
— — _nU| - i} o_n 0o- :i o) :;E
2 o Al Kook - of
_n_._u ,_nq n_AI 1__/I ™ _EE N~
go H M L Y D
=0 i A X R ol |
1__.._ 1_._NI K 1__.._ gl _AO M H;l M ,:._
ol ' < —
=3 T W el E oy &'
™ Jn ~ W0 wm o AR
o T
3 o of o I el R
% S o~ 0% R H] ol
,_|IU| ) _n__ _HL o~ ﬂo-,._ o
5 80 mp® 9w oo
o| o X B ol T Moo WX
dM o HL _u.__l O._ = 2
o Ko _AT ™ | |
o
L]

s}
=

BE

=

=

MRlel &+



R22 = 7iIE xp1a7gddel A

ral
cE
&
i,
oX
ogk

=0

(1 =mHoA= ZefolHAldof dieh ¥+ 82 gleu, A
FolA e ZafolHAl o] oigh A2 QA

o MY A0x AFold ARt AllxE SA19 AR19), AP A|316

2 HEFs A 27HE o= R E AR9 ARS HestH e ZfolHAlH

3 xdlog B A 9glo

o 19879 AP ¥ ARioM= AT AP Ahm 9fofl Alldx Aol
DAY Ahg, AlleR £AY Abg, A8 S41Y At

9 xS So) AR A9 WFstL 9

glo

[1 o], A&AQ mafo]HA] Qo Ap7IJEo] &t FAY Fa7do] 28 T

) S
ofSolRAL, ti¥dy AT A= 9 Ay 2F=2 A= siiAsto 7

o FUATAL 19959 TP AI0E} AI7ES Ef2 Y] 2N 1
Qo] R&=SAYUL QIYFon0), 2005 ATl AZoA THelYH
A1 AU oleks gol2 A1 AMESHEm2Y, Ze 8 NEIS ARIolA A
AR AR E0] @ AI0E D AL7ENN EEHCED TASHA 82

o UYL 19984 FEHHA T AVARIOIA A A0 (A1) £
2} R))et A1752 B2 TER FustE AchAslolAl sjelo] Al of
g ARE NF SR UL /ML SASEA SRR TZkel A}
SIS 7R US AalE FUAYR AR

A™M[A]3Y 1948.7.17.] [ A1, 1948.7.17., A|A]
ol o] oJstx] opstni AZo} olde] ALgE AWA| opsty ZAo] e =

gk
o

Allzx 2E F9 HE] 9stA] ofystiye A9 v|YS AsiwtA] opygtet.

20) FHANTA 1995, 12. 28. A1 9130114 AX &%

21) AHA A 2005. 5. 26. A1 99901513, 2004910k190(HE) 2 AR

chob, o] AR oA E APAFHS AW A102} AI7E U Y
o]g] e EAMACQl 7|2 PO Horol} o]S NEIS AFA ZAAoJA ThA] ¥17

22) WA IA 2005. 7. 21. A1 20033101282,425(H3H) AX T x

23) th=ld 1998. 7. 24. M1 96C}42789m A & x

jn

Aol &s] ZHA717]
=



- 2006 o= 7fQlo] AAle] thE ARE AT EATY FYE o AHsA
A, BREA Aol WalAe] QYT BB Ao Aske] 24

A8 AR AGE AT AT BAPW

o JNIFE A2 H2 Aol det FEVE AAl oAl ol HAZA] &
HAAL E Ol{HES & JQA S Y BESAVE 22 APE 4 U=
e, & BEFAPE ALY 5719 o]&of ¥sto] Arz AFH dY=

ol

S
—

O ARolAE o3t AR A|ARU] WHlo] Wikzo] PN ¥E
o

O =
HEs AGsHAY 71E& 88y W& BYsto ¥=

o 1995 1. 8. Agoz Ald T537|1 TR E o et Ea2 53571
TolA A= AAEESY BEss A0z silal, RIFFHoA Y 7HAA

B oBEE 1999 7. 1 AE ARE TRREAIYCISEA SOl UE £4200

q Ay gdetee

- AL oA R #3 AHol= HAA AYPEHE= NAARRETH Aol A
olsk A2 FAF

o O] JJQIX Y HWSo W3t Auieo] Frolxiy "Ss¥ o] 2011. 9. 30. A

W=
- MRAABRRITHL T3 7Abs defste MAAE AHdRS A5t
AAH FE-28-H8 &

e 2006. 10. 13. A1 2004t}16280 THA Abx
AWK A 2005, 5. 26. A1 9970513, 200470H90(HE) A HE

A B G ato| 5100 et EaS AR5t AGEHAS

27) NI E B3O Mol f+ thaa Aot

AEALS|O] 1 wote} I FAA VA SUlR Ate]l e FAo ZA VNI RS S o] &0
BHSE Y Qlo}, F7FALE] AREE &che VI E oA} 7H°WE Al2]7]&o] OtAEA] X

24)
25)
26)

—LI

sl ZHAFE B o] ARALh7E 2D ERF ofyz2}, AT JHIREY REE&FE 5 /MABE Al
AHRAZE R|&A o dAgero] m2t RIS ZapolHA] Asls =& —453 Astibr] 5 AR -S4
] Jﬂéﬂ st Qe vh SR UIEES FEtste] A aEd f¥sts H"J’ﬁi A2

5 28 AASHL AR HslE g F0o] Wl TAS Zststo] FRel ApEe] Mg west
of, ARl gt welet oloje WSl Y.



gl 284 A<

A

1

1717}A]

ARE o

AL, =UiolA A

H

AN
< 3-1> A= JiJBE A Bl

HA, AAA A= 7}

[

2 A
=

Al
oA
a

U} Al
(0]

(Opt-in)
AR =

ROH ol p i Ro M THE S CEUNES
ol =Wl Ol TRORO T e B
TR0 23 W molH 2 [
NZ o= e pfo ROTH A )
M| T B Do IS g
o | T ppKE Trogl 208 Woar A =S
=9 K ol <K < —u TS
ROl iz g 00 od M o< OF % Tl m o —
_._._|_A._.H_._._L|._... ~ <k - NKI< _ e
M RTAEs = o <r il & 7ol 1 0]
o HAANS TS R B1oT of X 70 Ok 5 ol &o
R e |0 =
HEn x| <
N |0ERD o 0
L SRR Py m
FIKD 3 |H 10l
"~ |RO <r [
— HKopy (o<t XD 31
MW._MO om0 uIJ_H_._ S RO W 20 |~O
go o L0y TR _® g ol w_m
WY EINE ., (S ﬁw 7
WA Mg o Kot
TR RO~ [RO < | =
R IEr I 0o < |20 5l
Kk= | =|— K |o5J - - - = 0
"N -N o._ﬂ - H o |<r <r o <l =
B0__|B0__|gl— |S= 0 |—-|—-| TO | |0 o
S R e - S e < N e b i - W
..__%..__oumﬂ LR OIS or|zolmo| o =z | B /|
EUFS K1 70! 0H — oloF |2 Ho arler Ho _Mu = |= -
S |T=|=mm0 . 2 |z gl =R | gl
HR H_._7L|.__A||Ar7ﬂ m |A_|_.Io LHo = =l |5 do
e B T R A A = = B
R R e R i S I R A e
Er b | I T B K T B e~ <
TRER | Zagkl=S LRI || * T <0
A N Sl [T | R TN T o M
ol WU o) W <" U ol | Fufo| " | Ho | Lo Eal i) il
T KT B S |8 . |BU -|R1|%I|RI| RI |BU|E0_|Ro|oln| Fn |E
04+ |04+ |IAMITRVTHR|X|X| F [T [BOWMTT |5 B |=
Rl | R LI = O L T A o
L =) e B o YL O ol 1y oS
ol jol | S o580 [WlDDFT| W oD DFE
b | we o (D@ E| | ok wmS
Z0oT Ho oT TE
KU ol ol K K

AR AP,

H(GDPR28)OJA = o] 2fofl= 7

1

F

gota glom, FuelaE 7o
Aol s ol
o 2018. 5. 25.5F A

I R R= R

2015 & £




<® 3-2> JiIBE A1EZEY MEUE

i R HE|U & =l HAHHE

B S srolx om A & e He 5
o J[=xol HExl2l A 0EE Al JfelEEs &

Moo | A, 08 M3 5 Fmxde FXE o7 + | HolysssH Marx
x| xlmgy | UE 2@ (MESAZE  F30xE 3
SHETH | o Srinizie] wx, 2xmsol wm, AlXHDIH | 2)

23
_ _ _ o| X sHl Xk =

M2 | e Eelo) olsf xialss JHolmzel Ul ma & | A5 e et M

< | dESHUTH HM30=x Mgt

AR FH7L d2ts E7E 5+ A AHe

S EFEACE g&s 37 = U | MEEA O ® 302|232
HdEEE |eo HEFHo| s 80| 2HsIALL 2o | JHAN¥EESH H36x

b | 2% ¥¥s 27 5 AUs Hel HESAMYH HM30= 2t

o HWEFHII HEERI|2 CHsh, Hstels Xie
Atalof JHelHHof| H2sts AE HoldE AE R
X | xjct T Az
Fioim | @ TSRl ciFol fle S dE FEoo At g5
gT& olo| M2 ote 2 2@ & U= A
o =0lo olAtof Hhoff WMoz AHAIE FHEHO| of
s rele] Mg Actste He
= B . _ [e% =2
A 2EE MEE RAY AS 7Y 5 As Hal | Jan =
5+34))
X 5 A o HEERI|IO| Y L= FEHSH JHAEEES =
SEMN 1T olze #e avimmel ANE sre + e | JL¥Esed Moz
S MK; HEEAH H 44722

28) General Data Protection Regulation®] <FALQ

29) 38 /I EESH(GDPR)o| TE2W mZandd 57 = Y FsliHS AF55H7] ¢
sl 7GR E E&sh+= Atsetd A27|dE Qujsiy, 42 = E5

‘profiling’ means any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in
particular to analyse or predict aspects concerning that natural person's performance at
work, economic situation, health, personal preferences, interests, reliability, behaviour,
location or movements;

30) 1994¢ 129 64 AFE AE Yo} mefo]HA] 7 A10Zxo] dgHo] /5o Q5.

EA4 ¢ kgd, FE “Atolw gt metoluA] JRdel wstet Tof ofst WA of-gEet”, 5wt Al45
H A4z, 2010

31) o] &R} FESAIABIA AGAL Sof tisl 7i1dE +4-0]8 59
AE VNI EE mpr|sliof ste2 FJEAYIA|GFH dF o= ot

32) Y 2% FESAIANB|AAFAA BitEl = 7RI E o] &Y o] FX|Q]Foluf, JEFAC] FJHYE
ST HE AN C R HASH] 9 Z1os B

S

ofg 2o 4% AASdel &

ol of

N u ?:1;
34) 2T VIR EVE 2R asiAE e Yol TE BERIL S FE HE NAFELYG 225t
AE 22 A5k s
o M21ZCRJFES o)) @ AFEA YA BR7IEY G, HAGEY A2 54 2
2RI EZE B2 asH S mol= XAl §lo] 1 AP EE mhlsto{of gt ofgh, e

wW
@
I-'O
i
i
N,
Q
ujn
e}
>
Do)
o
i)
lo
Hu
>,
o
ol
ok
rr
=
>
o
ol
Rl
Dall
2
r
B
Ra)
)
)
o
S
— —



A3E FuEAlo] W3 joIgR 80| 7jat

o olt|, AY, AXNT 5 ABEAMUAL o §AFS TEEP] Ysh AFAA

W B E 25 Aelsh ol MERe FEA oo vizteeiolA
& Wrjat i Bt S

ol NgERiA el FAs 50l St

7)ol FuA oMd2 AR AFEHNe

LE“I }—— o A —

Zoll emFof(Overture)= AH719 =8 E8F U5d $3) 2
=13
=

- LW FO= °FF(Yahoo)ol R =33, °]F +=(Google)d of=Alx
(AdSense) & TF3E AAFa Au| =7 2A8kaL, T o] dolH e t

- otrtE(Amazon)¥ 22 AAGAH 7S, #H o]l =& (Facebook)Z 2 A
o

2 #AT ¥ 2 (Social Networking Service)oll A= o] &A+2] ID& 7]
o g Fujuld 5o FTYHE 8 w=F F 2 FH A|=H

Wo] we wEstofol s Aol 1ajsx] ofsict.

@ AR AR} A1F] wet PR 1] mols 2w xJAEA] ohjstEs Ax|sto]o}

)

® AABuAAI A1 Aol ot RS TrIeiA| ofjstn WAoo} sk A= oY
A w Ee QUi the Jjelg uet Welatol A AAb-pelstofof sht.

It

-



o= HIHE FEAM (LMY, H/21%) H|X
‘06 | aCHEdSIE ('94, 1200), QM AT E(
O|A | (06.3., 32toid)

GSZEI A(‘'08,11252F), =SM(°08,18008h), SiLIZHEEZ | si-lz€elE wfjatzrd =Y

08~10 | (054, 6002, AMIAZ("10.3.3002H (12.9))
AMFIE(478E,  SOFNTIEH4E, 1758H, HOlE(7 |4dE 1AZ 7.714:, TlEf
2 350004) 2 15002+, A|HEH
2011 T a1 13008h), stiskat=(sel), ch2eisl S(1900 | BH=2l& mMAZ 33002, o)
ah), et & (89, 350, =HZSAHOY, 928 Ef = 9000, AlMHH
KT 14 sfMEZH(14.8.22))
0010 | SKT'KT(38, 208, KT(7%, 8708, EBS(48, 4008h), | 2HF 7.53918, AYad
239 0[(198%H) EBS T}EHZ 10002t , AlH

D=| E=1

Shata H (501 2| =5txj (52F 2-AlE[2d(12¥
5013 1_;}})_3(5 ), Mzl==px (58, SC |El (12¥,
KB=oI7t=(12, 53002, ROIZt=(12, 26002}, NHS x= ope =
BoH= (18, 260080, KT(38, 12008H, cizteixjgislS | KT HES Zﬁffm 2 M=
2014 | (2¢, 158t01dd), B =28 S(3E, 17008, Mekwel | o ool e = 000 T Ar uyatm
5/(3¢,10t0ie), BBQ4E, 512), HMMS(48,350%), | g ooy T
g, 558h, E4=2((5¥, 502H =0

=(4
ISIME(REYE 43A4HetH), X FA(REHE 7Y
2015 | oxobad), SKT(XWH 780224)

0 g%t 333 uze) Puus 2 jAge velAAe BEs gt 27
BFS mYstn o3 ZJolet WEol ASN =S AANRS

o YUl JHHES QIFA 2= A|EFS7|F IS0 1SO270011}, oh=Ql
EUIXIS o] [SO27001S 7]¥toz HOotQ S 7Fs1sh ISMS (Information
Security Management System)o] ZA||gt

-

o /MAIgE Estd AEAE=E TIZ7|Yo] AeAoz AT &
PIMS(Personal Information Management System), Al9 QXIS Zghsh
A% ZAo] tfst PIPL(Personal Information Protection Level)o] ZI
EAjgon, Yol wro] FEeicks x|&o] we} 2016. 1. 158 PIPLS
Alstal PIMSO| &&sto +Jsh7|= &

o Et @ 7IE ol /MAPEMLNG FEshe T7IES FEFAC
NI E Alsfie] ¢ aclol BAM /AR =& st e JEE



712 ojexlog Aalsiof siu], 1 9Jo] AR ARtoAE WAt 9l
O
a
<E 3-4> [SO 270013 ISMS9] B]w
sh= ISO/IEC 2700136) KISA ISMS
M A|Z| | 2005. 10. BS77990l ELC{5t0{ 2002 FE{ Al
=) 1995. 2. ¥= BSI, BS7799-1 ISO/IEC 17799:2000, BS7799-2
1998. 2. ¥= BSI, BS7799-2 ISO/IEC 27001
— _ 1871 2oF, 10470 EMES
Al StE =] Exst= -
AMALERS | 1170 2ok, 13370 SHES (ISO/IEC 27001 B2 D= mah
JEEE T
2010. AI&t=|EH G-ISMSE 20140 %t
H| 11 HESMUH H47z=0 Z2A
2016. 6. 1. Ol &E/M 1,500 of4at 7|
2 R AMRtE FIF XA
<3 3-5> PIMS®e} PIPL &E3F HZALSH
sh= S ST
o5 PIPLONCIMEH S 2IE) PIMS(ZHoIH 22| A A el E) | PIMSUH I M E 2| A 21 F)
@ JfelE E x| At - -
HIlets | 6574 12471 867H
25U 7| 2 | NIA(S & XFx| 5) KISA(EEE A9 2 5]) KISA (BAHE, dhE2)
2HHE | HomEE sy M s Aoy i
TQIAIZ| | 2013.11 2011.11 2016.137)
dsed 1370 7| = 297 7| &t 427 7|2
(2015.10.) - .
Zx| : LG CNS33

35) AR
TR Y S
. 7598 T: 9

Vs
J I o
B(ols} MR R Ach Er 1A

a1 =2

stels JiQgRmtd e 5ok ol4be] Fu iAo Tt
g Hwol xejst 4

1710} ol stele AR uutle] J|Ee oheat 2

3 A2350] e w
Wl g e

2 7528310 U= AERNAL AY 1Y U b Aol 252800 gt e el
Rumel Arlstes H92A A7l A 503hy oo FuRA Y] B AFEst meEE sfel
ﬂiﬂ

3. 7% olxe] Rzl Tt Yt

28 EX wistel AR RTARA 1009
=

36) I1SO 270014 Mg A4 ol disiA= off
https://www.kab.or.kr/sys_guide/?CodeFlag=0005

37) M=%
38) http://blog.lgcns.com/1074

N

BHF(867h)E 2017. 1.6 Agstes Qo




AREE A4 73stE|of

3
e}

of A1

=
o

1
a

Tl
-

o0

<
o

K0

29.)

ol
=

11.

(2016. 9. 23.) 38 BH&HH|

(2014.
el et =

0

04 <0
iy
ol ol
K &l
o o™
of A
Ko !
ol
2
3 Il

o M
¥
©F

©3

O -l
SK|0 7100

wﬁMM_‘Wmv
K o o ™

| OF w0

o, K=
_A:m.ﬁ_u Jo'im
—K

™ 5l ~ <

<# 3-6> 7§

Il

o]

70

o4

.I

B X
H o

Al
o

Hel&k, 3uH oY

(2015. 7. 24))
o

s
—

mr

700

3

A
(=]

off e

I.I:H:L
=0

°

e ol gAte)

W9 FRIhAo] &

Y2 o|uo|xf 2

akel o

Mu] A, BoA9] 17

Aol @u]xo)

3

[s)

A 740 YRl e} ofo] 7

k=3

o a

M), 229l of
C}e]

f
_ 95 —

[

=]

L5

A S

=

-
o] VOC

=

1

L2710 AFAIZ7F

O
=

Z0lofA] ZHQgu K

[}

ot
3

A48 Hdjole] &g} 7hQl

SREE

=

d]
AL,

FEAIALL UNC

]_

A Lol <A

o

=E|
=
T

o

AFX
O

[]

|

o

[




59 Yoolelg 08 §E2 T 2T A /1Y A9 o 7ol
gste 2ol geli s ALgALY ANElE WA stu o] wHol

AN
Z8ofl= W2 Aol EXj

Am %
nk
rol
=l
oxl
S
zQ
rlr
<
i
i)
0
1o
oo r
H1
hu
=
r
oxl
e
Ul
ik
oo
ol
M
T
)
)
)
=2

o NAPEE 2RBH A2 olgAIFIAN MAYLLEY AI8E A2
& B850} shel, AUAAG FoIg @A UE Y

o tih, AdzolN FAAMY o sted &
e FH= Aestes dfolA sl8stal s

o et MAMEE BEE AL 27 Al AE
4 oE 19 g Anele AT 4 gt YA Aee
A457t QUsITtL 2 4 9o AR u]Al

40

) AR B EY AISECRAG R S8 9 ol &AF A @ AIYolw BRaL D A LAIR L
che 7 59 o siupol] siget ool Busd £ A3xtel olole Respl Asfe gesl

-

A= WS AQfsti= HIPEE 54 29 §x2 olgstAY ofF A3AA Aled 4 At ot
A53H A957R|e] Ao = 7_._]—0 Ao 2 shA st}
NRFA2RE 95 52 we A4S

2 WEo] S A4l Ur AL
BEFA e I ESKJEHEJ‘”OI SALRAIE E 4 Qe dHO Y FAET S22 AR e
Te 2 e deEA BUs] BEAA Ex AI3Ae] FHERh Y. AAL At ojojE ¢sto] R
T AR 39
EAARA

O© 0 3D

oGRS AU 4 UL A9RA mEsiUsel HoloE A A

wo 7 gtol FAPHO| olBL stol A=FY Ex AAIo] AF] sl WA AL
Wao pAreh T40) AY] W RAIE stel WRE F9

B AHAD 23U SIsto] Bast A4

) L we. waAEe] YA Astel Wag 3¢



g

she
7

3| 107

oD



47 AJAR R B AEs7 |«

AR wlAEsle) e

[ (8]A¥Es}7]=) 4 (collect) E+= AFE(use), A& (archive), &G(share)s]

L oolER e Jjole AuEsiA] RoA EAISHe U] P

NISTS] 7HQUgH. u]APgal U W nao] opas ujapgsle] 338 &
BE (7Y 4-1oAet 2ol Holelg o A AFAY 4 g o
cL 7

- sl RS Sees dolHel fE4e el mekeln
=

(73 4-1] Hole] Ag7lsy AmE

02\_21 llao\\ﬂV\\ Q‘
<{? B Z7Y

ZH 12k ol® ZH 1 o] Zj 1t RICRAALE
A=A o2 | B = gle cliRSsH olio 2.2 517
glole Hlo a4d 7t a4 7Hs ek
dlol ] dloTH
K- 33te ZAHos A A5
crl A At A
AH

[ (59 WA AR ()

41) S. Garfinkel, De-Identification of Personal Information, NISTIR 8053, 2015. 10.



O uAEsbrlae 2AsE W (randomization)d}  durst  wH

(0]
(generalization) 0.2 Y2 HE==142)

A

o (FArYst ¥, randomization) TIoJEQ] AlRIG(RIAE Ee= FE.
veracity)& A= FFo=H 57 tolgfet 7|l It At AZA/d(strong
link)& A5 YA

- AE S0, [1¥ 42]0A 8} Zo] ‘EAEAM)R] FHMIZE “A”, "B,
“C" T3 & 7% (pseudonymization) 0.2 A ALY E T F2
2Rl YolE 5 MY A9 F(random value)= H©ste 54 7l
o] A3 dAA S AAsHE W2

"MEATZ2, “2016.
SCLERELE

o (Yutsl ¥ | generalization) “ASA] 2231 §AFE”
5. 16.”2 "2016."x2} Zo] fojg] Zhg HHAQl ¥

EK47O]O AH SR Eo O%H}\]
2 12 =

A ftjo

A

rO

0L
-\N =

of, [18 4248 o] WA FBAEE ““2 7be] o A

a3 & 5 gl s telE 200, “30t0”, “40th” EO.

sste] Aol AWstr] WEA s B

o AR tloElS B]AEate wol cofele] 54, AAl
clolel §% 52 nejstel lgle} wpE Yyket uhy

u] Al e} o) $of] AjAIEBH7} o} AL Bosalol &

ki 18 2
o o

£

&
ga)

42) ARTICLE 29 DATA PROTECTION WORKING PARTY, Opinion 05/2014 on Anonymisation
Techniques, 2014. 4. 10
43) BAEA : RYHoR e o

°
+
rr
&2
)

[m]

o]
mjo

g8 rERo= A A Jbs3 gEEd,

p
PA
L

44) mAEst - v Aol I E S o FE = HolEY v, dA, BY 52 S5 58 U2
A F=E Pz
_r‘ s



b[A 23}l H|0[E

(13 4-2] FAee dutere] of

=

(@]
[l

|

=

ClOl&

~ ol
j
o - o - i i
R | T E | B T h
Mo | ' R |2y | oF | B = D
< < K- L2
a = |& E M,_ -
oz |z S EIEIE KD D
N || o < 0
QS| S TIK|ITF| SR ..HI Mn M/I
X9 ™0
* * * —_— —0o

Sa K o
< ~ B! W *u W | ~ mo
of- _ o

e
N T
of poT
< <~ 7T
T 5 %
T "
< To NM
o W
[ —
o =
)4 B

0

o0 -
dr Hqo (@) — ﬂD|I —_—
sm | B % | BT w. e
i LA = _ = —
Ww D\ ;o o = _lL ,_m_.: S o
= .
— N S~ Kb
glr|Y|5 - =L
% RRCI
TR o | o v e %o
o~ —
wOLIE | QS| T —= I 09
B | oo | | < — ol =
O_I — — — c..H_ AT.C ~ ™~N
O O

2 ey}

al

O

AR Al

]_
a

(<)

| AA]

)

-

o 8=

N
a



[2F 4-3] HAEst 2R Tl 175

718 Al = ZA A= golg AA] dolg ®s3  dolg vp2F
= i — %
zA4 ‘ _
#9443 18 dEES ida e
SEE-EEE
Bps 7 22 A 45 %2
S
53 J
S
23 12T 24 0] upg
| , EEERE
mk JEas
B A £ Ao e

S =2 7t A st AA 7 deolEIA] & F A sle s

%353}, encryption) $E3} G FH)S 7RISR I RE H53}
st w7 Tls

- (g B, swapping) W14HE Hlo|HE ARl A3 LF TlolHE

- (AW Y, rearrangement) 15 W TlolEE Y= 4o EH dolE e}

[e]
Ml 2 AAANESE E= Vs

45) 4 52}/%53 Jb53 PYF &3t hash S e
3} Sol 91, A% WetdE E2eHAGR PYB W(ED)S
923 R oA ABSHE 712), FEHE 4SeHASe} ¥ PR
WSt Qeat 712). UeY YAl AEANAEE doich UA] 7
st Abgo] BUW oAl 719 dsete AEAE ARl WA SE A8

|:|O



- (¥9 5 F7F W9, adding random noise) €& o] Z(random
noise) &= Fo AHEAE =E& WASte &
B FALE S ol &stel B4 dolEel Ji]l 3t A7 AZA
(strong link)< A Ast= 7|
o (F¥ret 1F) AR 7|2YA, 284, 2=, AR E24A, 45
=
o

71, HE 2=2E, ¥ YE, Ao S, s A

- (AR B2, reducing partial variables) 4739 Y5 s AhAlS)H
o EALS 7HX e & HolA 3= V=
- (FF7]) "HelHe Hd e HMFHo R wes| dutssis Ve

- (Y &9, random rounding) ¥ele] #E VIFEOoE MY ;S =
o

=
gAY iy 9380 w2 ARE tEy

- (B9 ¥4, data range) 7H%l FAH|o B E WY 7o E F3



e Bxelst 18 Juis JgdE matEA 4L
ARl sl A 5 9l AR AAE AT Fajol7] wro] P
S8k ot kst P ol YA Be

23 4-4] 175 W|AlEEp|20] Aj2e

/ v 85} 714
22918} g} \
.

= =AHS
SES Bt { A ‘ ‘ sl ‘ %63 59 7Y
253 a9 e 271 ‘ ey ‘ ganpean | | Ao aen
e R p 727] 393} A
a5 e
l A A ‘ ‘ 2T A ‘ =H <

A

T

[

mo

e jgu gal oot A k5ol EAsy] W uly
splso] et sl 7isd, 92 15, 28 154 5 1A 918X
ChAl 2 EsloF 3

(NE3} 7Hs4, single out) HlolEAlA A HIZEY dF F& A
A7F g AAAA -2 7Hs4

(94 7454, linkability) H4 270 o] #HIZE=Eo] FYT dHolH
FAE 7HA HME dZE 7 (B dEZErF 5 dlolEu o

2o EAT 8= (o 54 Jiklel dis2 28 % §l5)

ol
r 1r
AQ
1o
1p

X

N,

O

2
ofl
ol
Hir
rlo
_[ (
]
u
Jo
iy
m?l_‘,
N
off
ox,



= 4-1> u]AEeb] 2 175 9¥E vli

H = H|AIE 517 | & 7HE st 1% =B
1T — = [ = [ = [ =
= 78 /" | Jisd /" | Tisd fE
Felag J1E s Yes Yes Yes
S 3t Yes Yes May not
F 22|35 | mEh ah Yes Yes May not
K v & Yes May not May not
elol &5 FIt Yes May not May not
EH X2 7|2 g
|
gt=2d
_ AMER £ A olHixo = olHix o2 oluixioz
OEI I:II_|-_2|_ . o= .= ==
2t=7| o] Yes Yes
e 224
Q| uheH
Mo 2ted
=8 ob o &|
Al X} AR e sls e S A s
7| E} A ZE AbH| et el et els et gls
Al QA M E A e els CIL=ar = e |ls

ZX : ARTICLE 29 DATA PROTECTION WORKING PARTY, Opinion 05/2014 on
Anonymisation Techniques, 2014. 4. 10, X +4

O uAE| & 1750 tigt Adst bsA, A Jhsd, B2 by ARt
7t 7120 ofe} thE (<& 4-1> &%)

o TALolsl whyo] A fjRE sjEs} b5l oiat Yalo] g

o Uutsl wpHol HQ JpEe} e WASH A ST £ THsAol
90
o a



o UlAIga} A
EEPEEES

O At

7] m=of of2] H|A]

pAS)

<t 7lett ol8T 4 AAEs HYol
RS

r5tol A183F &

—_1-yg

R27d wAEslr| e =47

dolgit ojn] B/lE £ oz A7tz 3/4Y dolHe} A

st} AjAEatY ThsAol 9g

SN WESTESES

o

Abell, AOL A, Netflix Ate]] 50| imAY

7 At (0] =, 1997)

L oAM= 2
o U= TARRAIE 29 TRIEFHAR]= A4 SAc2 37d ¥d =7
22 <H 4-2>9 o] 7
- AEARI o) F, T4, A RAAUS(SSN)S BT Al
- = AEARD SHEWEZIP), AddY, 4 52 I
o st tfjstw o] L.Sweeney’t 571€ A &7|=FoA 7% AAE H5
<E 43> Fx) 7Y F vl

- ARERA 2T A Y
shel FAAE T3 A

R R P R
SERERE R



<@ 4-2> AEAEE FEY WY ARsS

Name | SSN | Ethnicity Dgti‘fthOf Sex | zIP | Marital Status Problem
Asian 09/27/64 | female | 02139 divorced hypertension

Asian | 09/30/64 | female | 02139 divorced obesity

Asian | 04/18/64 male 02139 married chest pain

Asian 04/15/64 male 02139 married obesity
Black | 03/13/63 male 02138 married hypertension
. shortness of

Black | 03/18/64 male 02138 married breath
Black | 09/13/64 | female | 02141 married shortness of

breath

Black | 09/07/64 | female | 02141 married obesity
White | 05/14/61 male 02138 single chest pain

White 05/08/61 male 02138 single obesity
. . shortness of

White | 09/15/61 | female | 02142 widow breath

<E 4-3> ARRAEZE AYBRA] HAQ FR

Name Address City ZIP DOB Sex Party

Sue J. Carlson | 1459 Main St. | Cambridge | 02142 | 9/15/61 | female | democrat

[1 America Online (AOL) Atg|(0]=, 2006)

o

* <AnonlID, Query, QueryTime, ItemRank, ClickURL> JEj=2 Z7}
L REFQIR 7|A} 20| AnonlD “4417749" AFRAL RjAIE A2

- 1" AnonlD AREARE EAoF F "W AFss 624wl

Thelma Arnold &AM S

* AoJ2of ZL3tE “numb fingers”, “60 single men”, “dog that



urinates on everything”, “landscapers in Lilburn, GA”, “homes

=

sold in shadow lake subdivision gwinnett county georgia’ S T}
0] 7J9l HEE E35)] Thelma Arnold oJAMS AlHs] J

- AAZE T Z 9FY " floly EEA 2 d=oA A

« U AR Y AAFE Sj1E| T AOLY CTO: AR

[J Netflix Ag|(0]=, 2006)

o 95t 24 LWFO FEHS kolv] 9T AATNE “Netflix Prize’ 2 ¢
3 509 olgAtel 64 Set Wt WA 19 1 B}

- o1& B AEA A4ARE, dolH Y W§e AFsr s S5
48 A

- W7, BN = E N

=2fQl ARl EQl IMDb6)o] 7 AREAR =
o VS

o] |

shg clolele ATsI] AjQl AN 4

o O]= FTCO mafolHA] wA| Aoz A2s] 42 Fad

AR wlgsh|2e] Wi

) wlArs

1=z
=
u] Al 5}

clolel2te AjAESto] tieh e HgdS Al V] HZof

H
H glolH o] AAE Holkof tieh U E T2

O AN 75 ol oheut 22 old] a0 9P W
o dlolEjolq EAPEAlY] Eaf AR 2 u]AEet A

o HoJEe] F71 FE

46) IMDb : Internet Movie Database®] 9FAt= Fst¥uol opz} TvZE=z I3 H|OQ AY Sof ofst
MEZ2 gshst 22191 go|Ejo] A

L= [ SR W



o AL EA 7ts/d H €Al 52 EHA B HolH /7

U

1

Dall
[©)
ol

BE 75 Al AslHd 8=

O
N
=
rS

0

(73 4-5] W1APE &R 9 AE) A

(HIAlE Zx)) (= -1 (A 22))

—

HIAlE  YES(HE)

o= H|AIH =%
AGSS o [ omzA L e HES AL b i e

o’

JHRIFEIL ofd Ziez =H
(B, CHE T=2t Zelsto] diald

E|X| == Tl B Xx = 0f3)

(=1

X mFZEA 9, VHAdEE H[AE =X Jto[=2tel” 2016. 6. 30.

2
H]AEel FEUT AEAAS W] PAE Ao AAE b5y 948 T
(A

B A <l e

Y,
oft
i)
I-'O
Me
1%
g,
ko

o k-9 d(k-anonymity), 1-TF7d(l-diversity), t-T7/d(t-closeness) -50]
BIAE8 Frof et AFEA YHeR ol 29

[ k-9dH A (k-anonymity)

o &A|f(equivalence class)4”) Uo] HIE 7jp7F Aojx k7 ol EXFS
HA
- [3¥ 4-6] 7H Zo] dHolHIF FoiA FAEARE “SHWMIT e}
“ol”, W7kt &40z “AWrolgt & o, [1¥ 4-6] (WHE 3-9H
o] RAdE dHolHY
- [23 4-6] (A BAF #19 FAEA SUATE BF 1354,

=X &(equivalence class) : HJAIEHSE & = 7FS 7t
48) WS A4 ST AR A, mEagEYe It
Wk JH, 3 gho] JEAA ] APES dA5 Aag ¢



o

7HR1H

AF Y d2E 7§57 394

229 5

IR 2 BR|F #29) #3 A

« o}l

==|
=2

(72 4-6] ©]A]

f
ﬁ by ]v N ,% sa)
N X3 N $e
o Ho Ho
A A \
i Mo Mo ,.u,.-_._wo ol wmwd ~ ,.,wmo |
qu | RO RORON | KOO RO R | oR
=<0 | <o | =B <0 <5

= olo| o
| * * * < | < | < % * *
T[N NN AN| Ao
I} * * * * % % * % *
Tz | | |o|lo|lolx | |=
[y LAl L Y} < <t <t ) w w
B o |on |||l | o
O_.l — — — — — — — — —

o

an

I

o
il ISR ISR IS 0 (o) I I Y
R | RO RORO| e | KO QR | RO R | oR

<n| <A | <m <0 <n

‘OI o0 on N o~ O o ~ . N
TN N[N [T |A [T || |N
,_1 — N ™ < ) Ne) ~ © o
Hlo|lolo|lo|o|lo|lelD|D
foing N TN V| vt ST IVl wv|ln
Blloa ||| ||| || o
O_l — — — — — — — — —

_,AO

70

BO

b 3-9

[e]

\_E‘

Q)

b

15 U9 g Ji47t Wolx|7] wiZo] ZAX} 7|

A

>
[

o

zopg)

o (FloFd 1) 274 &A(homogeneity attack)oll F|F

7} “135027 0] 2L }o]7} “23

ol



A7t F71 HolHE &Rsud, “E4E70 “AAWTe &
10
=1

o3l 100% 758 & U

- ol BAF #19] Wz £49 QAo gho] mE “Algwrolr] o
ol Y BAFo H3E BE AFe] Aol =X A ey

o (Fod 2) i73X|Al A (background knowledge attack)o = F]oF

- 3-9HAES BRASHE [28 4-6] (WHY dlolEAlA T FAATE “UA
3 “13508” ©] AL 14017} ”31&%] gt= HlolHE F7}

SAX7E vl 73 A 2] (background knowledge) &= “ U270l Al A7 o]
Ao G JoH, “AdAA"0] 100% FSALS L&A F

o T2 SAIFOl Aot WP 4o] Aokt AZ FUANES BAsHA L)
o] k-2 e SN BATY BPAIA BHd o}

A

o 5 34 Hﬂﬁxw B2 SR kool gel WA Iustan o
oF
o

] 1-t}FA(1-diversity)
o dojo] Bx|R U] A2 he Ue 44 ol VY ol Exjae uA

=

o

—

T3 4-7] (7D glolEjet o] FAIEALE “QWW 5oL “Lpo]”, ulZtEt &
Jog "dAg i Aol oS o, [ 4-7] (W] HlolE= 3-thf
o] Bl flolE ¢

o_>.: 1p-

- 5, (Whel FAF #1, #2, #32 °

, 1__71:]; 'é:‘/‘é?_]_ ”O:]—]C;)—]-”:ll]‘ 11%:4]]:]311 E_E
727t A2 e 3709 g 2z i %

RS T
3T A

A



(2= 4-7] 4]

el
4

o
I

—

=

NE

0

qr

KK

1l il n
L E ME
X N 3 N ¥
o Ho o
A A )\

50 . N BH | BH N
Bo S |30 o B |REIR IR | B Se
R oF SF|oF|oF (W ||| " |oF

NI~

P o|lo|lolo|oc|loloc|lo| o
G RSERSERSE RBSHRSHRSH BSERSH RS
HElolo|lala|lalalaelale
H_._o RAN I \ o i 0 o~ o | ©
B! - T
o o o o
S| * * N * *
T N[NNI A A Ao
ol |« * * * * * * * *
FT* [* | o || |* |* |=*
ol A A A ||/l nv
Bl |||l |on|o:
O_l — — — — — — — — —

Tor

el

=T

o

50 n N B | BH N
o = BR|OR[BR|NR| K ~ | Bn | on
R | 5 | OF | oF | F s &= | ok

NI~

] o|lo|lo|lo|loco|lo|lo|lo| o
PSS |IS|D|SD
Elole|la|lelaelalaelele
go| | |ww |G| F|c ||| S

L —
B
o D[N | N[>~ O | | N — | o
TN | N | N[ |[A| |0 |on|@A
ol | — Nl ol lvw]lole]lon] o
Tl o|lo|lo|lo(o|l|o|D]| D
E I AT AT s G s W s N A I A I Al
B ||| |on
O_I — — — . — — — — —

(th 3-tt

(e}

A

9

b

2(skewness attack)ol] F2F

Mo

/g oletar

KR
i

£“”

-
) .

7, WA 99%

&l 10,00071¢] HIZ= F 1%

73

o]
o

F 25% %} 50%

L AT I

?l_u

- EXF #1374 #20) O

o))

37 PlZEe] MA ¥LQl 1%HT =

e}
X5 #1373 #20] &YYo =2

EX
o3

"o
[ef

M

X

l

ol

stg2

7HR12] 748 50%2]

she

A
=

SR #20

A
L

. 5, BAA

ol
<+
ol

oF

oju

I

il

o
T

kA7) W] WA

o =
s Tk



_r
o

%

o)
=0

OFXA ﬂ}

(29 4-8] 2-t

ze]

4

o

KR

%1 ._.ﬁml

N ++ N H+

o o

A
o 7o | mo| o | Toll mo| o | o | ol o 7o
B0 X0 | T RO | KO R T | KO | KO | O X X
e op | oo |op|omfop|oo|oo|oplon olp
m%) o o o o o o o o o o
S o o o o o o o o o (e)
& SR EIEIEIELE S
o S l&F|lot|aal ||| 1O —
i

B

= o o () o (e}
o <t <t <t <t * * * * * O
ay NIAN|IAN[ANfO| ]| Al
iof % * | % | % | = * | % | = % *
Tl o|lo|lo|of x * | x| = * *
= I FTIlwa|lvn|nv|n! — —
B el | ol < N
O—’ — — — — — — — — — —

2 (similarity attack)oll®= #{oFf

Mo

o F(3,0009H4 A 50009 Akel)

Z]
&

G

it

)

‘FATE 499 (29 47] (WD

iy

ojp
oR

+

oV

o
el
|

%

] s AR 9 n]fAd (semantical closeness)S Il

FA 7] wEoll A

S

0

G

<qr

HEIt v

ot

1o



o 2% BAT SAMY B R -0yl @S FBSA -2
majolufA] We wElo] Aok

[ t-23 A (t-closeness)

o A HlolgolA Rier JEO Faxet Zb FAFOA RiHeh JE F29
Afol7h t ofstddS B 0 < t

Sy

- v 0ol 7Whe S A HolE oA e WIZRE HH e} FA oA Wt
S AR Bxol 7| FolR, &, AZE H| 2% BAEIE 9

- [23 49] 7hY HlolH A “AE87e A FE+= [3,0009-, 11,000

Trlola BXF #19 EXE [3,0009HY, 50009HL]2A & xpolr}
b (Lol A B2F #1779 BEXxE [3,0009HY, 9,0009Hd = A A
A Exel £ o 74

« "o gigt t-2A/do] 0.3750014 0.1672 FAE9

49) N. Le, et al., “t-Closeness: Privacy Beyond k-Anonymity and l-Diversity”, ICDE, vol. 7,
2007. 4.



[2F 4-9] -2 oA

= A ELES z Aaz pELEY:
) 1 ) 1
wAs | o] | guen [ Ay o|As | vl | @gen [ Ay
L 135 | 2* | 3000 §i7 1| 135%* | <40 | 3,000 | 917
Ao s | o | a000| e || g[8 ] 135*¢ | <40 | o000 mm [FEIF
3 135%* | 2% | 5000 | 9l 3| 135%* | <40 | 5000 | 9
4| 1340* | 240 | 6,000 | 94 4| 1340* | 240 | 6,000 | 1€
AT 5| 1340% | 240 | 11000 =7 5| 1340 | 240 | 11000 | =7 [T
6| 1340* | 240 | 8000 | 7|7 6 | 1340* | 240 | 8,000 | 71T
71 135%* | 3* 7,000 | 7184 7| 135%* | <40 7,000 | 71824
AR e ] st | 3 | oo00| wm [ Y 2] 135*¢ | <40 | 4000 9@ [FEAF
9 | 135** | 3* | 10,000 | 9 9 | 135%* | <40 | 10,000 | &I
P “AB T} Ao tha (W) 297 8¥ B2 E wgk B S0 v AEst o] &
747t 0.375-2347 0.5-24 8 B3 t=34901 0.167(3-3)+ 0.278(H ) = T4

- [2™ 49] Dol “HWre HAl BEE 357 2d FE8H A A
slo] 210t FX 7 #12 A A&7k £ ubd (Wholld SHF #1772
57 4 A A ASE 25 xFetr] wol AA BEet F

« "o ot t-2Ad/dol 0.50014 0.2782 4

« 473 ol 2APE ohd WA goly] thRe] (13 4-1007 Ze BE
= Q.
= [

E 2](taxonomy tree)



R4 u]AEgt AT EQojo] A

O sAE sA0=2 ZiQIE vl AmEQo] 7iY

f matoluA] BRl(k-olgA, 1-ohebd, t-2A) WOk ohet ok
elo]jA] RS0 s|gto.2 ujAMEL At AdsAL, AjAEEt ¢
£2 BASLAY, AFREL majolyA] nilo] AU mejoEE R

S
get 71s Als

B e
)
b

=z

() diwAQl v|AEet 2xEQol= <& 4-4> R=2

50) &6-disclosure privacy, &6-presence, (e, §)-differential privacy =



<& 4-4> W]AlEe} 2EEQ O WY

HlAH S AT EQ 0] S7Ho{F

ARX Data Anonymization Tool
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TIAMAT

SECRETA 37 S2ZELof

Open Anonymizer

ANON tool

uArgus

sdcMicro

PARAT A AZEQ
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5 48 Male White | Married, spouse present  Florida Sth-Gth grade dakedSk 4%
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B :SS Female  White | ‘Widowed Kansas Bachelor's degree 43k44k 7%
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31939 2 1 12 3 111191278 96 374 230 82 v [1918:1938) 3 sex=2 race=1 13
4 1955 1 1 0 5 135184 427 [1918:1928) 4 sex=2 race=1 191
r anaa an B 200 190 g —[1928:1938) [eleav=a — learac: 193
C > g v 119381958 = D 3
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# unsafe combinations in each dimension Variable: REGION

Variable dim 1 dim 2 dim 3 Code Label Freg dmi dm2 dm3
REGIO A T T A
SEX 0 117 109417 | 2 Azlsmeer 18 0 43 69 =]
AGE 0 1348 2664 3 Aalten 9 0 19 < i
NUMOLD 0 6 105 4 Ter Aar 13 0 27 57
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EDUC2 0 389 554} 7 Abcoude 23 0 55 7
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RECUNEEN 0 21 44 13 Akmaar 16 0 37 48
RECODBEN 0 50 93 14 Almelo 16 0 36 57
RECBILL 0 34 St _| |15 Amere 10 0 31 B3|
DECSOSET n 10 33 1A Alrhan 10 n az b r |
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