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* Goal-Oriented Co-engineering of Security and
Safety Requirements in Cyber-Physical Systems

— Trend of CPS in multiple domains: automotive,
railway, aerospace, space, energy

— Security risks
— Co-engineering of Security and Safety Requirements
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H2020: Structure

Europe 2020 priorities

European Research Area

—

International cooperatio

—

Tackling Societal Challenges \ Creating Industrial Leadership and
Health, demographic change and wellbeing Competitive Frameworks
Food security, sustainable agriculture and — Leadership in enabling and industrial

technologies
-ICT
—Nanotech., Materials, Manuf. and

the bio-based economy
Secure, clean and efficient energy

Smart, green and integrated transport Processing
CIima'teI action, resource efficiency and raw —Biotechnology
materials _Space
érc])%%%](\else innovative and reflective — Access to risk finance
. — Innovation in SMEs /
Secure Societies - / \ —_—
EIT Excellence in the Science Base
— Frontier research (ERC)

JRC

—2

Simplified access

Future and Emerging Technologies (FET) @
Skills and career development (Marie Curie)
Research infrastructures @ ﬁ

Dissemination & knowledge tranfer

THE FRAMEWORK PROGRAMME FOR RESEARCH AND INNOVATION

But no Safety specific topic, it
is part of other research areas
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Companies, Republic of Korea — Country Page
Research |

centers,
. .. 1. Available local programs or funds that could provide support to Korean
U nive rSItles Horizon 2020 participants

orizon is fully open to participation of entities from across the world in all parts of the
can Horizon 2020 is ful icipation of entities f he world in all f th
programme, and many topics are flagged as being specifically relevant for cooperation with partners

pa rt|C|pate outside Europe.

In HZOZO Korean researchers, universities, research organisations and enterprises are able to team up with
their European partners to participate in projects under Horizon 2020 and make the best use of
Europe’s excellent opportunities in research and innovation. Through participation in Horizon 2020,
beneficiaries can gain great benefits from access to excellent talent, knowledge, data and
infrastructures and connection to world-leading teams, networks and value chains.

@rea Co-funding Mechanism for Research and Innovation Prt@

Korean participants are not automatically eligible for funding through Horizon 2020. Korean
participants have themselves to determine the sources of funding and find the resources for their
part of the project. These may be own funds, as well as funds received from Korean ministries,
foundations and other organisations that fund research and innovation activities in Korea.
Contributions can also be made in kind.

To support Korean participants, the Korean government (Ministry of Science, ICT and Future
Planning, MSIP, http://www.msip.go.kr, and Ministry of Trade, Industry and Energy, MOQOTIE,
http://www.motie.go.kr) regularly launches public calls for proposals to co-fund Koreans in Horizon
2020 projects selected for European Union funding, covering all thematic areas. Korean partners
should consult these websites in view of submitting applications:

http://www.nrf.re.kr/nrf tot cms/board/biz notice/list.jsp?show no=170&check no=169&c rel

ation=biz&c relation2=08&c no=2948&c now tab=1
! Transfert des données depuis ec.europa.eu...
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Participant Portal
European Commission ~ = rch & Innovation - "=rticipant Portal > Funding Opportunities

FUNDIMG OPPORTUNITIES y

EU Programmes 2014-2020

European
Commission

W TO PARTICIPATE EXPERTS  SUPPOR

H2020 ONLINE MANUAL

Find the Eurcpean Union funding opportunities and search for new or closed calls of

Funding Opportunities

Search Topics

Updates & the programmes described on this page.
calls [
H2020

3rd Health Programme

Horizon 2020

Asylum, Migration and
Integration Fund

Horizon 2020 is the new EU funding programme for research and innovation running from
2014 to 2020 with a €80 billion budget. H2020 supports SMEs with a new instrument that
runs throughout various funded research and innowvation fields,enhances EU international

Consumer Programme

COSME research and Third Country participation, attaches high importance to integrate social sciences

., and humanities encourages to develop a gender dimension in project.

Internal Security Fund - Borders

Internal Security Fund - Police

Justice Programme

Cosme

Promotion of Agricultural

Products Programme for the Competitiveness of Enterprises and SMEs (COSME) will run from 2014 to

2020, with a planned budget of €2.3bn. It will facilitate SME access to finance, create supportive
Research Fund for Coal & Steel environment for business creation, help small businesses operate outside their home countries

and improve their access to markets.
Rights, Eguality and Citizenship
Programme

FP7 & CIP Programmes

2007-2013 Consumer Programme

Call
als The Multiannual Consumer Programme 2014-2020 has a planned budget of 188 million EUR. It

will support actions that ensure a high level of consumer protection, that empower consumers
and that place the consumer at the heart of the internal market.

Other Funding Opportunities
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Commission Participaﬂt Portal

European Commission > Research & Innovation > Participant Portal > Search

Search

safety ‘ Q ]

Search options =) Opportunities - Research Participant Portal

Source ec.europa.eu/research/participants/portal/desktop/en/.../index.htmil

Participant Portal E 10 Nov 2016 - Fund for Coal and Steel (RFCS) provides funding far high guality research projects which
I
support the competitiveness of the European Coal and Steel industries. The programme

Date

Al B gz cons-Gpsp-2014
e ec.europa.eu/research/participants/portal/.../cons-gpsd-2014.html

Enalish E 10 Nov 2016 - computer. Close EU Programmes 2014-2020 Calls FP7 & CIP Programmes 2007-2013 CALL:

ngE JOINT ACTION - GENERAL PRODUCT SAFETY DIRECTIVE Call identifier: CONS-GPSD-2014 Publication

File formats

Al B §TT3H2020-ART-2016-2017

- a.eu/research/participants/.../h2020-art-2016-2017.html|
10 Nov 2016 - passenger cars, trucks and urban transport. Demonstrations will be complemented by furth
research on digital infrastructure to ensure the necessary level of safety, reliability

[ Calls - Research Participant Portal
ec.europa.eu/research/participants/portal/desktop/en/.../index.html
10 Nov 2016 - research projects which support the competitiveness of the European Coal and Steel
industries. The programme covers core production processes; new products and applications

Filter by

All Pages (21)

FP7 Reference Documentation (257)
H2020 Calls {7)

H2020 Online Manual (2)

H2020 Reference Documentation (187)
Participant Portal FAQs (2}

) FAQ - Research Participant Portal
ec.europa.eu/research/participants/portal/desktop/.../fag-1059.html

17 Nov 2016 - Research & Innovation - Participant Portal > > > support Search Loading. Login Online
services unavailable You are about to log off. Please close all browser windows, if you

=) RFCS-2015

ec.europa.eu/research/participants/portal/desktop/.../rfes-2015.html

10 Nov 2016 - programme is fully in line with the scientific, technological and political objectives of the
Eurapean Unian. This includes the general aim of contributing to sustainable

l i Pl 0. T 7T.T
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Road
ransport

EU Programmes 2014-2020

Search Topics

Updates
Calls

H2020

3rd Health Programme

Asylum, Migration and
Integration Fund

Consumer Programme

COSME

Internal Security Fund - Borders

Internal Security Fund - Police

Justice Programme

Promaotion of Agricultural

Products

Research Fund for Coal & Steel

Rights, Equality and Citizenship

Programme

FP7 & CIP Programmes
2007-2013

Calls

CALL: 2016-2017 AUTOMATED ROAD TRANSPORT
Call identifier: H2020-ART-2016-2017
Publication date: 14 October 2015

ﬁ? M Horizon 2020
< Pillar: Soal
Programme Year: H2020-2016-2017

Work Programme Part: Smart, green and integrated transport

=]
= a

Call summary
Scene Setter:

Road vehicle automation is one of the major trends that will shape the future of road transport and of
help address many of the major challenges of today's transport
iency, CO2 emissions, air guality and congestion, and to

and convenience. At the same time, it represents a critical testing
ground for the abi uropean automotive industry to preserve and consolidate its global
leadership. Automakers around the world are unanimous in predicting the emergence of systems for

automated driving semetime in the near future.

Current technolegy will evolve further towards semi-automation and eventually towards full automation
in real moving traffic. This evolution is very promising and may help to drastically reduce road fatalities
to near zero, as more than 90% of road accidents are partly or fully due to human errors. Nevertheless,
there are still many challenges related to technology, digital infrastructure, user and societal acceptance,
driver behaviour, regulation and legislation, and business models, which need to be tackled to enable the

deployment of automated driving on European roads.

The main contribution of this call will be to support the short term introduction of passenger cars
automated driving level 3 {Conditional Automation - Full driving performed by an automated driving
systemn with the expectation that the human driver will respond appropriately to a request to intervene in
real traffic conditions)[[The SAE International's standard 13016 identifies six levels of driving automation
from "no automation" to “full automation"]] including safe stops, and of truck platocning in real traffic
conditions from 2020 onwards. The main focus of this call is on demenstrations of automated driving
systemns for passenger cars, trucks and urban transport. Demonstrations will be complemented by
further research on digital infrastructure to ensure the necessary level of safety, reliability and efficiency

wBe ¥ i

English -

REGISTER

Call budget overview

H2020 website

- Less

'

Tout surligner Respecter la casse Mots entiers Occurrence 1sur 4
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Program
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EN
Horizon 2020

Work Programme 2016 - 2017
Document can be

searched for safety
keyword <J 1. Smart, green and integrated Iransport)

Important notice on the second Horizon 2020 Work Programme

This Work Programme covers 2016 and 2017. The parts of the Work Programme that
relate to 2017 (topics, dates, budget) have, with this revised version, been updated. The
changes relating to this revised part are explained on the Participant Portal.

wBe +H
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Commission Participaﬂt Portal

Eurcpean Commission > Research & Innovation > Participant Portal > Opportunities

a I l d e I | d - u S e r HOME  FUNDING OPPORTUNITIES = HOW TO PARTICIPATE EXPERTS SUPPORT - E

EU Programmes 2014-2020 I

acce pta nce SearchTonics < TOPIC: Safety and end-user acceptance aspects of road automation in

transition period

Updates B B Topic identifier: AR OEeIOTE
Publication date: 14 October 2015
of road =
2020 Types of action: RIA Research and Innovation action
E DeadlineModel: two-stage Deadline: 20 January 2016 17:00:00
Opening date: 15 October 2015 2nd stage Deadline: 29 September 2016 17:00:00

b 3rd Health Programme
a u O I I I a I O I | Time Zone : (Brussels time)

Asylum, Migration and
Integration Fund

[ ]
? B Horizon 2020 H2020 website
I I l e Consumer Programme [Meae Pillar: Societal Challenges

Werk Programme Year: H2020-2016-2017
COSME Work Programme Part: Smart, green and integrated transport

. - Call : H2020-ART-2016-2017 Call budget overview
t ra n S It I O n Internal Security Fund - Borders

Internal Security Fund - Police Topic Description - Less
° Specific Challenge:
p e r I O Justice Programme ) ) ) :
Automated vehicles will be accepted by customers and society only when they will be deemed
Promotion of Agricultural easy-to-use and fully reliable and safe regarding the planned manoeuvres and their execution. A key
Products challenge is to ensure safe vehicles handling with reduced driver attention. Especially for level 3
automated driving systems an effective interacticn between the driver and the automated vehicle plays
Research Fund for Coal & Steel an important role. To act in harmony with driver expectations, these systems should be engineered
following a user-centric approach. User acceptance is particularly important for the design of, driver
E ghts, Eguality and Citizenship interfaces that will facilitate the transitions between human and automated driving. Moreover, the
rogramime

automated driving systems should be resilient to both system and driver failures and guarantee sufficient
reliability and robustness in each and every situation in gaef™ = e introduction of automated
wvehicles into the existing traffic poses specific issues régarding safetv in pagticular during the transition

FP7 & CIP Programmes period where there will be interactions with other vehicl automation or none) and
2007-2013

other traffic participants such as pedestrians or cyclists.
Calls Scope:

Proposals for research and innovation activities should address ane or several of the following domains:

! AW Tout surligner Respecter la casse Mots entiers QOccurrence 2 sur 5
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Community Research and Development Information Service

Sa fety Coepean Commission . CORDIS .+ Profcs & Rt S+ o
Related | e D

ﬁ' NEWS & EVENTS PROJECTS & RESULTS RESEARCH*EU MAGAZINES PARTNERS

[ ]
P rOJ e CtS The primary information source for EU-funded projects since 1990

b Subject The Projects & Results Service is your one stop for information on EU-funded research projects and
project results.

yoeqpasd

» Programme Read more

» Content type
Horizon 2020 project information and now also report summaries are available on CORDIS. All H2020

Sample search: ¥ Country projects can be downloaded from the EU Open Data Portal .
Advanced search
« Assurance
d Search projects and results | m— e ——
an

Free text tification of Gyber-Physical Systems n

Certification of
Cyber-Physical
Systems »

Fact-finding and generalisations
2016-11-22

How are generalisations used in legal fact-finding? To find out, a study
. explored different types of generalisations from sample supreme court
m scenarios to find out.

Euro-Mediterranean efforts foster innovation in the energy sector
2016-11-22

An EU initiative promoted EU partnership with Mediterranean countries in
the energy sector, thus developing a common knowledge and innovation
space and providing secure, clean and efficient energy.
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European
Commission

CORDIS

About CORDIS | Contact | Advanced Search | Legal Notice | English (en)

Community Research and Development Information Service

European Commission = CORDIS > Projects & Results Service = Results page

ﬁ NEWS & EVENTS PROIJECTS & RESULTS RESEARCH*EU MAGAZINES PARTNERS

Horizon 2020 project information
and now also report summaries are
available on CORDIS. All H2020
projects can be downloaded from
the EU Open Data Portal .

My refinements

Search term:
Architecture-driven, Multi-
concern Seamless Assurance
Certification of Cyber-
Physical Systems

J?, Save search

[F My saved searches

Download results of this
page

&d XML ) csv

0J My booklet (0)

» Subject
» Programme
} Content type

» Country

Search projects and results

Fres text

Results 1 - 10 of 26976

1 234567829 10> >

SEVENTH FRAMEWORK
PROGRAMME

j ‘Architecture-driven,” AND ‘Multi-cor n

Results/page:

10 j

[PROJECT] AMASS - Architecture-driven, Multi-concern and Seamless
Assurance and Certification of Cyber-Physical Systems

Start date: 2016- =31

Embedded systems hawve significantly increased in technical complexity towards
open, interconnected systems. This has exacerbated the problem of ensuring
dependability in the presence of human, environmental and technological risks.
The rise of complex Cyber-Physical Systems...

Programme: H2020-EU.2.1.1.7.

Record Number: 202642

Last updated on: 2016-10-14 ¥, Booklet

[REPORT SUMMARY] Final Report Summary - COQOPEUS (Strengthening the
cooperation between the US and the EU in the field of environmental research
infrastructures)

Much more than any other organizational form, research infrastructures appear
to be the natural choice for establishing sustainable links across geoscience
disciplines. They are meant to serve the needs of their users and typically offer
standard services...

Programme: FP7-INFRASTRUCTURES
- {RI5RA

X Sign in

yoeqpesy
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Sample | wmm s

2020
Project ID: 692474

Funded under: H2020-EU.2.1.1.7. - ECSEL

Architecture-driven, Multi-concern and Seamless Assurance and Certification of Cyber-Physical
Systems

From 2016-04-01 to 2019-03-31, ongoing project

< Project details )

Total cost: Topic(s):

EUR 20 534 411,25 ECSEL-07-2015 - Design Technology

EU contribution: Call for proposal:

EUR 6 178 242,90 H2020-ECSEL-2015-1-RIA-two-stage See other projects for this call
Coordinated in: Funding scheme:

Spain ECSEL-RIA - ECSEL Research and Innovation Action

Objective

Embedded systems have significantly increased in technical complexity towards open, interconnected systems. This has exacerbated the problem
of ensuring dependability in the presence of human, environmental and technological risks. The rise of complex Cyber-Physical Systems (CPS)
has led to many initiatives to promote reuse and automation of labor-intensive activities. Two large-scale projects are OPENCOSS and SafeCer,
which dealt with assurance and certification of software...

Coordinator

FUNDACION TECNALIA RESEARCH & INNOVATION spain (g
PARQUE CIENTIFICO Y TECNOLOGICO DE BIZKAIA C GELDO ERIFICIO 700 EU contribution: EUR 524 742,50
48160 DERIO BIZKAIA
Spain

Activity type: Research Organisations

TELVENT ENERGIA SA[I Spain

Expand all

HONEYWELL INTERNATIONAL SRO Czech Republic

5cs] &L
* ||
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AMASS
Project
Web

Page

Deliverable

7. [ ]

ECSEL Research and Innavation actions (RIA)

@

AMASS

Architecture-driven, Multi-concern and Seamless Assurance and
Certification of Cyber-Physical Systems.

and requi for
driven assurance

D3.1

f*’\ AMASS

ECSEL Joint Undertaking

Home Objectives Organization

Home » About

An open community to

facilltate innovation

Long-lasting channel fo, ptance ar:|d 'lndustrlal
technology tr; sensus building

users invol

Industrial
Adoption Program

/ S Benchmarking
Reference Tool : j _ (Case Studies)

Architecture & Platfor

App Domains:
* Aerospace

* Space
Automotive

+ Industry Automation
+ Railway

A common platform and

methodology (conceptual and

implementation) to handle
assurance artifacts

Entities, .
Standards,

Standardization
Actions

A t . Pre-normative activities
AMASS Vision

e o O o

About

AMASS Mmmmm;umwwm
5) will create and consolidate the de-facto European-wide open tool platform, ecosystem, and
self sustainable community for assurance and certification of Cyber-Physical Systems (CPS) in the largest

industrial vertical markets including automotive, railway, aerospace, space, energy.

\/ECSEL Ju - LE_J

Events Contact Us

Q

AMASS at a Glance

Funded under: H2020 - ECSEL
Area : Design Technologies
Project No .: 692474

Total budget : 20,5 Million Euro
Duration : Apr 2016~Mar 2019

Coordinator : TECNALIA R&I|

Agenda
Today ‘..’ Wednesday, 23 Novembe
Wednesday, 23 November
PROFES 2016
FiSMA SPIN 3_2016/ Safety Panel
Thursday, 24 November
PROFES 2016

Displaying events until 31/1.
Look for more




Example of ECSEL PPP (Electronics)

www.ecsel-ju.eu/web/index.php
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PROJECTS & PARTNERS

THE PUBLIC-PRIVATE PARTNERSHIP KEEPING EUROPE
AT THE FOREFRONT OF TECHNOLOGY DEVELOPMENT

Q, ECSEL joint undertaking

DOCUMENTS

Electronic Components and
Systems are a pervasive Key
Enabling Technology, impacting
all industrial branches and almost
all aspects of life.

ECSEL JU offers funding for
Research, Development and
Innovation projects with
unparalleled systemic and
strategic impact for smart,
sustainable and inclusive
economic growth.

> NEXT

e KEY
SMART ENERG
APPLICATION

> wB ¥ A9 =

PUBLICATIONS EVENTS CONTACT

— ' A
o - e |
NEWSLETTER [¥] SEARCH Q
NEWS

AENEAS is looking for a Director General

to lead their organization.
More information here.

17/11/2016 - Call 2016: ECSEL JU Public
Authorities Board publishes decision on
funding.

The relevant decisions can be found under DOCUMENTS
(click here).

Update: See the Press-release HERE.

ECSEL JU is procuring for a web-site
host and design (18/11/2016) a corporate
video-clip production (25/11/2016) and a
technical writer (25/11/2016)

See Procurement for details

New ECSEL JU publications already
available to download!

Go to Publications and take a look at our new
flyer & ECSEL Book of Projects!



Example of Shift2Rail PPP (Railroad)

€ (D shift2rail.org c Q. shift2rail > B ¥ A& Q9
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‘ Shlft Ra/l About us - Participate - R&D Programme - m Euripesn tnton fnding

for Research & Innovation

News

ShiftZRail will be the first Europear 0 seex focused resea di

vation (R&) &

driven solutions by accelerating the of new and advanced technologies into innovative rail product solutions. Shift2Rail Information Day - Open Calls for Propasals 2017
Shift2Rail will promete the competitiveness of the Euroean Rail Industry and will meet the changing EU vansport needs The Shift2Rzil Joint Undertaking is pleased to announce the
Threugh the R&! carried out within this Horizen2020 initiative, the necessary technology will be created to complete the Single aformati 1 Calls for [..]

European Railway Area {SER,

Call for proposals 2017 now published
The Shift2Rail joint undertaking (S2R JU) has puslished the
all for proposals and its Anaual [..]

S2R in the News

Shift2Rail 2015/16 projects now fully operational
Pres

projects now fully operational
ogosals [.-]

Shift2Rail Executive Director to speak at International Railway
Sumnenit

Press release: Shift2Rail Executive Directer 1o speak at

tional Rzitway Summit [PDF] [..]

Shift2Rail Information Day - Open Calls for
Proposals 2017




Challenges in CPS Safety and Security

* Growing trend to connect the related cyber-
physical systems to the Internet

— Transport domain ( automotive or railway)
— Smart cities
— Smart manufacturing

* Possibly exposes safety critical cyber-physical
systems to a new range of threats which are
constantly evolving



Growing Adoption of CPS
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Intelligent Transport Systems -
Automotive

o”
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SATELLITE
COMMUNICATIONS

___Intermodal
TERRESTRIAL Communications

BROADCAST
MOBILE




Digital Railways?

From paper, physical ...to data, digital (mobile) communication,
indications... "Internet of Things"

Railways

i

Physical World Digital World
"Data enabled railway"

Pre-trip During trip Post-trip

... applied to processes across the entire value chain (passengers and freight)

Digital Railways & e-transport

Digital Railways as a component of e-transport

(e-transport = one of the digital services required by the Digital Single Market Strategy of the EU)

Digital railways gre aimed at increasing:

Competitiveness Availability
Reliability Accessibility
Efficiency Attractivene

Safety
(Cyber)security

Effectiveness
Capacity

OVERVIEW OF SHIFT*RAIL

S
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Automotive Case Study: connected car
sub-system




Example Threats

earchers taks controlof car (not JIAGKERS REMOTELY KILL A JEEP ON THE
8 HIGHWAY—WITH ME IN T

e Cold air blowing at max
* |In-seat climate control

* Radio station switched at full
volume; control knobs no longer
working

* Windshield wipers turned on,
wiper fluid blurs gmass

* Photo of hackers displayed on
digital display

Zero-day exploit from laptop:
* Wireless control via internet SIARE when o erplotbegm o kb,

Though I hadn’t touched the dashboard, the vents in the

® ACCESS tO e nte rta i n m e nt Syste m ) n el Jeep Cherokee started blasting cold air at the maximum

setting, chilling the sweat on my back through the in-seat

d a S h boa rd fu n Ct i O n S, Ste e ri n g’ u climate control system. Next the radio switched to the local

hip hop station and began blaring Skee-lo at full volume. I

b ra keS' a n d t ra n s m i SS i O n spun the control knob left and hit the power button, to no

3 avail. Then the windshield wipers turned on, and wiper fluid
blurred the glass.



https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Another Example

PCWorld Y —

* Resea rchers from Chinese NEWS REVIEWS HOW-TO VIDEQO BUSINESS LAPTOPS TABLETS PHONES HARDWARE SECURITY = SOFTWARE GADGETS @
technology company
Tencent found a series of
vulnerabilities Researchers hack Tesla Model S with remote

* When combined, allowed at,t?d.( .
them to remotely take
over a Tesla Model S car e i
 Control
— Sunroof, @ i Imeomasiapern s SO 0OOGPO OO
— central display,
— door locks and even the
— braking system

Repetitive Inappropriate Irrelevant

MORE LIKE THIS

Every Tesla car will contain
B = the hardware to drive itself
-_—
Tesla's free Autopilot 8.0
gl update shifts focus to radar
to avoid car crashes
Tesla's autopilot is being

¢ investigated after a fatal
crash

iy VIDEO
Fomaq Why You Lost Your Windows
™ 10 Product Key

Even though it is a cybersecurity-conscious .
with car manufacturer bug bounty
program


http://www.pcworld.com/article/3121999/security/researchers-demonstrate-remote-attack-against-tesla-model-s.html

Current Approaches to link Safety and
Security Engineering

e 4 potential approaches to link safety and security (cfr
ITEA Merge project):

MERGE: -

SAFETY & SECURITY

DOWNLOAD~v  CONTACTUS

PROJECTWIKI EVENTS v

4\ HOME OVERVIEW CONSORTIUM  DISSEMINATION

Multi-Concerns Interactions System
Engineering

The ITEA 2 project MERgE, aims to develop and
demonstrate innovative concepts and design tools to
address multi-concerns interactions in systems,

targeting the elaboration of effective architectural
solutions with a focus on safety and security.




Comparison of Safety and Security

Engineering

Safety Engineering

Security Engineering

Goal Category

Safety Goal

Security goal

Obstacle variant

Hazard

Anti-goal (or Threat)

Finest refinement

Root cause

Vulnerability

Agent Environment (unexpected) Attacker (malicious)
pamage to people and‘thlngs, PIIOT™ 1 N easured in business terms, e.g.
Impact ity over all other requirements (e.g.

availability)

system availability, reputation

Refinement Methods

Fault Tree
FMECA

Analysis, HAZOP,

Attack trees, Threat trees

Risk managementtechniques

Obstacle elimination
Obstacle reduction
Obstacle tolerance (goal restoration)

Vulnerability removal /isolation
Attack recovery
Attack impact reduction

Analysis Type

Design-time analysis. Update not fre-
quent. But learning from past acci-
dent important activity.

Run-time monitoring for discov-
ery of vulnerabilities, suspect be-
haviours. Frequent updates to
patch.

Standards

IEC61508 (generic), 1SO26262 (au-
tomotive), IEC50128 (railways),
DO178B/C, etc

Common criteria




Requirements Engineering

e Definition: The process of eliciting, analyzing,
documenting and validating the services required
of a system and the constraints under which it

will operate and be developped

* Requirements Specification

— Natural language Requirements:
 Ambiguity: several interpretations of requirements

e Confusion: functions, constraints, goals and design may be
mixed
* Amalgamation; several requirements expressed together

— Model based approach



Requirements Specification Qualities

* Completeness: descriptions of all required
services and constraints should be included.

« Requirements A Assumptions A Domain properties => Objectives »

e Consistency: there should be no conflicts or
contradictions in the descriptions.

« Requirements /A Assumtions /A Domain properties [# false »



Functional and non-functional Goals

Non-Functional Requirement

7\ T

Quality of Service Compliance Architectural Constraint Development Constraint

\ \\ Accuracy / \ / \
Safety Security )Reliability Performance Interface Installation Distribution  Cost Maintainability

\% Cm\\ Deadline Variability

Confidentiality Integrity Availability Time Space User ~ Device Software
interaction  interaction  jnteroperability

Subclass link Usability =~ Convenience




Goal-Oriented RE for Safety and
Security CPS

Who? Agents ezt Buts | Why?
G-Refinement ] O-Refinement parent y
—
soNs SOMNs
Assignment Obstruction
Agent — Goal Obstacle
‘ ﬁ " Resclution
Responsibility cenflict
monitor
contro Requiremégnt Expectation | | SoftGoal | [DomProp
How? Opérations Objets Entity What?
1
) N link
D peraticnalisation 1
Relatienship
input
| Cperation output i
e outpy Object |
. Ewent
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Combining Safety and Security

SAFE SEC
/ Requirement 1 / / Requirement 2 /

Exploit

/ Resolution 1 / / Resolution 2 /




Attack Tree on Safety Function

/ Automatic /
braking

SAFE SAFE

braking when
braking

- ale
@ U U

Detect automatic
braking condition

Proximity
sensor

/ Redundant /
sensors




Attack tree on Safety Function

Braking System

/3‘%

Bluetoath UsB

N/

<aertainmem S'_.,rstem>

/ Manual Braking System / Automatic Braking System /
SAFE
SAFE
JAFTE Automatic Braking Failure to Achieve Automatic
Fa|lure to Detect Detect Automatic WHEN Aut. Braking ﬂ : .
Condition Braking VWHEMN Auth. Braking
Brakmg Condition Braking condition Condition
gZ:‘EC SEC
5 Aftack
futomatic Braking Automated Automated :
_ : braking
Braking Braking

Jamming

failure Sensor

Comm. SEC
Redundant
Exploit
SENSOrs P DoSon
E{pl-:ut I LD Secured
E-:pl-:nt Exploit comman
. . Redundant
http://www.objectiver.com < 3car Attacker oo




Conclusions and Future Work

Growing trend to connect the related cyber-physical systems to the
Internet

—>exposes connected CPS to new threats

Co-engineering approach for addressing safety and security
requirements in connected CPS

— goal-oriented requirements engineering for initial specification of
security and safety properties

— safety and security properties

Automotive case study showing how to model security threats on
safety goals

Future work:
— Safety and security compliance obligations
— How to deal with update of security functions at design/run time
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Analysis of Distributed Security
Problem

Maintain[Accurate Traffic
Information]

\ Inaccurate Traffic Information \

\ Obsolete Information \ \ Injection of bad information \

‘ Update Information Regularly /S‘EC ;O
Compromised vehicle Wrong information believed by
sending wmng information ftarget vehicle

SEC SEC

l[dentify compromised vehicles Discaet data from compromised
by analysing data across vehicles

reporting vehicles

@munication System > .




How often do Attacks Happen?

Denise.Francis@stfc.ac.uk ¥¥ Répondre Transférer Archiver Indésirable Supprimer | Autres
Data Breach Notification 10:47
Moi W

Dear Philippe Massonet ,

On 10 November STFC was informed of a cyber-attack by unknown perpetrators against our Event Booking service https://eventbooking.stfc.ac.uk/ which resulted in a data
breach. A copy of the user registration database was extracted. As this database contains your personal information we have a duty under the Data Protection Act to inform
you of this incident. The Information Commissioners Office has also been informed.

What personal data is involved?

Name

Address

Telephone Number

Email Address

User ID and password for this service (passwords were encrypted)
Dietary Requirements

What action has already been taken?

STFC have already changed the password associated with your login to this service. If you wish to change your password to regain access, please use the “I've forgotten my
password” option within the Login area.

STFC have also undertaken a thorough security assessment of the service and have implemented additional security measures to defend against future cyber-attacks.
Any further advice?

If the password used for this service is also used for other cloud services e.g shopping or banking, | recommend that you change those passwords as soon as possible.
Please be extra vigilant for Phishing attacks that may utilise the data found within the database to attempt to extract further personal information from you.
If you wish to have your data removed from this service, please inform the STFC Information Management Team (STFCInformationManagement@stfc.ac.uk)

Contact Information:

STFC Data Protection Team - STFCInformationManagement @stfc.ac.uk

ICO contact details - https://ico.org.uk/global/contact-us/

Criivdlime Ermitrmd (rmEmrrvnmd e e e Emtirmed ~om hhrm Ardmrmem Frmtsrd Dalima sormby midm bdd e I inmaras omodr mwmErmems tod wmomlimem ol



loT Security Standards

http://www.infosecurity-magazine.com/news/us-

government-releases-new-
iot/# WDCTUu539uQ.linkedin

Recent: https://www.dhs.gov/securingtheloT

Automotive: National Highway Traffic Safety,
Administration (NHTSA) recently released
guidance on Cybersecurity Best Practices for
Modern Vehicles. http://www.nhtsa.gov/About-
NHTSA/Press-
Releases/nhtsa_cybersecurity best practices 10
242016

Railway:



http://www.infosecurity-magazine.com/news/us-government-releases-new-iot/
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https://www.dhs.gov/securingtheIoT
https://www.dhs.gov/securingtheIoT

Recommendations for Dealing with
Safety and Security in Connected CPS

e Second approach is the most conservative for safety
critical systems like transportation

— Not bring much change in current practices in safety
procedures

 Most reasonable choice seems to be the co-
engineering
— Important costs for companies due to the duplication of

processes, methods, tools and the need of many
synchronization between the approaches

— Considering security at the service of safety might result in
wrong priorities

— Safety as a means of improving security will not achieve
the safety objectives of CPS.



Combining Safety and Security

@ Nouveau Projet - Respect-IT Objectiver 3.0.0 avec des fonctionnalités avancées — L] XK
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