
Goal-Oriented Co-engineering of 
Security and Safety Requirements in 

Cyber-Physical Systems  
 

Philippe Massonet,  
CETIC Research Center, Charleroi, Belgium 

Philippe.massonet@cetic.be 
www.cetic.be 

mailto:Philippe.massonet@cetic.be


Plan 

• Introduction to H2020 Framework programme 
– How to find safety related research calls  

– How to find safety related research projects 

 

• Goal-Oriented Co-engineering of Security and 
Safety Requirements in Cyber-Physical Systems  
– Trend of CPS in multiple domains: automotive, 

railway, aerospace, space, energy 

– Security risks 

– Co-engineering of Security and Safety Requirements  

 

 



H2020: Coverage of the full innovation chain 
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H2020: Structure 

Creating Industrial Leadership and 
Competitive Frameworks

 Leadership in enabling and industrial 
technologies

ICT

Nanotech., Materials, Manuf. and 
Processing 

Biotechnology

Space

 Access to risk finance 

 Innovation in SMEs

Excellence in the Science Base

 Frontier research (ERC)

 Future and Emerging Technologies (FET)

 Skills and career development (Marie Curie)

 Research infrastructures

Shared objectives and principles 

Common rules, toolkit of funding schemes

Europe 2020 priorities

European Research Area

Simplified access

International cooperation

Dissemination & knowledge tranfer

Tackling Societal Challenges

 Health, demographic change and wellbeing

 Food security, sustainable agriculture and

the bio-based economy

 Secure, clean and efficient energy

 Smart, green and integrated transport

 Climate action, resource efficiency and raw 

materials

 Inclusive, innovative and reflective 
societies

 Secure Societies
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But no Safety specific topic, it 
is part of other research areas 
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Sample 
Topic: Safety 
and end-user 
acceptance 

of road 
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in the 
transition 

period 



How to 
find 

Safety 
Related 
Projects 

Sample search: 
« Assurance 
and 
Certification of 
Cyber-Physical 
Systems » 
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Search 
Result 
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Data 
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Example of ECSEL PPP (Electronics) 



Example of Shift2Rail PPP (Railroad) 



Challenges in CPS Safety and Security 

• Growing trend to connect the related cyber-
physical systems to the Internet  
– Transport domain ( automotive or railway)  

– Smart cities 

– Smart manufacturing  

– … 

• Possibly exposes safety critical cyber-physical 
systems to a new range of threats which are 
constantly evolving  

 



Interfaces 

Growing Adoption of CPS 
• Automotive  

• Railway 

• Aerospace  

• Space 

• Energy 

• Manufaturing 

• … 
sensors 

actuators 

Physical 
part Cyber part 



Intelligent Transport Systems - 
Automotive 



Railways 



Automotive Case Study: connected car 
sub-system 



Example Threats  

Researchers take control of car (not 
life threatening ) 

• Cold air blowing at max 

• In-seat climate control 

• Radio station switched at full 
volume; control knobs no longer 
working 

• Windshield wipers turned on, 
wiper fluid blurs gmass 

• Photo of hackers displayed on 
digital display 

 

Zero-day exploit from laptop: 

• Wireless control via internet 

• Access to entertainment system, 
dashboard functions, steering, 
brakes, and transmission 

 

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/


Another Example 

• Researchers from Chinese 
technology company 
Tencent found a series of 
vulnerabilities  

• When combined, allowed 
them to remotely take 
over a Tesla Model S car  

• Control  
– Sunroof,  
– central display,  
– door locks and even the  
– braking system 

Even though it is a cybersecurity-conscious 
with car manufacturer bug bounty 
program 

http://www.pcworld.com/article/3121999/security/researchers-demonstrate-remote-attack-against-tesla-model-s.html


Current Approaches to link Safety and 
Security Engineering 

• 4 potential approaches to link safety and security (cfr 
ITEA Merge project): 
– Separate: only interactions between processes are needed 

– Security is considered at the service of safety  
• Safety engineering processes, methods and tools are updated with 

concepts and considerations from the security field  

• E.g. HAZOP, FMEA, fault tree, …  FMVEA, CHASSIS  

– Safety is considered as a way to improve security practices: 
extend security with safety to provide a system view.  

– Security and safety are taken together by co-engineering  
 

 

 

 



Comparison of Safety and Security 
Engineering 



Requirements Engineering 

• Definition: The process of eliciting, analyzing, 
documenting and validating the services required 
of a system and the constraints under which it 
will operate and be developped 

• Requirements Specification 
– Natural language Requirements: 

• Ambiguity: several interpretations of requirements 

• Confusion: functions, constraints, goals and design may be 
mixed 

• Amalgamation; several requirements expressed together 

– Model based approach 



Requirements Specification Qualities 

• Completeness: descriptions of all required 
services and constraints should be included.      
« Requirements ∧ Assumptions ∧ Domain properties => Objectives » 

 

• Consistency: there should be no conflicts or 
contradictions in the descriptions. 
« Requirements ∧ Assumtions  ∧ Domain properties        false » 

 

• … 



Functional and non-functional Goals 



Goal-Oriented RE for Safety and 
Security CPS 

Why? 

What? 

Who? 

How? 



Combining Safety and Security 

Requirement 1 

Hazard 

Root cause Vulnerability 

Resolution 1 Resolution 2 

Requirement 2 

Attacker 

Attack 

SEC SAFE 

SAFE 

SAFE SEC 

Exploit 



Attack Tree on Safety Function 
Automatic 

braking 

Detect automatic 
braking condition 

Automatic 
braking when 

braking 
condition 

Failure to detect 
braking condition 

Sensor 
failure 

Sensor 
disabled 

Redundant 
sensors 

Proximity 
sensor 

Car attacker 

SEC SAFE 

Exploit 

SAFE SAFE 



Attack tree on Safety Function 

http://www.objectiver.com 



Conclusions and Future Work 

• Growing trend to connect the related cyber-physical systems to the 
Internet  
exposes connected CPS to new threats 

• Co-engineering approach for addressing safety and security 
requirements in connected CPS  
– goal-oriented requirements engineering for initial specification of 

security and safety properties  
– safety and security properties  

• Automotive case study showing how to model security threats on 
safety goals  

• Future work:  
– Safety and security compliance obligations 
– How to deal with update of security functions at design/run time 
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Analysis of Distributed Security 
Problem 



How often do Attacks Happen? 



IoT Security Standards 

• http://www.infosecurity-magazine.com/news/us-
government-releases-new-
iot/#.WDCTUu539uQ.linkedin 

• Recent: https://www.dhs.gov/securingtheIoT 
• Automotive: National Highway Traffic Safety, 

Administration (NHTSA) recently released 
guidance on Cybersecurity Best Practices for 
Modern Vehicles. http://www.nhtsa.gov/About-
NHTSA/Press-
Releases/nhtsa_cybersecurity_best_practices_10
242016 

• Railway:   
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Recommendations for Dealing with 
Safety and Security in Connected CPS 

• Second approach is the most conservative for safety 
critical systems like transportation  
– Not bring much change in current practices in safety 

procedures  

• Most reasonable choice seems to be the co-
engineering  
– Important costs for companies due to the duplication of 

processes, methods, tools and the need of many 
synchronization between the approaches  

– Considering security at the service of safety might result in 
wrong priorities  

– Safety as a means of improving security will not achieve 
the safety objectives of CPS.  

 



Combining Safety and Security 


