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Creating Value through Open Government Data in Big Data Industry:
Forming an alliance and avoiding the lateral league

BB

ol=

AT EYO|HHATA

HyeT 8lH0|Ee] ZAk= F7YUI? 72, OlOLE, DIO|Z2ATET} A5t HREC} 133 92 EtYUX|2| 7H
LEE, Ho AERlE ‘30| 22 iA@Y £ US7?(Can Google Solve Death?) Lt 2J5H7 ¥z OfH
Senior Researcher, SPRi

R — ATEQO{(SW) 7|0| HS1t & AROZH URIZY? MEX|AS AHlstn D=2 £TE Atz

teehodzidsprikr 5t5ll O|20{X|E! OJ5HR0f0|E OIBXIST |22 HRsl= Alh7} Z2H5IRICH BMOIM JHst Ol2xls

0 | MONTHLY SOFTWARE ORIENTED SOCIETY



71EQ HE2 YT YT 96%= TR0t =0l Sith of2fet l9| o= OIMIES 01!
UM D0 A0l REME Bt = 'Hold ¥nalEa 22 U3XIs 719 Yo F5 0|71

2Lt &2 olHol= 24Ade] Z7H0| = CHEQ| HIojE =&oj2ts A2 ZhkeiAl= ot Elct 73,
S 229 A SW7|EE2 I Yot B2 YEO| H0EE ERst=LFE
7|y B2 ANl A2 QlAStn It F20| £ oidst=dl YYEXE BECHE
EfXIQ] o2 F=2 Q& X|Alo| ot 7120| XM2let U= HIOIEf I 7[0IA 27sta QUL
QS X5k, 10UAHI0|E(10exabytes=1004 7|7HHI0|E)2]| HIO[EIE
He

go| 371 oz 7|gE MR FEE =3 shi2Alol| 7t Z2ES

U RR 7IPEE L =2 YKL Hlojy HHE ZE SHE7| ARRICL YR Est ™ M

1fe] TAFER AAHS 28510 SSU0lH MEIE 285t SSHO0EE 2zl X5 MSEezM

= 7I”¥SS XISk otk ol2fet Zutof 2o et=2 OECD Uzt & SSHI0IE JHUX| 1912
RIX[517 | SIC.

OO, =4 7|1g2 HlojE Y K0lM RS XKE 7Hs-E0| EofLt 277 SdsE g2
‘I SMSiCEolct O 2= RSN S2AIGHE HIolEel HESt THsY, &, t0lEe] REd
25

22 BRISNOIN 7IRSICk Ead| B2 HOIED} QD Sicfat Alg 27Ks3t HolE7H 2S5
RUCIB 1 A0l R85t HES EOlL= %S X et

7tEL(Gartner)ol A BlH|0]E{2] 7HES 3Vs(BIOIEIQ] L—Volume, HIO|E UZE £=—Velocity,
Hlo|E| ER9| CIUA—Variety)2 Ho|st 015, Lo} Z|X| L0t IBMOIA] 4HE] V! Veracity (RlAA 22

HEIM)E Z715t 0|20 | ik,

=LHolAME FRO| Z30I0IE TR0 21401 2F 1217,00004 712] SZH|O0IE7H 2iZtol| KIS

QICL J2iLt 0|F &8st DIZIAIHR oF 85371 F=ol| =atsict JHEE Z3o(ojEe] YHCt=
M DaEfsiof stiCh= Ag HHECE HoiF= oo|ct £S5 $h=0] thedt HWUHEEE &
F3OI0[E 7HLX= 1RIE JIXITE 7H & OIO|EQ] SE7IK| 1addt 22101 "Ml S3oolE
(Global Open Data Index)E 232{0fl 2F! 0|R0|7|= 37 |= Sict,

bl
fnromo R

|'0II
I!

>|0§
ol

$

HE0IM BAE 20| HolE= SR FHHOIED} of S5 FH] BT HES Halst o
SENE 021 Utk B7HE A4o| YHED[ES ZA ZEE EE 2X| E2 2H, X4 ol
HZ0| ot UsH HOlE S o2 2AE M0 tlolE] HEIKSH0| the W2 S|tk B20]
23 7} IHEEl0] MBS HOIEE 20t SR8 HEE Jiss U2 iR #| et Yolct 2X

¢h 210l= HioE{oll= = A EXSt ULk

S 27} ZUBLIIO] Z0f BHQ! TNES T1E SIEet TR

= ES
HEO0|, 71 =22 & T2 Aok =), eHER), HAF). M), S(H), ()2l 671 Lt




N COLUMN HicolE] A LM, ZZHI0IEIQ| FE(EH)S 01F T HE(EHE)S mIsHoF

i

SOz HElSIo] B85S Sall TIL2tol tigstod TS STSE2| 9170l =0t 2/

o=
o= siizist| St T2 e7He] Lialolll 2tz imst MlS Sai Eixiel Est Aokl oIES
=

efsfstAt. 2= Tets S= X0 SL=7HE MIRAl =1, 6712 Lk=

Ach.

HR0IME HA 7t 0l7150lS Sulstn Lo K2 olel2 st
mfstofoF Bict 23R! HIG0lEf Al WHS SE
HESIS A5101 BIZI0IA 280| 7155t R85t HOIEIS XB5100

.

ujn

|
0 U

= Mz BI=51A| == &
SSHOH SEMA 75
Olofl Tfsl =L~ IF= Ztof

)IIE

SS2E H0|E 24 L5IRE SFoke AAIE 7550 7|1Y 7 eES ol2CtE = 71
Ol0IE Sl S 72l MR Hlo|e el S2lxtz 25 4 4 UK ¢S

o

2 ‘ MONTHLY SOFTWARE ORIENTED SOCIETY

77} 7 |CHaH £},



B TREND HIAILF SHAA, BIS 7148l

‘" I-AI-L_|- SH A—1
E|IE 7St

“SHAttered” SHA-1, does it speed up the sunsetting?

%2 GoogleTt CW QIAH|Z2EF HZA
» ZAIMOZ SHA- AMRO| MISHE|RAK|E
SHA- EIE LM Z4x
» SHA-1 AF2S INSHT = T OFFS SHA—2 0JAL| SljA| BHAZ 0| X5t EQ
» SHA-ITH 22 &3t Ym2lEo| US(sunsetting) 7I8HS BIEA| £4+5101 EOF A7t 2GR

=R =X

AUSSHY SHA| &40l SHA-10]| LSt 52 82 83
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= Recently, Google and CWI Amsterdam Institute succeeded in a collision attack against SHA-1, the
most common cryptographic hash function

= SHA-1, officially deprecated, is still used in many applications, so the success of this attack will
emphasize the necessity of sunsetting SHA-1

= We must avoid SHA-1 usage and switch to the more secure hash functions such as SHA-2 or higher

= We should follow the sunsetting deadline of cryptographic algorithms such as SHA-1 to prevent
security incidents

Senior Researcher, SPRi

jihwan.song(@spri.kr
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o
- OHEI2 0| B 24 832 SHA-1S A ZiCh2tk= Q0|2 ‘SHAtered(HiAH) 2l B

o ZL7IOHHZ(NSA)O| AAIEtT 19951 % ZEERTIEHTANIST)Z HU™ME 2| EE(FPS) 180-42 2t
Hot ASSIHOo 2 OMMSH GiA| LUTE|E

® SSL/TLS °_ M, AA FE 2| 2 0f ZAL § B2 2ol AFRET QoL S SZof| 5t
= E7 0= SSL/TLS QISAM<Q} 20| =0kl ZIFHQ! otHske F= 20 ME AR SXIE

o

-|o||

(aZ! 1) GoogleZ} CWI LAH|ZE
HALO|E0| SIH(ES PDF= T2t

HTAE E2 SHA- 2US = M2 CHE PDF 2ME 4510
A B, HHH 2= PDRE= 7 A HHZ, TJ2iLE SHA-1 362 SY)

SHAttered SH “ttered

gainst SHA-1 The firs X+ ck against SHA-1

=
Google G Google

Elie Bursztein Elie Bursztein

Marg 5t Mare St

Piame Karpman Al N Plorte Karpman Anipe Abectii
38 76 2C F7 F5 59 34 B3 4D 17 | ] 38 76 2C F7 F5 59 34 B3 4D 17
9A E6 A4 C8 0C AD CC BB 7F OA WM 92 E6 A4 C8 0C AD CC BB 7F OA

sHA-1 SHA|Zt SHA-1 SHA|Zt

o (ipIEl2 Uy 90 £0I 20178 52 U SHA-1 BE 3Z0f| thgh &Ml Zn2iE 374 o™
— 02 eEE SHAHQ| o FotY 34 21e|EE HiEeR Tds it ARE oM ™
ni

7tset M22 HEE Mottt

2
re

—L
=]
— XiAet 202|152 SHA-10] CHt CHAH0| Ol Fe ZTEIQUTr TEE= AR 58 2 371 ol

o O4T5| SHA-1S AtESt= 2017} Bot &gt iy ol

- 22 % ZYEEIISTHTANST)S| B2 SHA- 71gte] SSL/TLS QIEAM wZo| SHEUD,
Google 35 E2tRXE HIZSH 2| HetRX= SHA-T 7[E SSL/TLS QISME AESt=

HAOIE EZA| ASXIOIA 22t 22 F11 EA|

(1) Xiaoyun Wang, Yigun Lisa Yin, and Hongbo Yu, Finding Collisions in the Full SHA—1, CRYPTO(Victor Shoup, ed.),
Lecture Notes in Computer Science, vol. 3621, Springer, 2005, pp. 17-36
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— OBt BA HE S0l Z2 Oj ZAL AA ACS M@

ZO0IlIM 5| AL

, U SSL/TLS 91IBM S ol 28

== SHA-10[2H?

o SHA-1S 255 SliA| &t4(cryptographic hash function)2A] &leje| Zlo|?o| elaizte Hiot 160
H|EQ| SHA|ZtCZ OHE
- O 50f, ADEQOFAATABLE 2 RUTE HAIX|Y2| SHA- SHAIGE &4t ‘67 09 4F
B8 94 OE 9F EA 83 64 A2 76 CO 96 CB FD AE E4 5B 70°(16%142) 22 o=

(SHA| &) [ SA] T4 2 (EHAIEE)
o SHA| St4=(hash function)2t &leo| Zlole| U= . .
us :_'é*,i_l(nxed) Zolo| ZAnztoz miL =
=]

2X] o

o AUSSHA FHA| Bt (cryptographlc hash function)= sHAIZIQ2RE] Rzl Qaiziute| ZHAIE 57| o2l

o l [ =
HES 7K (Heto| YotH YSaMH sliAl &7t =17| LM Ol MRS 25 2HEaHoF &
— S X&d(pre-image reS|stance) Z0471 sHAIZLOl CHEH olofl sHEtel= ofmst Qlzizis &

N
oot
&N

HA- =
(Q-Ht5F St EMTL TH)

o
— A2 & XstM(second pre—image resistance) : ZO{XI 247+ miof| CHaH 2
me (my # mp)= 37| &%
— £E X (colision resistance) : Z2 SHAIZIS 2= F 7o MZ CHE QEiz S 37| S

r|o
gI:l
_ﬁ
o
N
Ir
0
Jm
[

= =HA ©

o CHEXQI 55 GHA| E4-= MD5, SHA-1, SHA-256 S0 U2

o 'ADEQHMATAZ= HAIX|O CHeHM= B4 22 SHA-T SHAIRYS ZXITH 0|9t SISt
SiAIZIE = CIE HIAIXIE Y22 BHE0] L= A2 el E7ks
- S0l 22 MZ CHE HIAXIE Y22 PHE0UI=E XS S SZ(colision attack)0l2t &
— SHA-101| Cist Fxfe cHR! EfA(brute—force search) B230] A&3st7| flsiAe 0|2XoZ ti2f

250(=1,208,925,819,614,629,174,706,176) HE2| AAt0] LR“st7| IH20] ZAl GPUE 12002t
AQ (HIBHAIRIO| )"

2= od

(2) Ich 254-12] ZOVK| U 7H5

(3) ‘AZEY0{YAATAO| 512 FL|F = FFFE 8CC1 04D5 B8D2 EBC6 BACS 15C8 45CC FOC5 6CAD 8CCT'(16%14)
(4) M mi2i=A(birthday paradox) 01201 2Jot2 siAIZt Zo|o| MEtaFEE Z2{6lH siA| du2|ES A & U, a2t

A SH/—\ 1 BH)\Ii,tgl 7|7+ 160H|E017| mf20f 1 Z0[e| &HHtol 80 H|ES| ARl QI 2800+ 0| ZZOZ SHA-1S

(5) http://shattered.it/



N TREND ‘UM SHAA, EIE 7iSStELt

(T2 2) SHA- SHAIZIOIM 22tE Loti=E A2 27Hs0HH, SYet SHA siAlREE =
CHE iiats Holll=s A= el 271s
olaiz}
H BA

SHA-1 A1}

S sPRi

? o

*l

1B 24 CO FC 6F D2 D2 FF 24 F6

78 Bl 23 B8 D3 FF 06 DI AC 13

o 22 HIAIKIS| Bt BIE(bi2F EH2tME Tio] THE SHA-T SHAIZY S (ZAKEH 31
— ‘00000000’ (2Z14+)2] SHA-1 242 5B A9 3C 9D BO CF F9 3F 52 B5 21 D7 42 OF 43 F6 ED A2
78 4F (16% 1%

)
— ‘00000001 (2%14~)2] SHA- 242 BF 8B 45 30 D8 D2 46 DD 74 AC 53 A1 34 71 BB A1 79 41 DF
F7 (16715

— = 5t
—|.|_

HIEZt CHZ ‘00000000" 2 ‘00000001 2| SHA- 2+ A2 5| CHS

(22 3) 22 20| B TO| Wt SLISH FTHHE SHAT 22 &5

[S7 y———

S (A 1)

HAIR](23) SHA-1 A1}

SPH- 1B 24 CO FC 6F D2 D2 FF 24 F6

78 B1 23 B8 D3 FF 06 D1 AC 13

y 2l 2ol w7t 1 T )
S a- 64 47 7E E6 2C E4 2F 5C C8 9E

D8 08 DD 59 BO B3 89 7F EO 92

@ @

o SHA-12] OJ2f3t S 20| 2N B

YKIS LIt CIX[E ME, QIS HTTP S48 {18 SSL/TLS
QUS| HABAAROMS| Tt HEY HX|, A2 FE 2| AAHOMO| T HH &2 S K
ZOHfM AL
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== SHA-1 EMHOfIM EIS7HX|

o AUSSHY SliA| E42E MD-SHA THZ2|7} HEH

— 199013 MD42| SAtOZ MD-SHA THZZ| A|Xt J2{Lt HOt F[ok™ gizioz
244 gtofl MD5Z ChA|

— 1 = MD5= 109 Ol E2| ABEIeL, 2004 F=9| thish Sl
ol A" ElE

— MD5Z CHA[E ‘OHXEt SHA| EZ&(Secure Hash Standard) Ol2k= F5 02 1993 % ZZEZE
7 |EHTRANST=E SHA-0 27}, 2Lt 29 24| Ao Z HiZ H|7 (5t 19954 SHA-1 &

— SHA-12 2% F=o| AM =S 27| 2ol 27 THXIX| 42 A2 LoRoLE, 20055 E
SHA-12] EREE 50| SZsh= WH0| X0 YHET AFE 450| w27 LT w2,
ZAZL 2011 NIST= ZAIKO 2 SHA-1 AR M[SHDEPRECATED)

— 2017 Google T EIT}F CWI LAHIZE ALA00 2fe SHA-1 & 32 A 43

— SHA-19| F|okMS HF10] SHA—224, SHA-256, SHA-384, SHA-512 50| WHE|T 0|2 SHA-
22t 25

— NISTE SHA-2HLCH & ¢ QHFSH SHA-3E 22, 20124 7|& Lu2|S1k= M3 CHE Keccak’

0l2t= ATE|ES SHA-39| siA| YuE|Eo= MASIT, 20158 SHA-3S ZAl wrg”

(& 1) MD-SHA THYZ| L2|E H|w

il = SHAIZ7|(HIE) Ot afj® BT
MD5 128 e ral 1992
SHA-O 160 SEUA 1093
SHA- 160 SEUA 1995
SHA-224 224 112
2001
SHA-256 256 128
SHA-384 384 192
SHA-2
SHA-512 512 256
2001
SHA-512/224 224 1?2
SHA-512/256 256 128
SHA3-224 224 12
SHA3-256 256 128
2015
SHA3-384 384 192
SHA-3
SHA3-512 512 256
SHAKE128 d (¥9) min(d/2, 128)
2015
SHAKE256 d (o)) min(d/2, 256)

(6) Xiaoyun Wang and Hongbo Yu, How to Break MD5 and Other Hash Functions, EUROCRYPT (Ronald Cramer, ed.),
Lecture Notes in Computer Science, vol. 3494, Springer, 2005, pp. 19-35

(7) https://www.federalregister.gov/documents/2015/08/05/2015—19181/announcing—approval—of—federal—information—
processing—standard—fips—202—sha—3—standard

(6) AHE Msoll wat 71F0] FRIXIX|2 22 7[EC2= 112 0[40] QFsict &

FSwW

—

Ml
\J
0>

N

of



‘HEA I-
S

I TREND

£F SHA-, EIE 7H&53tE|LE

== Google} CWI YAH|ZEF HTA0| of5lf ‘BtAH-HSHAttered) SHA—1
o SITIEIS GHA1 2= T TS ‘SHAttered 24T
— ‘SHAttered = BHAIE = AELA| SZEI2'0[2HE AFEA Q0|E JHK|= SAl0f| ‘SHA-'Z
AZlEl= HOE MESSE JiX| s oM 55
o SHAH = 34 ME2 7|Z H7E1} GoogleQ| 1M 24 ZEE! ol=et IR0 7ts
— 72 0|2 7[|dte| J|& FE 34 ¢FS2 Yz 24t ARE SHM A 342
T5i5t7| 2ol ME22 L12|E XA
- SHA-1 &5 ZZ2 o|2xo2E= 2619| AA0| LRSIK[OE AR BAAZE! SHAA 756} |

Qlal| 26312| Al TR IH|E SHAttered HHAIO| PRI CHY

AL 2F 102 HY tHHS

ElM(brute—force search) &2

— SHAttered HtAI2 B3 9223 372,036,854,775,8082] SHA- ZA0| ER3IEZ UHIKQ| ZHREE
SHE0M 8ot |= BIEXIEL Google?] T14ds B4 ARE SHA0M= HImE CHAIY THof| 5
34 43

- AR FE2X0l AMS 2o Yo2ES F HAR LD, A Hnf thAl= CPU 7(8te| 24t
ZARE oM Yo H, B AFE MS0| st F Hn HAE fshMes o2 12|
IMs GPUZ 4= ARE SZoIM 3

- HIFE2 SHA-1 BE 37 ORE 2oIg 4 = MHIAYE HZstT ASH, GitHubol i
wD2|IES B 510 FLt RSB AR TS

(OE 4) SHAttered B2 110712] GPUE AFE5H0] CH2F 13 Qtofl SHA-1Z 2 &~ QIX|ZE

SR e EM(brute—force search) 3242 A< 1 Qtof| 74

2 127

3t 749 GPU ZQ

—

MD5 SHA-1 Shattered SHA-1 Bruteforce
1 smartphone 110 GPU @ 12,000,000 GPU
30 sec Tyear ~ oaom 1 year
EX : https://shattered.io/static/infographic.pdf

UTREO| FloFE Wl HREE NSOl 2 WMoz 7|= A5st 2n2|E9| EE F7|7t
RS

Un2IF0| FH U SA| 2 RIS SA| #6101 Lo Wi ZAsIsH0} &

DSt YA0IN SHA-1 ARBS ZA| Xt 1 012/2] AFZ0| CHeHME SHA-2 O|Me=
xt5t

oo

UT2|FO| 2E(sunsetting) 7[8S HIEA| £46101 2O Af1E 02| i 5ot &

(9) Marc Stevens, New Collision Attacks on SHA—1 Based on Optimal Joint Local—Collision Analysis, EUROCRYPT
(Thomas Johansson and Phong Q. Nguyen, eds.), Lecture Notes in Computer Science, vol. 7881, Springer, 2013,

pp. 245—261
(10) https://shattered.io/ 0fl LS S2|H SHA-1 = GRS 23
(1) https://github.com/cr—marcstevens/shaicollisiondetection

=
=
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As-is Public Cloud Procurement System and Implications

= 0| SEOM= o=, 0I=, =2l il S5 SR XA CHaHA %*E%
» SSEE0M SHMZ S2HRE TS 517 M= BA HY AR 7IZts A5 | /I8t Al

YL HlojEfHolA F=0| ER5HH, ofital MARZMO| SEX| IS ZR0| Chet ot 22| CHEH

0
1

12

TIE
FO

= This article will examine the current cloud public procurement system in Korea, the US, and the UK.
= |n order to procure cloud in the public sector, we must agree on the appropriate period of the

N
op
Tob

contract based on the historical contract information database. And it is necessary to take measures AT EO|O{REHHTL
to deal with the case that budget and actual usage do not match. o

4
e b

KANG, Song Hee

Researcher, SPRi
- 33 ZUYQ ZZ S} ETHIA| D
dellabee@spri.kr
o St
) ol R =
_( o XL OXEH AR HEAAR, 23, M) —~Q2HE(ZEAESE)—~QEA| HHY JE— Wg%;z
O HE—QUF—OUT—OEHIE DR —~® 24— O sejermel
— (A} APE) ZESW RS THAT AotoR 7IXHE GAMARIEI w2t 27 SIS 0l oAt Lee, Hyun Seung
KA HEAIAE] SOH[ 2 511 AXMIIE 7|02 HIRS Al Senior Researcher, SPRi
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oH

SERE ZEHA ot AARY

% Ot O] Ut TEARIOIRIOL 25 SRLER WSt 22 JINEe} HE Bo|
— (0 BAY) gt RS

SHEAME 0l 2Ash AlSF, MBKIH7EAIF Al ZXH

x B0 Z2 7|2 MZ, ALEDIOR 4E, R

) o ‘o4, ‘rrxl:'.:l'al g%ﬁ ‘_rL‘E'
— (5B O XIZ A SHIRL AR, AREDE HERZR Aol et 34 BEAT cha
=
s MBI oA HIZ
oy | MEIS] B9 PSR Si MEIURHDBZ, NS S84 SI8 22l
TR as gm0 gag A
ARl | o ESHIA S AAES 72 U ASXH 40l Ul AIUE 2 IS
goxz | T Smos g u

HW 2 SW | HW 2 SW X2 FA0l= X7 (7 eXieEg ¥

L, O

URZ | TRl 7P| SR IR| HIn § REXIR M
SW K|
AR R
| fEpen HW RXIEH|, 48 SW FRIZ4H], S7H SW RXIESH], THE SW RX|=4|
I
’ FEAAH e - SBAIAH 29, Help Desk 2, HEHT 2, AlAH 22|,
=23H| SEREUFE MHIAMEIA 01BR) &
7|E}
(B 1) SSEE Aoy 2%
Aot = Y 2 T =2
SAACS
An=xg SERET7L
AR
S Al
o & o= Tt A
NS IHERARA|F
ZH 7ot
S 7} ALY
A2k HeH HBX} £t Ak
CHAE 7o
7t ofR 71zt Y717 At
AlH| Alef”
. s A
ARt 4+ - o
35 AL
At e et ZY AIRf MiSt ZY AlSt, XIS Y AlSf, Lt -0 A2k, Ao 0] Hof
(1) A7 o ZRI8H(TI7 IsR2E), a7, A8, ANMRRIZH(AX|LZ7IETISHY) S
(2) oiIFg7HA2 Dj2] Zdstn HERIE 2Y, 72fE AMiZshs 2gAt0] SHH0IH HEY
(3) 02l olFriAE et gls i RN ORI IS Folo] AlfE MiZsl= o= M THUAMZS] MEAS, Al
ZAL AT}, FREAP B EE EX7|2RI0] HAO| 70l oISt Q15 EE A2 Ao MTE
& e %Y
(4) 2ol Dj2] oF7I2ig TSl YR HIRO| S AWE 4 gl PR AFAUS YKo WS Aoty
AZS M2FYM =0 HHEES SUsIZLE HMEl 8712 A2Rl= E4F T2 Ao 018== #H2fyy
(5) gl 7I2F Zx= FAof thsto] A= HZe Aot
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o 0=
— (F0f Exp) OMAHGEHIE - SZAH—~ESHIUEN—7[YS0I1S &8 X =571,

BIAZIE SR—EHY HE—TISN QTN EE-EY BA)-QARAHZA(HIZTIEN
B~ @LF AU O M6 IR0+ —O3AIZ

— (Ollth =F) Al Al 242 Soll 2E therel WEFV| i AT thet s HIE Ao
AEtE 71&510] MIE(GCE, Independent Government Cost Estimate)stH, 0= Should—cost 2tz
WAg £
% Should—cost #2[HAl2 2T ALZ=0iM FHE ofjits 22 2Rt 2] | Selste, =

XL Y HY- RIS FHotH HI HUES 7ISsto, £ HI8(Wil-cost)oilA] HZ2S
HIZ(Should—cost)E &2
% OfE2/701E 7|1&M, HIB 712, 2 7Hé% S 22|
X HIS 7124 2] : loIMA, O XAz, TSM”, & biX], IR U £21, S2SC MH|A B8 25 13
(& 2) HIZ 7IEM EIt oflA|
Areas Program's | Current Costs | Current | Estimated Cloud | Estimated Projected
Optimal (Non Cloud | Percentages | Hosting Costs Clowd Savings from
("Desired | Enviromment) Hosting migroting to
State") Percentages Clowd vs.
Annual Cost Current hosting
Percentage environment
{Includes one-

time migration
costs)

1 |Consulting Services 85% $2,062,000 6d% 52,091,000 92% (529,000,
Application Develogrment 30% 51,000,000 31% 51,000,000 49%
Project management 10% 5250,000 B §250.000 11%

Security Certification & Accreditation
{includes FedRAMP, Privacy impact
Assassment, Personally Identifiable
Information Assessment and related

costs) 5% $100,000 3% $100,000 4%
Application e 30% $500,000 16% £500,000 22%

v administration 10% $200,000 6% $75,000 3%
Cloud environment gement 550,000 2%

(6) a2t AI0! HIZ- 42 7K2-ofol- B+ NS S A
ofl csh Hzshs Aot

(7) 227 |H0IN BEXO2 T2 s 98112 MA 70 X 7KS SO A B 0f 0l2] B712H8 Hsiol ALK
., 2t 227 2o\ Attixlolrl 2% e stof Tufsts M=

ruTé
o

HER

30
o

AT oflLte] He toflAf EHt

OII

)

>

Yrk 26, 28 T| gt SE00 ST JIEH I MAM 7 ASsio 24 BR7} ILL D 00 g 23t
£ 22 Aot A WIABM AMKIEE F2 Aol 72, LI8S0| M S0l 2l5tol SrYEIOL, ool
dzimiol ofig S0| U2 1 BRE= MY,

(9) &7 7SI, HktAofe] 22

B 27| AS Ao st CHAE 7o
ALigsry B 2y B
2 oflAr B 0/3E (s ) s g
=3 ooz Olxk5tT1 2+ 3| AIA _ _
o324 seis ﬂf‘ SECHL A SIS | zangoom e | geels oAkl U
ez Ol Ate9] QtoA AREHIZ 2 of3 oy o PP
(B2 27)) = B

(10) 7Pl MeArel MRS 12102 AF5101 T, Af MTAKE 191200] A
(1) BSZE7IRE : BARHE-7IEIS] S0 940f 221 01A40] 10| 3G BEOR Asp| UsH0l T

=2 oo— o
oz Z2Y HAQl SSTEHU MBSt AU SSEEHEs MSSESAN, ASHH, J7Is2R, Hs oOHH ’c‘l

tidez oh7 ol Hish S0l U= SIS +37|3] 2t | 7Is5SS X6 2ol =2E M=

(12) IT Service Management
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=
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oH

SERE ZEHA ot AARY

Iigration (one-time)* $35,000 1.54%
Customization (one-timej* 575,000 %
Travel $7,000 0.22% 45,000 0.22%
Miscellaneous 55,000 0.16% $1,000 0.04%
2 |Hosting Environment 15% $1,155,000 36% $180,000 8% $975,000)
Infrastructure 10%| 51,000,000 31% 550,000 2.20%
Software Licenses 1% $100,000] 3% 535,000 1.54%
Software Patches 1% $25,000 0.78% $7,000 0.31%
s\rsmmar Software l?pgrades 1% 525,000 0.78% 45,000 0.22%
W W‘HMI&IW&, ization
{one-time)* $75,000 3.30%
Backup & Recovary 1% 510,000 0.31% 55,000 0.22%
Miscellanaous 1% $5,000 0.16% $3,000 0.13%
Total 100% 53,217,000 100% $2,271,000|  100% $946,000

¥ XFE 1 GSA('16.12), Best Business Practices for USG Cloud Adoption
— (7o A 2EA] A2 Modular Contracting, FAR 39) 7|22 47X| A2k HrAlO| =X

(H 3) S22 7|of diAl QoF

Z|of HAl che AR ERY
_ o A
Fiabsol ZO MdlA I:E._f(Commodlty) TAJH|A X SLA T8CO| Chat

EX|H0| Aljrioz oFst

==

DIQ

_ C| SHHEO| A
(indefinite delivery/ 2|7} &1 AH| Sefol] b SEXt SE0M

_[CjA o == < @} Sl2|Hz|of| Chst
e G s e gy R MolEs FTO LR
- — QU TAH|A .
STAEIREAL e A ApiHigel 24, mES Jks4o| Zout
(FAR 16.503) _ AEoIAL} HOfE ZEAA ZH Y M HoIE BU 4 US
-y -
=2 (Stand—alone) A2 — Z2IRE X AMH|A XI9d H|2O| ZtA, H‘%__:J; IXEO? fﬁ?g
(FAR 39.103) - ﬁfj f;.lg R R o s = x| ola}

% Xt 1 GSA('16.12)

— (CHZ XI2) 2™ 72(firm fixed price), Bl Z=7Hcost plus), T&M(time & Material) |2t SHENZA] 712
A™0| 7Fs5t7LE SA|0|H2HE FMR(Financial Management Regulation)} FAR(Federal Acqui—
siion Regulation)2| X|Zlof| wha} MAo|= ArstAo| Zxf™

% FAR 162 1% 7124 7flof0] 22 15816 0l5t0] RRD AlR0lst &3 4 Qlom, £ 7Ksst 7128 mafst

T 712 b2 AlsH 7124, B2 AL 7142 =EHA|74{0} 3t

==

HJIO

X = ofAte] EF 7|Z(0l: 90%)S EoMH ZSXIoIA EX|
.oz
— (7ol HRH DR

- (52 SH) THHE,

£ 39 HE—-QUM-QLE—-OW-6TH—67 /2
BEBHILL CHRL-Chel AHIAL RS 91 o[, 108t THRE olAe

|".| 00|'

(13) GSA(2016.12) Best Business Practices for USG Cloud Adoption : While cloud computing offers “pay—as—you—
go”, which is similar to mobile phone plans, the Financial Management Regulation (FMR) and Federal Acquisition
Regulation (FAR) limit the ability to pay for cloud consumption above a predefined limit.
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2
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M
N
0z
1
I-D

= HZM 71&d 0I5, 718X AMdg 25 12f6io] =HsH
At2 mHEl0| 7|2= OSCAR(Online system for central accounting and

reporting)E 285104 FFOt 4

% S H(Managing Public Money)oll 2 o|3|oflAf 21 22 ot

3|7[Eiekato] £010| HIEA| = QM

rok
i
[
2
-
N
0%
o
=)
0
ro

— ("7t EXH MEAT(most economically advantageous tender) 7|8t WIIZ2 A, MH 7 |A0| p=
HI2 71EX 0I5, 715X Zghd, 7HAl 01 AH|A 2| APY 2| & AH|A 7t2H B, U7 15X
QAE RE 11

— (O HA]) 271X| EHAIQ| Call-off AH2HG—Cloud Framework, Digital Outcomes and Specialist
Framework)2 Saf| H/2f
¥ CIRIE-7|& B A2 P 2 Hlo[E2] AR20| thei HAISHOF St ZIX7HBest Value)= APSE|0{0F S

BEHE MH|IAS MBsh= SIATE AIAR S8H-AHIA SEH-AHIA 22|15 SAlofl & 4 g, Xts 40|
2 2 glom, ZHARIE F6H0F &
% G—cloud framework AI2te| ZL 247WX| A2k 7ts. A2k 01F 37H& O|LHofl &k5H0F S, 27LAR0|
HAE ZR0l= 20% O|LI7IRl= &e e & U
% Digital Outcomes and Specialist Framework 72| AL & H|E, X|E BtAl S0l AKEH HIZ MMl X, o

Et7F S01 BHEA] BA|=|0{of B

(14) A2.2.5 Formally, Treasury consent is required for all expenditure or resource commitments. In practice, the Treasury
delegates to departments’ authority to enter into commitments and to spend within predefined limits without specific
prior approval from the Treasury
Box A2.2C: where authority is never delegated; items which are novel, contentious or repercussive, even if within
delegated limits; items which could exceed the agreed budget and Estimate limits; contractual commitments to
significant spending in future years for which plans have not been set; items requiring primary legislation (eg to
write off NLF debt or PDC); any item which could set a potentially expensive precedent; where Treasury consent is
a specific requirement of legislation

(15)If your requirements change, you can:
— change the quantity of what you're buying through G—Cloud 7 by up to 20% without re—evaluating potential
suppliers
— cancel a contract and start the buying process again to ensure you find the service that best meets your
requirements, at the best price
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FENM, T&C, AHE(RTAL — QTAE HA Al 20% O|LH7IX| & FHS HAE
Digital Outcomes and &, 32Xt @7Ate & 1, I 0[82 CCNE 7|5

Opt

Specialists ZHUYT  2F, SOW, CCN, Z&Mal — z[xJjzHo=z Alof
A2K1,2) X|®E, F7tTRC, UE Z2M| - SEXt= o= 48t oldoz 28 Eut
A, BEARRY =]

% T&C : Terms and Conditions
% SOW : Statement of Work
% CCN : Contract Change Note

- (h3 XI12) 287t TaM, &eto] U= T8M HHAI0| ExlistH, 2= HIEE 7|2 HiZ ko] wat
Jeto| ZxHatH ghel=|ofof &

x Call off Al2t0fl T2 tHE XIS F2AM0 HAIE MsHIS stz 8t

X MISEHE(Limitation Act)2 Eafl 71222 2|3| Hetez X
Z[SHEEA A 2A3
— @FAO] & Holz|of UE W, SSAPt F7t HIES BE
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7| w0l 27+
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(16)G=CLOUD 8 CALL—OFF CONTRACT 31.5: The annual aggregate liability for all defaults resulting in direct loss,
destruction, corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or any copy of such
Buyer Data, caused by the Supplier's default under or in connection with a Call—Off Contract shall be subiject to the
financial limits set out in the Order Form.
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Market Trends in Online Food Delivery

= HIE 020(Online to Offine) AIZH2 AIE HIE 2t JIXIAE M EHAOA] AIXERY, 2= 2 HHE

olfmf BN XIS ALK 3R
- HiEO[EL, OHBAL Tlemt ZEERIN BESIE 42 2, AREIE RS M 7502 Fu Yt
= AEFERI0] AAIE LIXIOEON 2 X2 OFORE, 26 S| th7I2! 7120] 7histein el

B 24S flet 38 o=t

=

m-

= The online food delivery market is growing into a shared economic industry that links food, finished AEE°J|O17‘*;HT°|—TL<;\
goods, delivery personnel and resources at all stages of the food delivery-related value chain Nelojey

= Companies are implementing customized demand response systems using big-data, artificial Y00, Jae Heung

intelligence technologies and optimizing distribution systems Senior Researcher SPRI

= Market competition is intensifying due to the participation of large companies such as Amazon and

Uber, armed with large capital Jayoo@spri.kr
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Introduction and Trends of Korea Olympiad in Informatics(KOl)

ZZ Wl 2 251 255 SWETus 2tE0| Halz, I Z1 2| JAH SWZ0k
BZICHE|Q1 KOl BAICHS(of 2t I
=7t ZYAQ 1F SWRIRHS| AMHZ M KOl BALHEIE ETAIZ|7| ffoh, M2 g84s %

e 27|12 2R, MEY U= LS uSMH|A 715 S0 2R

P

Recently, the demand for SW talent surged and the changes in the regular education environment of

elementary and middle school SW have raised the interest in KOI competition KIL, Hyun Young

= To develop the KOI Competition as a place of high-level SW talent, which is a national Seni .
enior Researcher, SPRi
competitiveness, it is necessary to acquire a competent operating organization with expertise and S ——

efficiency, and establish a professional algorithm training service. hkil@spri.kr

7L SWEMALE| | 29



I TREND SHEHESEII|0I=(KOI) HAILHE| A7] & S§F

- YESUTOISE SWRIRS] BTHRIS 7121 HA W, ohyo| Ary

o 7Y 1Y =7 BEQ JME Z2Fot=s g SWRIH2| 2 25

— M AHO| CIX[E HEH K01l 24+ SWRIZ0| SWAI T Z7HAXNIE UX|= AlcH =af
- “O|M| 2E 7|o| SW7|Ho|ct (The Top Tech Trends for 2015, FA$I=, 15)

~ 24 DF SWHSORI| 491 oLt B MY 25

=

t
- 7Ht Q1240] A0 2 SWAHARA Xf0[= 10N 0|4} (Steve McConnell, '08)

~'18d B DE0R 1B B

Bl

s8)
240 %t

|0

|- =2140] Flgto R £7| sl TR
H

- Ofst M2 MR0ILt HSIE MRECH FIIA 4 IOl QA X SIS B 4 s

°
bl
HT
o
u
1=
k=)
n
r
b
Hu
-4
A
e
k=l
L
HJ 0
|‘_"
r|.|
-+
ror
ol
_l,_
or
il
mjo
X
1
rr
&
HuU
|
i

>
]
T
o
>
19
1l
§
d
_5

d At CIXIE =28 25)7| 2gt AR, SW
=0 HEws 3 BEWSUM sty 20F/1S S St

- ACM—IEEE %%Eﬁ'-fé—.* WSIFHOIM eD2|E 2 HES2 wSAR HIS0| 7 HiE=T

BAlOL U= 5 Chrol selR7kS0| BAEE
) olhEE egsto@M, N 212 4ol o BE
SWL0F 7194 2] A, Ymals - mR e ofol thet HEN JIEoR 018

@)
oy
=
g
il
[>
m ¥
]
r:
G)
3
=)
QO
Q.
<
5
o
]
<.
Q
=
<E
=
ol
0
]
<
—
()
>
Q
0
[0]
>
«Q
o
C
on
rlo
rol
=
w 0
=

- 3= °E"*EQ%EI t= ZBAICHSI7t olol| st
- SI2HEH22IT|0F=(KO, Korea Olympiad in Informatics)= ZHE] A12|E AHSS 7Ha= dA|

Chslo SHAY AR JHaSt SWAHES Wrlste BRO4SIZ Liklof 2igt”

o KO ZAltzl= YRF22| AL tEX HAH SWEEIHS]
- SEYESNOIE BAltEE U SWEHS0| Fo5tod o JhE=l= T=A HEIChE|(2016H
M| 333 h3))2, R4 UedAl= B2 tiEEM ZHEESZT0IE th3lol 272 &7t
— DRHEZASIRT} A6 S EEeIT ISt 2t Al=u=F0| F25HH, eh=EEutets| o
- SrR SR SHEESZulotE AVIE XA

fol, &=, FE) IMRBISZLPIE F SHtE, 19898 E 12016 283]:

QUIATI} SRUsH= 574 Lol 22l
H M ZnSSHIS0| Aolshs o2l A EA0 HiES £ ZEEIIS 2op

A0} 7HEROI A 7HE] OfE )3f01 MMl

| J_|_T|_ 74K|[H9_|§ 0|X—IH|'_I |:|

(2) sl S8 2|ZE= KOl BAlHE2te = MelE §HY

30 | MONTHLY SOFTWARE ORIENTED SOCIETY



(& 1) 2010E~2014H SH=EHESZI0IE ZAHE| S5UMRL ZIZ

A ZH1 ozt
o= -5 29 5T U =3
- BAIE 18 H 2l A
SERESIRISY : 704A|EH%| F=ZNS E-ﬁ\- EURSESIPRTE]
- A3 M2H3| o 2 2

- X|Fehe 2H MES & A HolE MS

- Rleitha] S2im R AN
- TS| A7hR A 2 S

= T —

- X[Sohe]- =2 26 EH = 0]2] MAt
- MR S 2 el 2Y

A2 - YESEOoLE 22 NIA E11A, 2016

o KOl ZA[CHElE 24 UAKIE = Ch47t A9 3ol &5t SWEOF 222 MEtsi= S ZUHQ)
SWEOF A7t St =2 St 8

2011 0|2 i‘Xﬂ’SE%%!EIOfE(IOI) SICHE THRO0| KOI =4AH EAI0|H, CHeHY T=27a)

BAICH3| S0l SaXEE THpTHKOI K} £

R

o 0 QOIS 7T X|STHE|(Z Al-=E)9t 2rh3(0l "JEEHiLE. 4
— (X=thS]) 16EHRE 18] A ARo=Z X
- 2|/=2| 29t T2 Al EH2d ZHEEA| —E—HI%(S 2R, 3ARHZ 74
— (MZ20H3]) X|9GhEE Sai o 600FS MX5I0, Yma|E 1ot Y Z2IHY 7o 2/ EX|
(M7|7 4~52H|, 4AIZH
- 2016 X|HCH3| E7 X} 4= 510300, M=2LH3|0f 504 &3
— OI7h UHR X|ALHS|(4E), H2HE|(7E), AMOE)o= 213

(T 1) 2016 KOI ZAICHE| X|SChs| 2SF =A| oAl

1. (1) TS 27| S0IM 92 Lit-0] Bo{Xl= = 2A1? 0. (3%) [CHE®] chg T2 30| &2 Znk= 29101717
@M @22 @333 @ 444 ® 555
inti, j, k, a[3][3], sum;
2. (127%) ol22 Lol ok 2ZAE 16712 &io| Uct. Z{zto| s 2o2 sum = 0;
ei2islo] In Smo| W} ol YL Nlgd Yoz o 20| U d010] = &l0J1) = 0; a0)2] = 1
Ch 22 SRO0M %) & 52| SHIZ S0{otM 16712 We HE a[1]1] = a[1][2] = 0; al1][0] = 1;
ol Bt B UEEt £ JX W F0| siuiollA ol muRiT Bt 01 al2][0] = al2][2] = 0; al2][1] = 1;
Slal 222 2|4 2 Ko 22 X|Lfof 5h=7t? for (k = 0; k { 3; k) {
NN for (1= 0;i (3 i+ {

44# for (1= 03§ ¢ 3 )
i (elilk] &8 alKIl)
jjj | :[;]ma;a
}

AN .
D16 @17 @18 @19 ® 20 for (i=0;i¢3; i+ {
for (j=0;j<3; )
3. (135) S Xiot: a9k b0l CH5101 o= oS b Fallk| RS -0Ic oS sum += 2l
32 4XAXARL 2Tt 3080| OFX|EE Xf2|o] ZXH12| Ki2|2le)= %UP'?F? }
@1 @3 @5 @7 ®9 printf( “%d\n”, sum);

22| 2 25

[y

EJl
I3
>
0%
=l
r
HO
=

Xz erRYESYuotE SAIMOIE, 2016

(3) Z=01Z! Ydoll cHal Faohz! HeRel Zuts S|

Fl'l:

ME2H RYo2, TIPS YTols X K SY

M
N

7t SWEAIALS| | 31



I TREND

St YR STL(OL=(KOI) BAICHE| 270 X S&

(a2l 2) 2016'A KOI BA[CHE] TH=ZCHS

ZSF A oA

M358 st=dE S mols M= 24 2016.7.16)

E55 28 2

Eta E4S

97 SEFEe B9 & A4 H2d 42 2
£ 99 3482 2 990 99 FuBL
NI B8 4 2 Yhsed, ¢ 8 L
3 BNRY aund A8 B I52Ae
Wi ST 23 2 992 2d d69n
2 F48e] 988 2eld et 2t

2R3 B A v 2 agd B 8e 2
6)F Ughah B9 F4ES TS BN
Bg ¢ del LoIE 9 aune A%8d
A2 B2 gt 7o

L L2ans ..

Are 5 oHT 9UEE PA5e 2 N
g Bl 3IRAL 48 50, AL
7 Bge] Faske NS Barde
2 BA% 3438 S 26015

B e M1 = N=580)¢ 94932 o, N
A4 B2 F45] e EHE e T
E2oHEE FEHNL

AAmets) o]F2 bbe EE bheppE AFSH
3 Ade AESe e o GER ut

gE g4

BE 992= o A} Foiuck d€e # &
2 7440 o) Foit g A4 ekl 4
4 Ml = N= 80¢] 3ot

=25 =@
F g9o2 Ve gge] Fese 89 3
2 JAae 548 FRdd

e

A

SE=He Mot =A

s BEEZA I 34 E+ 10038 3 2134 4

e Vo) Tolslela FpEEck

FEEA 22 34 E+ 1003 3 5374 &

ek e dnelsiela FPEsic

s BEEA 3 34 E+ 1003 3 26740 4
=ein] fae] Aoy ofsle o1 % Ak
Aol gche] AL fdH= B,Ee] “long
long” AEHE Aol + 9.

gH FH2 o
eI

E |

(1)

I
(=}

Bl=(2)

Xz erEYESOotE SAMOIE, 2016

32 | MONTHLY SOFTWARE ORIENTED SOCIETY




= o = = == = = i
= E|T SWuI0f| CHSE 2Hajut 2tE HalS 7|3|= the| ZEE 22
o 17t0] SWBES FH| SO KO ZAIKSIOE LA HeF Ly
~ 00 0f%, R mrjol HENE U ICT #8 FAol 0 4%, EESsT YLEAIIS B8

ZESIFY0IMS] swu=

2006\ 38.1% — 2012 6.9%(31.2% ZtA)

— MEO| AlmSLX|IHEH2010)' 22, SWZf0| AZstm FIst| =20| EIX| §At JESS=Q
SWEOL0| thist Matne 2 SZGHHA, 22 57 X|Hoj|Mof| &7t5H= sHo| 4-7} 150001
¥ A

(F 2) H=H KOl ZAIi3| &7iXL sigt
£ 0f ‘124 13 14 154 161
X[ ofjM 6,629 6,505 5,440 5,183%
5,103

x| 2 21533 2,069 19422 16872

T2 o3 360% 372 372 3y 504"
A= AACHE| 21A, NIA(2016)
o 3|2 XZE SWAHTWS Z3} CHEME-XHZIX} SWS St S22 KOl ZAICHE|0f CHEt Btale

=0HX|1 oLt (XIH)cHs| 2YRIA 2| Het 27 S LM

- 2015 WIS St 258 SwWus 43}

(Z5) Auf 9| ICT &8 B4 LIZO| THIS SW 7|E A% W LHEOZ JHHGIT, 5~65HA At
OF 7ARI Ol &2

<(B) HE =S D42 MEL 34A7H 04 HASHH, Sw SA o= JiH

(1) R N2 Lt Metoz MBS LIS JHEGI0 TSt el 1= MEtE Mo

— SWEAHSIALY SHoh, 712l XHRIXT et Y2IE Al = S22, Yuz|E 7[Hte] Swilse)

M MD

- CHSH L HISWTIEA} LA SWuRS 29, SWE0F E7([xt Met 59| LgS Zslel= SWEA
CHEFAKTO| 1470m("16) — 2070m(17:H)2 Sy

- MATXE swold HR(SEIE) XY tiye=z Yuz|Eo| it olsiet 2Y HEE Holske

SWAA A Al

— 2015 BAIYHSYMOLS (84742 3247 7HOIA BIRCHERI0| 3B 34, 13 2402 Fatag)
IS@IAOL B2, 012 BE) U K49 1SS ARIse S S48t XIS HEBA 24 WOl

Aol TtsgE BY
— 2015 JEnRIFgoR FY 1=0| 18HRE Fotu SYELECR HM, Al RSFHM=

KO ZAIti=] X[Hoh2] =2 6iF 4=

(4) RRLO| ALWSHX|A : np5t/SM0/FI0|AE LAoIA STIOIE SHTH HX|(2010), &7 IS0 22| BA|
el A&2 7|x 27K201) & =&
(5) 20163 HBAICHE= X|HOHE|7H 13| AR R HIPHA, H=0HS[9] E0{I2E 600H R S HY

MY
™

of

0=

Al | 33



I TREND

S HESEIOI=(KON) BAIHE] A7H & S&

WL ‘Bus st FX Y MAWS Ao 2et ELH (15E)0f w2t stu/usFES 24HE
ZAEX)HE]" L ASAE S2 HXBIAD, S 0IR2 16 AST MIF Xl XIHal=
SIS HO|

SI=YE=RTot=t Y2 SRTot=2] the] UE/A7IAE 2oLt 2EFAE t=g=Eet
TISHa shaatetyolr=o 2 22|

Et 20te| Z?, 20FE i =7t il ZAIHRIE 2E &

Gl
- OF% EHuSo=2 M SWuSEZ0| 755X et J20lA ZAt2/of tiet 22 AMussS
ul

- afie] zeaniol= tHEE 220l0|ERE 0]Z(USACO), ERHPOJ), B&A(France-0,
Prologin), SZ5(AIOC) £ ZXH5HH, UREE] ASIHATIX| Ciokst £250| 54 20 Q.
- 0|2 ZEST00t= EES XS Swis Xt siAQl SWHAS| 8% U2 2l =afe!
WEAO|E (usaco.org) 2

- SEYESEOOIE AOIENA 2= thal iR, F7HH/LE, 01X tha| ZH|, 2 BSAIE

¢ EUEIE W MOIESE 2212 AHFAIAY, FLH| 2 22X A7 R XK EXE0|

(6) 2t 22|, ste, dHust xlatet § watg gA| thal= oloil g

34 | MONTHLY SOFTWARE ORIENTED SOCIETY



= AJAPH

o X2 SWHIS0] CHSH ZHAO0| =OIX|IHA KOl ZAILHS|= 2HA0] E7t &
o KOI BAICH3|7F SWiLE XH Stciet DEQIE Mol &o| & 4 U=
SWAIBIIRO| 7|3 MiZ =R

— tfal izl Upist U MK Y

J

2alol SRS 0123t tha] £ U IS 713l Sy

—— ’ — AO= —
sol e
(E 3) KOl ZA[CH3| 2 2L TIZH 22101 W AIO|E
o= g THIN ZEHR
- PHH 2RI RHRAIASRHRASY/ 2 24 H)
- E2RIE0| & T2 a8l neXlE
onP|E - T2 T8l W A|E B
koistudy = (rin o k:')i:tu:;’;et; ! - THE] 2 e R Aol HE
PATIEOSIHAY. - KIR7KS X2 StmmAr A
- XHH tHE 8% S
QSK} O 2UTRIS - m2TaHE] - ZolZEIR} 2XIZ0|(7HO)
codeup 2 AfolE - THH 2RI RHRAIARRHRAI Y/ 2 24 7H)
(htip://codeup.kr) - TR hEl/EAY m S R
- PH I RHEIAI AR RHEA Y/ 2 242 H)
» UTElE  Z2 0l IS ADIE - SHIZ0| Y ZoZER ()
uaegon . _ _ _
Juaeg (ttp://www judgeon.net) - KHH| TS| 2%t 912 thE| HEo| WE TR
- P ISAJO|E K
.o 2 FHA A | AEI(ZHRIALSH A 01T
ool . oo g Aol 2 SIS A =.A|:=.<xH=.o%/_T|o7H)
codingisfun (http://koicodingfunnef) - Zo|=HIx ot 2XIZ0|(7HOl)
PO, ' - 23 h3/mA|E e i _
27H SWEAALE| | 35




BN STATISTICS

LTEL0] LE S

Statistics of Software Industry

U AZEY 0] AAH 545
Domestic Software Production

EX/A7| : Oef¥Z=TtSHE, KOCCA / 2017. 2

(B 1-1) 2 ATEQof it S7

E LI
S UiE (£49] 1 ot @ A 57| | B2S)
20164
T2 20154
1=27] 227 327| 4827| 128 ardy
o e 8700 1982 2350 2306 2392 1056 9,030
W zam es% 65%  B2% 0% A22%  04%  38%
AYAH 30,800 7195 7.37 7.486 10004 4384  320%
TAHIA
U= 49% 4.6% 02% 26% 53% 6.5% 41%
ENY 9015 2434 2447 2979 - - -
AY
U= 36% Al6%  A3T% 6.8% - - -
A AR 39500 9177 9721 9792 1239 5440 41086
[e]]]
Clleime)  xope 53% 5.0% 31% 4.8% 38% 53% 4.0%
X QIS B2 MAoH0] OF DIEUS JIZOR ZEIT UOm, B7IHR IHEAN ZPAKOCCA, 20163 327
ZHIx A ST M, 2017, 18)
x 20174 12 AT EQ 0] MA E7l= 420] Sidtst 2 o™
- o THF|XISW : 161 128 TH7 |KISW A2 T S7| thHH| 0.4% S715I¥ 1, 161 HZE MAIS i
e Ch| 7.2% S7F3t 9% 302 Yoz &7
— 161 ST7E AIABISW Aot HIOF J|EFAAR) 20| B715101 T S7ICHH| 54% B7H3t 2%
924421 2l SRS\ AMMHS X HR0| ZX F7I5IH XA 7| CHH| 81% 76t 6X 10582 ¥
=
Mols
ATEYOIHHOITA
o o TAHIA 1651 128 TAHIA AR T 7] ChH| 65% S713HO0, ‘16 917t Mot Ziid 7|
JEON, Yi Seul CHH| 3.3% Z7t5t 32% 56121 floz FA|
Researcher, SPRI — 1Bt GiZH AAtel 55 TZHE) 9 AAR) S5 2O M 57| o] 20% 3713t 17X 76892 €,
jys@spri.kr TAIAR! 22| Y X[EAMHIA BE22 XA F7| thH| 7.4% 718t 12X 8704 HS 7|12

36 | MONTHLY SOFTWARE ORIENTED SOCIETY



T AZEQ0 = Sig
Domestic Software Export

EX/A7|: SPRi, KOCCA / 2017. 4

(#H1-2) 2 ATEQN & S

(EH9] - uHak ehef, T 7| o] 528

20164 20174
T =
127] 257| 327| 427| bl 12 2%
7 || M 618 836 891 1,113 3459 250 278
S EHE A10.8% 23.9% 33.4% 50.1% 22.0% 345% 426%
M 695 749 665 814 2923 205 227
TAH|A
SHE A40% A135%  A104%  A106%  A98% N68% A20%
TEN 720 721 978 - - - -
A
EHE A0.2% A19% 1.4% - - = =
A7 SEAN 1,313 1585 1,556 1928 6,381 455 505
(A=)

SUE A73% 2.9% 10.3% 16.7% 5.1% 121% 18.3%

x I§7|XISW, ITAJH

| = -4 |
X Al ARIS BIHE 4F ANS TsiT Qo 2EAS B B EES HB5I0) AHE(KOCCA, 20164

o T§7IXISW : 17 28 TH7|XISW 52 TA S7| | 426% S7tsh 22 78410 a2 F7|
— Ij7 [XISWe= AIABRISWSRES| 527221 Sai)o] 8 S7IchHH| 2 22| ZAM(694%)E EA2L,
SESWE(2Y 758D Hf) ZTHA79%)E THECR= EIIFME KA
- Z2 M 5N 5 17 [XISwe| = HIF0| S7tst= FAMI(153 46.1% — 163 54.2%)5 E0l=
7k2dl, 178 28 & AT T S7| thy] mH7|KIswel HIS0| E7K( 16 28 456% — 17 2
55.0%)

o [TAHIA :"17 22 TAHIA 252 ME S| ChH| ZHA(2.0%)3H 22 27810t Shaj=2 ZIA|
— SMER(TAA! 22| L XIFAMHIA)S| & A1H(E3UHTH ZHay) |
MHIAOIN 2 HIEO0| =2 SER(THAE L AAH S§1)9| AX(1 a4kt F2f)o| ME S7|2t

SUE +EE FAlGIH THHCZE UM20%)FME 2

S LHE

o
O
oo

M
™

FSwW

0>

IAb2] | 37

of



W 1SSUE A0 of | AR s AlAE

Executive Summary
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It can be said that the key concept of the fourth industrial revolution is the analysis of big data
collected over the network and the search for new value. As such, efforts are being made in the
healthcare industry to find meanings in data whose volume is increasing exponentially. In particular,
healthcare analytics, which can be used to systematically and automatically identify statistical rules
or patterns in healthcare big data, will play a key role in reform of the healthcare industry with the
emphasis on precision medicine. The healthcare paradigm is shifting from the treatment of diseases
to personalized treatment with a focus on prevention and management, which requires innovation in
the healthcare industry. Therefore, it is time to analyze the field of healthcare analytics in light of its

potential as a strategic tool that could provide a new impetus to the domestic healthcare market.

The growth of healthcare analytics is being accelerated by convergence with artificial intelligence
technology. Nowadays, the largest investments are being made in healthcare + artificial intelligence
start-ups which provide insights based on forecasts about a patient’s health. In particular, the field of

healthcare analytics grew three times faster than the existing healthcare IT sector in 2015.

There are three key players in the healthcare analytics industry depending on the providing service
and type - data providers, analytics consulting service providers, and analytics platform service
providers. Traditional healthcare companies provide data or analysis services based on accumulated
data, and companies doing business in the healthcare area tend to run a platform business using
their specialized analysis infrastructure and capability. The providing service type and method of
each company varies, and the type of company is determined by the phase on which they focus, i.e.
data collection, sharing, or analysis. Due to the special characteristics of medical data [security is
important], an ecosystem is formed mainly around the data provider. However, there is a possibility

that the role of the service/platform provider will become more significant once the data are secured.

Currently, the healthcare analytics area is being promoted mainly in the U.S. and is not yet
developed enough in the domestic market. For Korea's budding analytics industry to remain
competitive globally, many issues will need to be resolved, including data standardization, personal
information protection regulations, and financial issues, and awareness of medical personnel and

patients in connection with the introduction of analytics will also need to be raised.
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Technical innovation through healthcare analytics is expected to ease the high-cost system of the
healthcare industry and generate new business opportunities. In addition, it will universally provide
a personalized healthcare service to more people and provide an alternative solution to social cost
issues such as rising medical expenses caused by a decrease in the productive population and
the increasingly aging population. To occupy a dominant position in the global healthcare industry,
active systematic support is essential, including investment in the standardized data platform and
infrastructure based on the vast quantity of data that has already been accumulated, strengthened

cooperation among service providers, and the nurturing of analysis experts.
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In the global VR/AR market, there is a service that allows users to purchase profitable products.

People are interested in VR/AR and investment is increasing.

VR/AR technology, which has emerged since the 1980s, has emerged at a level that can be spread
to the public in 2010, with explosive convergence and rapid market changes. So it's time to invest in
technology and build a strategy.

Currently, the development direction of VR/AR technology can be divided into four categories.

First, the boundary between developed VR and AR technology is collapsed, and the distinction
between VR and AR evolves into ambiguous mixed reality(MR).

Second, it develops into multi-sensory technology that experiences five human senses such as
sound and tactile sense in visual-centered technology.

Third, the static technology that shows 360 - degree 3D contents is developed as a dynamic
technology that recognizes the surrounding space and reflects the user ‘s position and movement.

Fourth, the technology of a single user device that is used as an HMD alone and disconnected from
the outside is now evolving into a technology in which people communicate with each other as if they

are in the same virtual space.

The direction of VR/AR technology development, which is changing to mixed reality, five senses
technology, dynamic technology, multi-user environment, will have the following ripple effect.

First, we expect to deviate from the limited, fixed space in which the device is installed and to
transform lives and create new markets in various spaces such as home, work, outdoor and
transportation.

Second, it is expected to lead the hardware, network and software markets to provide the
necessary high performance computing environment as well as the VR/AR market.

Third, it is expected to demonstrate industry effects by innovating various industries such as
medical, real estate, shopping, and education beyond the entertainment industry, which is expected to

form an early market.
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The implications of this technology development and expected ripple effect are as follows.

First, VR/AR is a platform technology that will revolutionize all areas such as PC and mobile.
Various approaches to this platform technology and convergence research with various industries
should be strengthened.

Second, the element technology that constitutes the VR/AR is a technology that can be used in
various industries such as robotics and I0T. A technology development strategy from an integrated
perspective is needed because one technology development can expect various applications.

Third, broad impacts are expected through a variety of applications in all areas, and extensive
and detailed user studies of sociology and medicine should be undertaken. It can minimize the side
effects that can occur and overcome the technology limit, contributing to the development of the VR/
AR industry.

Finally, despite the hot global competition environment, Korea is in short supply of equipment
and aggressive investment environment. The private sector should strengthen its competitiveness
by establishing policies to secure technology and improve investment factors, and to establish an

environment for early market development through public works.
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(1) HVD(Head Mounted Display) : 2FAXZ Hz[of AT Y FAS SZ 4 U FYEAIEK|

(2) Pokemon Go s the fastest mobile game to hit $600 million in revenues(venturebeat, 2016—10—20)
)

(3) Gartner’s 2016 Hype Cycle for Emerging Technologies Identifies Three Key Trends That Organizations Must Track to
Gain Competitive Advantage(2016—08)

(4) Raw Data the first VR game to make $1m in a month. report(gamesindustry.biz, 2016—09—16)
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(2! 1) Hype Cycle for Emerging Technologies, 2016
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Connected Home

Velumalri¢ Digpliys Enterprise Taxonamy and Onbology Managament

Seiart Dust
Aol July 2016
Peak of <
Innovation Trough of Plateau of
THggs  Eypectations  Disllusionment Slope of Enlightenment  productivity
time z
Years to mainstream adoption: obsolete

Olessthan2years © 2loSyears @ 5io10yéars A more than 10 years @ before plateau

Source: Garmer { Ay 2016

X2 : Gartner

- 7FEHE VRS 2-3M[C] HMIZ0| EBAlEH, £ 20| SiAstEl= ASE7H|(Sope of Enlightenment)
2 MY
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- ZRIXOI 00| Z2 800 HBi(HW 4502 Zaf, SW 350 i) ofjAt

(A 2) 7MY/ BB AR

2
5

2 8 2 £
5 & & o =

Revenue ($bns)

2016E 2017E 2018E 2019E 2020E 2021E 2022E 2023E 2024E 2025E

= Hardware revenue - base case Software revenue - Base case

XI& : Goldman Sachs, AR/VR Report(2016.01)
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ArZQ| O|0XIE Y &

(6) Windows Holographic enables a world where devices work together, whether in virtual reality, augmented reality, or

anything in—between.
(7) MS J=210 VR LH, VR HVD 7tz Zgto = B=Ct (kbench.com, 2016-10-27)
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+—————— Virtual Field of View

-.. {Partial) Elliptical Mirror

Laser Emilter
in Focal Point 1

X2 : Doc—Ok.org
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MITO|C|0{242] Tangible Media groupOilA X[QtsH Z4o
Al 815t QIEm0|A
(10) 2ol : XZHESARI, Mo FtH[2tE 0
(11) Google Daydream VR: ‘Daydream—ready’ phones and compatible devices(androidauthority, 2016—07—23)
2’ EXHiFAL, 2015-06-29)
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pivysical motion & kes —e musical motion & lorces
“tcichy’ (Rryraskss 1088)
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| ; v accel. ]
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1 body movements
- \ * nedativd 10 pACh Claks delancs gy
Y g *
multichannel audio feed (per string) ;
@ @
® L]

* ehch BT repIRsentE
ndbvichuatod elring e seacting 1o
pryEcal s hguraswa gasue cata in Pd
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media
Crfentation

£echannal auzia
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VR Headset  sensor g2z

or — Rotator
Smartphone
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vittusi spesker

8 Virtual Speakers

Bimmuiniiy-
Tentemed storec
streams

Stereo Out

2Zchonnel autin

Headphones

K= : Google(GitHub)

(13) GOOGLE LETS YOU LISTEN TO 3D VIRTUAL REALITY AUDIO IN YOUR HEADPHONES (popular science 2016—
07-26)
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AxonSkeleton

- Force—feedback exoskeleton
- Pairs with AxonSuit

AxonSKin interior lining
- Thermal and tactile feedback

|

Two—piece suit with
gloves and boots
- Full-body coverage

Quick "snap" connectors/

- Pair AxonSuit with axonStation

Motion simulator

- Four—axis rotation

- Enables unlimited
locomotion
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(O3 9) 2=, Hid, HME =2 4 QU= 7Hdd DtAS, FeelReal

mounting hot air windflow:

odor generator

microphone

X2 : geek.com

(14) Taste+ smart spoon and cup virtually enhance food flavours and restore taste to the elderly (ibtimes.co.ur, 2015—
04-23)
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X2 @ Sculpting in Virtual Reality — Oculus Rift DK2 + Razer Hydra (youtube)
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(16) Windows Holographic: Enabling a World of Mixed Reality (Narrated) (Microsoft, 2016—06—01)
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ar/vr report(goldman sachs, 2016—01)

Pokemon Go is the fastest mobile game to hit $600 milion in revenues(venturebeat, 2016—10—20)

Gartner's 2016 Hype Cycle for Emerging Technologies Identifies Three Key Trends That Organizations Must

Track to Gain Competiive Advantage(2016—08)

Google Daydream VR: ‘Daydream—ready’ phones and compatible devices(androidauthority, 2016—07—23)
GOOGLE LETS YOU LISTEN TO 3D VIRTUAL REALITY AUDIO IN YOUR HEADPHONES(popular science 2016—
07-26)

Taste+ smart spoon and cup virtually enhance food flavours and restore taste to the elderly(ibtimes.co.ur, 2015—
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Windows Holographic: Enabling a World of Mixed Reality(Narrated)(Microsoft, 2016—06—01)

Goldman Sachs Research Forecast $30 Bilion Market for VR and AR by 2025(VitualRealitySubmit, 2016—02—15)
The Netherlands is a serious hotbed for virtual reality content(venturebeat, 2016-05-28)

AR/VR M&A Timeline: Facebook, GoPro, HP, Apple Begin To Grab Startups(cbinsights, 2016—07—-05)
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