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SUMMARY

1. Title

Research on Improvement of Infrastructure Protection Legislation from a SW
Safety Management Perspective

2. Background and Purpose of the Research

In the SW-oriented society where the application dependency of SW is
increasing, it is expected that the possibility of the accident caused by SW
errors and the damage scale will be increased to a considerable extent.
Therefore, there is a need for institutional innovation for the safety of SW,
which is used in major infrastructure, which may have a great impact on the
country, society, and economy.

The main purpose of this research is to establish the direction and amendment
of the Infrastructure Protection Act from a viewpoint of safety management in
order to ensure the safety of SW used in major infrastructure.

3. Composition and Scope of the Research

This research firstly analyzes the significance of SW safety and its policy
system and then analyzes the main flow of the domestic and overseas
infrastructure security protection Acts and policies. In order to analyze the steps
of national disaster management activities in terms of safety management
(preventive - prepared - response - recovery), we study the definition and
scope of national disaster management activities in stages and analyze and
classify legal provisions of each country in terms of safety management and
then derive implications based on the results.

As a final result of this research, we propose an amendment to the
Information Communication Infrastructure Protection Act and an enactment of
the Act on Software Safety Management to enhance the security of the public
domain software and the safety of the intelligent information society as a whole.

- xil —



4. Contents and Results of the Research

The legal classification standard of the safety management viewpoint is
based on the 4th stage safety management activities defined in the Domestic
Disaster Safety Management Regulations (Prevention-Preparedness-Response-
Recovery), and detailed steps and contents have been established based on
the researches and reports related to the above.

Through the classification criteria established, we have selected and analyzed
the law that is central to the domestic protection law: [Information
Communication Infrastructure Protection Actl], [Disaster and Safety
Management Basic Law] , and laws related to nuclear safety, part of major
national infrastructure. As a result of analyzing and categorizing these laws,
most provisions have been focused on preventive measures, which are
activities that minimize potential damage from risks by predicting potential
risks and taking precautions such as establishment of safety management
organization and organization, establishment of safety management system,
safety inspection and safety measures, establishment of safety related
foundation, establishment of safety management plan, etc. As the provisions
of the precautionary stage occupied more than half of the total clauses in
common, it was found that the provisions of the National Security Protection
Legislation in Korea are focused on the preventive stage. This is the outcome
of the prevention - oriented disaster / accident management measures that
the government has long pursued. In addition, through the results of each
legal classification, we were able to grasp the activity flow according to the
detailed classification stages of the safety management viewpoint, it is
believed that the parts that are organized more systematically than the other
laws according to the purpose and necessity of each law can be referred
more intensively when a new legal system that regulates SW safety is newly
constituted. Moreover, analysis and classification of existing legislation made it
easier to identify areas where additional discipline for SW safety is needed,
and also this review process can reduce the possibility of reducing the
efficiency of organizations and companies by duplicating regulations.

— xiii —



As a result of analysis of major infrastructure protection legislation of
overseas major countries, Domestic governments have regulated the safety of
most national infrastructure based on law, but major foreign nations have
tended to secure the speed of implementation through planning and guidelines.
The United States, Great Britain, and Germany have systems based on the
perspective of safety management of prevention, preparation, response,
restoration to prepare for national disasters and emergencies. Through the
analysis and classification, we can get a glimpse of the strengths of the
Infrastructure protection system in each country and the points to be referred
to when constructing laws in our country.

As a consequence of legal analysis of domestic and overseas infrastructure
protection system, each country have a legislative system based on various
points of view such as disaster preparedness level, security level, and
dimension for external infiltration, but it does not have laws and detailed
provisions that can encompass the contents of SW safety management, such
as accident prevention, due to internal defects of SW. Therefore, it is
necessary to establish and improve the legal system that can regulate SW
safety of major national infrastructures through drawing up provisions that
may be relevant to the SW within the law governing the safety of major
national infrastructure and establishing the scope and type of SW.

Through the study on the improvement of the legal system to secure SW

security, we proposed the amendment plan of information communication
infrastructure protection law to enhance security of public sector software
and enhance safety of intelligent information society as a whole and
legislation for software safety management. Plus, actual amendments and
enactments are attached as appendices.
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Ath7bA S5AN, ATEH 5= ARstH Addgdd HARE TS5
AZFFRATE 1o % 1960 thet 1970 ol EojA =7HerEE A 2 AR 3]
AR 9 BAAHE Adsta, 19793 7t EE oa AdAldEe H(FEMA:
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Y87 BAR P} Hl2aa T2EEBL L, NSA 5)& 743t A7 53
= AABIRL F& VIRAEE AYA2E 7hae) 0o AR B F 233
78, 1F, ATE 5 A2E, BARIA R, FE, A, ), AEY A58
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I % a2 19989 PCCIPe] o= “AHAAF 635(PDD-63, Presidential
Decision Directive 63)" & 333l ‘=7 A 7|RkAE B 2914 3](NIAC, National
Infrastructure  Assurance Council)’ , ‘= 7}HA71HA A B AMENIPC, National

38) HESAGA ALY, FESAVIRIE oY AGTA 7] 2AE, 2000, 36ps.
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=8 FRI7|INAIE BIAAE TFH R 7 e 8L =
AF(NIPP, National Infrastructure Protection Plan)o]t}. 20091 ®3¥ NIPP= ¢
o] AZAFTH AAEY FHoFHS AN 7| a(Mitigate vulnerabilities), 913-& # A3}
I(Deter threats), =243 1 9 Ao IS HaxFslr] H3ked(Minimize
consequences) =7} 9-A<9le] Exol JWAA RIS 98] TQd AR 1 &

N
-~
N
rE
>
(e
tx
o [ol

& ke Agsln Aok A AFAYTAT NPPol AL FEGREE 277wk
3 FZ)RoF AR Yo, T Ao AR} wiztiore] wHS 2A
93 o 7 FEUYA Rde AAET, AR U JAZES 93 FH 293
(GCC, Government Coordinating CounciDE st} F42A RIAAE T2
stal 3l

A rlT] UMAH REAAE FEAY BEAAS BA, AT Y NPP

9} 3hA HopE A|X- A E(SPP, Sector-Specific Plans)S Ea AHA|3] Asta glck SPP
= 16709 ZQ 7 Zzte] BEo) wet AdEey, AR 2 s AAVF
sto] SSPE 7iEste] @R wAE WhEsta i, NIPP7E A€ ¢ 3= 7414
RS ANSIT 7 R0 7 BRo| X, AW FENC A S HETR 9L
AL, A, AR} T 5 Y2 S T AAS ANT 53, 7 RE B4
& nEete] FE T 4U AY, 4R, ANTF, 2AH HEUAE 2451
ZAFHe Ao] F1 ATo|n] o) 4dnjth AAE ] 7 Hopolq A&HoR W
Aot el a880E e + J=F BATT v= F/AE BEA
= o] gk NIPP¢} SPPol| whe} HH 1% 7H0O f-7]2Q AAE &3 g82o2 A%

o AR 2 EY TEE =S 2L
%74 $93], Sector Coordinating Councils)

H AR A Ak dE AA, ol st AeH o2 4,
z4 3=, g 2ok gde U EN FiE F8 7]
2 B Ao 24 g AlgH @, ARt Wzt gy =0

48 Ago] A} 53] SSA 2 #¥ GCCo sl s Hofe] nE A

40) AHEZFS U HAA LILX(Sector Coordinating Structures), ¥ EHof FA JLx(Cross-Sector
Coordinating Structure), AB 352X (Information Sharing and Analysis Organizations), £8
Z189kA ) @3 AR Y3 (Critical Infrastructure Partnership Advisory Council), £Q 7|84 BS
o 2= ost AH FS FHA(Information Sharing for Critical Infrastructure Security and
Resilience)

- 100 —



A B g Bgel B BF, B4 A4S A Bopd 34 % AY Y
2 Slth A S, ST woke] AF Yot 1o v the/ET Aol Ao
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o GCCs(HH =4 993, Government Coordinating Councils)

GCCe #obd, BH 74 g #F 9 11 249 9&s i, /ME F29 &
% shAo| we} AW 2 SLTT(State, Local, Tribal, and Territoria)e] th¥ & A9t}
GCC= %EOPEE—, wopd ©@Y 7|ESSA) 2 oeke AR 7|89 FYS Bl 4
PR A 2 AEd A% 9 24 98-S F9shy NIPP 2 SSPe] i F A1

B Ao Ffsiri= ok w3 B ) AR 13 2 24 sE 2 2AE
gty =24, AAH A #dE Z2A 29 A g A Ase 9 o
of wetA= SSCo AF-E AW ik

s
o

« SSAGEerE @9 71,

PDD-212 7} SSAse] & & Al Hste] A4St ATt SSAE HEQJRE
A #E|A 3 d]dste] PDD-2le wE H3

w

ector-Specific Agencies)

7]9kA

< A4AF, A, AFH At HE FESHA &
T7RE W FFEA, b, BA 243 T 9
] F824HCKR)G] B 2 3] &5 -H(Resiliency) SHEE

T
o e R 4 w2

ojel W} TEEE Botdst 4% BA= vad 2

41) US National Infrastructure Protection Plan, 2013,
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<E 4-2> m)=9] 7bbEopd ANHKHE A% FA(SSA, Sector-Specific
Agencies), 7] = EFR F www.dhs.gov/sector-specific-agencies, 16.11.22.

BRI 7|6k Ho} A% FA
Chemical = EQFR B(DHS)
Commercial Facilities = & 9+ 1 K(DHS)
Communications = &9+ K(DHS)
Critical Manufacturing = E QX F(DHS)
Dams = &+ 1 H(DHS)
Defense Industrial Base = 5(DOD)
Emergency Services = E QX E(DHS)
Energy o 4 2] #(DOE)
Financial Services A F-F(DOT)
Food and Agriculture FEE RAZAZ(DOA, DHHS)
Government Facilities T EQIR R ZF A (DHS, GSA)
Healthcare and Public Health 11+ F(DHHS)
Information Technology = E Q1 F(DHS)
Nuclear isgc%(;;ss,teMaterials, 2 =0k 1 B(DLS)
Transportation Systems T EQIR R wFF(DHS, DOT)
Water and Wastewater Systems 37 1 5 4 (EPA)

nl=re] FRIINAIE BoAAlE W o dY FRee EAS Btk CICSCES
7IHkA A ol 24 93], Critical Infrastructure Cross-Sector Council)7} i3 -
zo| Aot} CICSCE CCY o3 Fogoz FAE Tzt Folsz Fa 7HA
Ao Hel gl BEE Adsh] S8 & okt 4, oA T FAY 4T 9
IAE AT} FSLC(AW 12.$] $19938], Federal Senior Leadership Counci)e 1%
AR F8 WA B 9 B AW 4T, Y S 2 IS Gieid,
SSA & E} ¥ BA/71He 19 FFEeE FAEETH

=
=
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SLTTGCC(AAHA] =4 3], State, Local, Tribal and Territorial Government
Coordinating CounciDe= 7, A9, I7kd 7= 24, AH9AE] 5 7|8 HEEE T
AEH, o 7HEL A% 2 J@Es FAsk F 9 A AR A, A =
2| tiele] tEAHE zu Aoz A4 9T 433t} E=3F RCIA
dYA 24 193], Regional Consortium Coordinating Council)= &+ 2 W3t

oAAM F8 7|9AEe BE B T UsY Ais s AY oAt
TAE fd3]olth

Al AR B 9710 g BEE wEA FRstal tiAshr] A8l [SACS(E g+
B , Information Sharing and Analysis Organizations)g %31 itk AR FH
TAAE 5 ARFFRAL o2 2oF B UE O5Y AR &9 2 AT, ARek W
BRI AR S 2Ry 4o I8 £33t AR TGEAMEE 1984del] &Y
H =715 4124 A E(NCC, National Coordinating Center for Communications)E 7192
2 10m, 19993 A A H] 2~ Fofe] AR F[-E4AlE(Financial Services ISAC)
7V HEE A" olHE A 16709 ARFFEAAED7E 8 Folth ddAEE
ARFrEAAE $93)(SAC Counci)®E 435t ok ARFFEAAEHE 2 &
ofo] E3lEo] Atx, ¥, HFH ARE Hyste A Qo= AXARE FF, &4

oy gl HuE 7)E QN2 JEAA QlaL o] £jof] Zb fofo] oY A
Gk gt AF, AlolH/EE] 5 e FH A 3 ARE
a9 5

X X
-4
N

.I_;

o =e 20061 TEQJFR P o3 F2 71‘1‘*/\]*4 Ho #4d =9 352z st
a, 3 Ag £ 9 AYS 9t CIPACEFS 7]t
Infrastructure Partnership Advisory Council® A#H3s
A Aol 4 HaRks AEshed dag 2& 7N
g A Fysk A4 dd 2 AL gs F F
d 5ol g =oE 6636‘}715 gt} HEo] 7 Pr

SSP & =7H8 AR B AE Y, A s}y

42) Communications ISAC (NCC), Electric Sector ISAC (ES-ISAC), Emergency Management and
Response ISAC (EMR-ISAC), Financial Services ISAC (FS-ISAC), the National Health ISAC
(NH-ISAC),Highway ISAC, Information Technology ISAC (IT-ISAC), Maritime ISAC, Multi-State
ISAC (MS-ISAC), Nuclear Energy Institute (NEI), Public Transit ISAC (PT-ISAC), Real Estate ISAC,
Research and Education ISAC (REN-ISAC), Supply Chan ISAC (SC-ISAC), Surface Transportation
ISAC (ST-ISAC), WaterISAC

43) SACC. 2012. US National ISAC Council Website, (2016.12.02.)
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M= 78 7|82 BE gl BE7E 93 AR S5 AT AXEE AAZcE
zk3a1 itk NICC and NCCIC(=7F 7|REAIE st AlE 2 =71 Aol ek F4l
S3H4E, National Infrastructure Coordinating Center and National Cybersecurity and
Communications Integration Center)= PDD-21¢l 2Js] Ag® AlEl=2, NICCx 2|3
7WAA, NCCICE AAH 71HkA e B8 15 QFE s38t NICCE S8 7|4
A ARE 5 2 Agstd A Y it ZAAA N ARE ATFoEA A
A A, AR 73 D A3 UeA] Alé&sta HE8s HRE ulelo g oA AAL v}
SES ot 2447 BRI, 24 2 ALt FYste] AR, Wzt 2 A3
AN ARE TRt tg 2 &3t &5l Foste] Alne FFe oM, 7
o Bk dE 9 ARLE BAs] A7 A - ded Algs sYiith

XN ZHNOC Watch), 3 E =HIntelligence Watch and Warning), ¥l dR Ao =
VA AE|(National - Watch — Centen)®} =71dl-3- @ HAlEl(National ~ Response
Coordination ~ Center) %  =7l7|8kAAd  H5dl-3AlEl(National  Infrastructure
Coordinating Center)= 4% NOC(=7Fd Al €, National Operations Center)& =&
ARFO F8 AYE Ity Itk Z7HHAEE A AW, HE 39 E=e 7]
B} A s Sy Al A AR D 4 AEAXGACLTD Ad 4% 2UEHE
A3 4 d3s Rysty, F Ad #H BRE AF A AAA A A
g3t

npxjato 2 FBIY] el 3sho ¢l= NCIJTF(National Cyber Investigative Joint Task
Force)x= ArolH 3 ZAF #HE HRE Y, TRt 8 7WA A gk

Pl sl o) B BHS 23 L FUSHE 422 £ Uk ol 5
2 3

)
I
=
=
M

FEQLEA A, =AE 71 HiE st dE 72E TS AlelH 4
s 22H 07 gofe] sh3ith

olefE w=e FA/NMAA BEAE v o] Al&e die 3 dds A9
714 78E ol Fal Sloh
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[1¥ 4-2] US National Infrastructure Protection Plan, 2013, 11pg.

Fa 7|ud H2 RHEe

skt 5 s
Mo 8 ®
=4 B ®
TREUAE ® ®
= =LIEE A &
EEWITI ® s
g 7= B ®

=] =13
P . o

LOd
ssasy | JEI%. e o
=4 4 SYL @ 2
ol 4 %] o x| & ® ®
sz ATy | @ $
3% CETI T ®
+xtel sdusl | @ ®
A8 Al = = 5
e

3 FLINMANAE N AR

20139 12¢ 29 @ ‘AR H 215 (PDD-21, Presidential Decision Directive)’ +
T8 7|9AA e BeE 9 Eto] A% W& A tadt 2o Hl=9 F2 16
A 7I8E ZokE AL JTH. ol =7t bR, FX|, BAA AEE, JANEY
ZlHke] & Ropg wl¢ AHwstu B3 A|AM(Facilities), #A(System), 7%
(Functions) & ojm|slm), AsojzA o g 37 AZate <A Aah EEZ A28 A
ol A|2~HES XS ware] Iy WA BRE 2008 A 2 A 5 A

44) US National Infrastructure Protection Plan, 2013, 9pg.
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sh= F8 A ZU(Critical Manufacturing)S st F 167] £okz A= 3o
, 53 8 Haakte] Jde =tk dAAAE fdsAE Fou A94 A

- H =
oluf =R FA| - AF | &S F= tEEE AAste] AEsta AT

B

{3 4-3> U.S. Critical Infrastructure Sectors, NIPP, 2013

I7L7|9EA A 5 AE BE o4
3}5} 25 2 T
(Chemical) (Food and Agriculture)
e AR Al
(Commercial Facilities) (Government Facilities)
B4l T B BXA
(Communications) (Healthcare and Public Health)
Fa Az AR 7&
(Critical Manufacturing) (Information Technology)
ol A BH 9 g A
- (Nuclear Reactors, Materials, and
(Dams)
Waste)
= Ak nE A 2=H
(Defense Industrial Base) (Transportation Systems)
5 AHlx =8 AHl2
(Emergency Services) (Financial Services)
ol 4 A TAY #E Al 2=H
(Energy) (Water and Wastewater Systems)

ol Far|HEoks T I, A, ol Fad IdFe nE F e Ao

U AzglozAe] A7 LEGAHCITH Fa T BEAKROE TR
o

(E 4- V= TEQJQRF FQ8 AF 2 Booy, AR, 2009.

T Al R W&
o AIF L I Y] A F(essential goods
& services)
A s W FFAA 75 2
+ 9% (interconnectedness & operability)
e T +d 9 H S (public safety & security)

45) BAY, QOF, FolAl, “Wr|utAAe] S el A7, ARl mESE, 2009, 67-72pg.
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e AXFF 9 A H(ntelligence & warning)

o I7 H FFAA RS (border &
transprtation security)

o U tiE2] o #(domestic
counter-terrorism)

o A ZIHAAE 9 =7 FoAE
H S (protecting critical infrastructure & key
assets)

o AYA "H=ElF Fol(defending against
catastrophic terrorism)

o HIFAE #¥] 2 o -3-(emergency
preparedness & response)

e
ata)
r?
—d
of
18

3L

- 2] ¥(agriculture & food)
=48 Al~"l(water & water
treatment)
o FZFXRZ(public health)
e Z1g A H] ~(emergency services)
o HWF94Fd 7] Z(defense industrial base)

e off
yd iAs

Al ZI9AAE B ST HCD

e
d

e I7H8 F& - 48 ¢ 44 E(national
monuments & icons)

o H(dams)

o AR A A(government facilities)

o YA A A (commercial facilties)

Fa 7R
850 3HKR)

2. FRIINANA S #AH HY

D m=¢] 71Nt RSHA T3

=] ZIE A AAHO RN FESHY, IEGEY e AV EE
T 5 Aol ERE A3, AWFRIANIUE APHEHEITH), At S5, Abo]
HEQH Agpdy S3 YA omA stEsel #AHEI o5 H(Executive
Order) ¥ =7} <trol] 3 tfF# H(Presidential Decision Directives)40)3} kg AE
2 A Sor FAHEH ol ME #7134 BES /A AukAl F8 7]wAlAd

O:

r2

46) = EQtH Fofo] PDD-63(FQ7|9tE ), HSPD-5(mrUiAtalta]), HSPD-7(FQ7IRFAIE A1, Ae9] 4
A 2 ¥3) HSPD-8(Z7MHiddy]) 5
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O

B35S 93 HA AAE AT dHATY FEA2E 9 HHESE 9t
W AR 7} 7|REE stog EJZEIOHS N AYES o AUAREIHS
NIPPS] H-¥ AYX AR & A & (Government Facilities Sector-Specific Plan)3} g o]
ATkl B QU

2
7

2) < EQFR Y (Homeland Security Act of 2002)
TEQHHLE F 17402 745 vt @ EQJREALA), AEEA M 7]9hAA
Ho(A2%), TEQJRALANA S H87|=(A3R), 54Tt =(H474), vt}
-3AS), vl 7|e} AR2AE «1 THTFELE A% AA7FY A2(H6H), &
FAT), vldy A= =H- Hﬂr“ﬂ B AEA St nit F2(A8A), =
EQFR 3]0 (A9, X HHA10% ), W AN, &34 A9 2
FA 127, 9% =5d HAAILA), s Hf{ 87 2FTAY FHA 147,
ZASHA L), Faueetdd Adde 7€ HEAIL), 39 738 2 714 /HAHA
177).
o] T AREXNI} 7|HA AR S(Information Analysis and Infrastructure Protection)E
051 e AR o Zo] FA4"ETh
o A1 ARENY7HIAAH R S (Subtitle A - Directorate for Information Analysis
and Infrastructure Protection: Access to Information)S TA43F #2019} A Ho
g AEs A A 2022 A

o A2-E& FQUIHFAEA R (Subtitle B - Critical Infrastructure Information)ol] 33}
of A211ZHE A215F7}A 5719 2802 T4

- A211Z2= 8¢F A Fo|a, A212z= Ao, A213Z= FRIIWHAAE Hexg =)
A78stal, Addo s FHE FRUMANAARRSE AT A214x, X i
AL fleks U= A AR 74F

S
=

Sk
-

o A34d-& AFHHeKSubtitle C - Information Security)oll #3F W8-S FA3IL YL
o, A|221ZFE A25F7A 57 ZEo2 FA

- A221%2= ARFFAR}, A222x= Zefo|H A AARL, A223%ke HIAW Alo|HKE
oF 73}, A224%= Net guard, #A225%F= Alo|w Rl 73HHH(Cyber Security

N
=
rol
H
rO
o
pam
e}
ool
r ©
8
H
of
H
4
ne
1o
N
rE

AA o st AL, 2010, 21pg.
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Enhancement Act of 2002)S #4381 9L

o A4 7}3}r)&A(Subtitle D - Office of Science and Technology)ol &3t 4
Skl lom, A23IFHE A237Z7MA TR ZEOE A

- A2Blxe Ferlede] A9y Jr|edd, A2z Ar|ed dF-9 9
T, A2Bxe HAR7IEY A, AUz v JEATA Jr)edd FX,
2] 3-9] o], A|235% %ﬂ*ﬂ%ﬁfﬂ& 2 WA 71EAE, AM236xE W O 7E A

Aol 24, AB7xE nFPFATLY FHE AL G2 dS

E3] ZEQFHEHL 7 Y& A AR K SH(Critical Infrastructure Information
Act A4 211~)3 AlolHE<QF Z3sPH(Cyber Security Enhancement Act A4 225~)&
kst ool e WEES Aot Stk AN FRESH®L FQT|uHR
(Critical Infrastructure Information)& ‘YRFHOZ FFo R84 ¥om Q7|5
EE B3SO A2 ]’;ﬂ—‘Jr Hd Qe AR = AYstet, ol F8 7WAA
°ﬂ ﬂla AR AR, ZLXHX I = A3 el T Ao=2A Y, 7 AHe

4 e ANAY BE TF Mﬂr b L 46*
(e}

i

& 2/ £ wEAAZo] ) ARG ol AE, AFHAL Hobg
Yok 5 Faslh mE wEAsde] ofs ge, ok, EE 28 g3 5
ol B AnG Pol, ofsh, THse] ek S, HE, AVY, BY £= A%
H 5 Fa/IHAN EE T BEAxde] B ARHAY BAY S BAY o

BEAZER, ofmd Auls, BelH EE AAA Axd, B8 D ARRA A7
Ao 2A7I0E A5 Qo] e T Aow B £= AAR A2
Hoex AFES ARE Azd, BAY EE s=glolu AxEo], Ay AY
A%, A% Fol Yt RS AV, wF ARHOR AFHE FaMHR

48) 6 U.S.C. §131-134

49) The term "protected system"- (A) means any service, physical or computer-based system,
process, or procedure that directly or indirectly affects the viability of a facility of critical
infrastructure; and (B) includes any physical or computer-based system, including a computer,
computer system, computer or communications network, or any component hardware or
element thereof, software program, processing instructions, or information or data in
transmission or storage therein, irrespective of the medium of transmission or storage, Critical
Infrastructure Information Act, 6 U.S.C. §131 (6)(B), 2002.
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9, Aol Eel A AT R AL, QY Aol F3F, Aolmeiy

%5 TF, NISTS] Afo]etn. 9

7, AolEgk 7% EE B4, w4 BE W, AoludkL 94 AT ¥ 2% 5
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jo2 A7 71 3 £F/7]E s 8 &= EFska itk

=L JF @t ot off ol ot o &
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X0 T
ki
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=
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>
95
J
rr

o2l ofm

=
X

= l:]‘—-‘l_. E%‘
stal glom, NIST= ' AH 3l ARAXES HEE 3 B8 Hagke] TAZA
=]

20143 129 AAHREIHS AR ASH(Federal Information  Security
Modernization Act of 201)=E 7§8=o o5 2 W8S E3stA HAuth TEQ
HIE(DHS) Aol A #e]o 4t (OMB) 545 A U3t=E HFHS Fojsto] AW Ro

50) AR S, ‘012, A2, SUo] sy AA] BF AR, 2010, 30pe.

51) 6 U.S.C. §145

52) BEd, AL "H7IRMEAEAS AT v]=9] vhxtolwE Ao #et A o ZAPHI FEQIEHS F
Aog” njZAHAL A20H A25, 2009, 232-233ps.

53) 20149 12¥ AU B Y S A3t (Federal Information Security Modernization Act of 2014)2 7§74
Hlony, durAel U8 Agesta, /EE B2 AR
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LALTS] 7 7199 4005 IF o9 FAT & U=F 3o, FEe
AR % BAAET 305

e &9 % V€A
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E
ol
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ol
HI
HI
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mlo
do
rot
ol
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0
(o
lo
b
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il
Al
1o
ol
Rl
e
é
N

_4

el AHOMB) #He ARr]Be] B HEFE 2o A FoAl
i Tl =8 ATselor o FEIRROHS) A8 Fojale] AR

BEE AU FEY EHE v 3o] BIFES dof Bk AR
o8l A3l BA U} APS MO UeolE sholok sty FajAa
PR A& oJ3lo] BAE Solof s, BAE FANLE VAT G2

o

FEH 0LE 9= o flom AUl Haatael g FEE W= 2t
of gty FEJAEA(OMB) =42 FISMA AAYZHE 1d ojufol] Fe|ofibt3
(Budget Circular A-1309F 7§7g8t=% stof HlE&H o] ALY Whld4t Hug flofar
AYBR7| B AHES FgATE JHALES HeE 3 ¢ B2 Ade 99T
T AEE djoF I IAFALG L T1BEES ARl HFE U F UEE

Zled AYE AFIEE st AHEHEATAIE(the Federal Information
Security Incident Centen)oll A= 7138 A Qst7] $18] Aol Hq, ok, HMAL
o thet AEE AFS A% 715 HHo|E F3alof it

49 A FAS vFAYH Robert T. Stafford Disaster Relief and Emergency
Assistance Act of 1988)

o) =& 1988 Akt E W (Disaster Relief Act)S Fjstar, j4T Hoz Ad U=
of 23 A4S StEsta glow Fo} AR, O2|a AS FUEY Alde] it

AYPE FEZHOZ St

o A A TR A B0E FARY PR $FTASY
o

=
O 2 8ol offe AF FAFd AWAETE AT Ade AT A,

|‘l]O

A

==

54) XA (Binding operational directives) : AX HOF 9], F o F= QP02 HE dul AHQF AW
AAES uss 2xoa FISMA 2014004 Aolsl ZRALe

55) 1996d 2 A F3 H(the Clinger-Cohen Act)o] T& AWFE AFH #H2]E st AAolny 2000
opR|sto 2 ¢iro]
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PR At 575 9ol 2o Ade Ak B3 tlede it Ad 24
Al PSS o 3loH, g AR, 94 83<e 2EE NGO ol diste &
Pr1HE0] ALY = Ade FHE & Ud

5 At <314 (Disaster Mitigation Act of 2000)
20008 Pl Ald o Ado g A3 3 AAE FRE FHEY Ao
Aole Aotete Ae FHoE Ad A9 HIA RS g
Aetat) o] HE AR A2 Al 44 XH‘& 7(:)171:1!- 7]
(@)

¥ 9
o, AR AROZYE ANTIAZE W] HAAE A A A
= 2ol glol AAT 7}011:3}010 A3 %—@-ﬂn
=
3]

6) Apolm et AT7HEY

M= A EQE AT7NEE A 257} Apolw] Bl Eope] T El
sted 51 Bk oF 99f 3Tk 2 E ALY ¢ UEE Sl ITk0. S AsA
(NSE)3t =772 2E9d(NISD0] 3T dl4ks ARgsherl |8
off Eekol 3 Ao wSd Ado] rhssiy AT AL B *d AR A AR
= TARE FAZH Al AT 5 A Adadd Adz2a9 |
&&= Ak Sl

7 7]Ek HEHH

1998w PDD(Presidential Decision Directive)-632 E3l] F87]HkA A0 tial HAE
A HIAAE vl o, 571 878 HEE I3k Heg o] dWf JARE =+
Alo g o]Fo]x|7] AlZsE T 2001d 9.11 HE o]% iAW A|132315+ PDD-63

56) Brock Read, “House Votes to Authorize Greater Spending on Computer-Security Research”,
Chron, of Higher Educ, Nov. 29, 2002, 29psg.
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O

HSPD(Homeland Security Presidential Directive)= &4
7h AT YA T ARFE AL e AF ot Hxof
EQMR AEodds TA] A% 2o E AFete HE 3408
st T s Haslelr] A3 2AES X WEE0] oy Ak PEHI QU
HSPD-3+= = EQkH A}F-A] ~Hl(Homeland Security Advisory System)ol]l ##3F -8 24
A, F A, AY AR T8 v FHEdA Hg s tig ARE HxEer)
gt oFARE AAEk ok HSPD-5= =ujAbade](Management of Domestic
Incidents)ol] &3+ W&o 24 = Al #glol ik =7H HEs 057 o,
HSPD-7& 7|RAId Kol A3 71 583 7RIt EHHEOZA 7|d BS 7
Aol A4S 51 HSPD-7S &3l ZHzte] EalH H3k A Z7ietie I3 &
FEso]l 77k HHY 4 BECE A&Eo] glon, s & Sl NIPPY 7
WS o) Fslslal 9tk 3| HSPD-72 2003\ 12€ W=l =7} 7HF RS E 733}

s H= AL HUsgon, o & H FEQhHE SSA, 718 AuAsh /),
F AW, Bz oo BEY, 7zH 9 O ) BE HEYste) Ad)

[ex]
As At Atk Aol 9Ygrt E‘m_ & 4 gtk HSPD-8& =7}EHIEjA|
(National Preparedness)OH A5k Ygoz2A HEHFE, =71 A S a3 AA
rIAAS Fre= 2HS T Utk 718 HPD-9= ¢ 2 2#KDefense of
the United States Agriculture and Food)oll #g+ wj-8-o]al, HSPD-102 AJ=38H4 wo
(Biodefense for the 21Ist Century), HSPD-19%= Hle]e] ZwWrE3ke] A 5(Combating
Terrorist Use of Explosives in the United States), HSPD-20-2 =7} A< & (National
Continuity Policy), HSPD-22= =W} 8} wroj(Domestic Chemical Defense)E W-&2.2

A
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[ o === (Patriot Act)] (42 US.C. §5195)

A= oA S ANAE AldelA RS Fadd AANEE At e,
=]

SRS BA/IBOR FAPNAN ARl - BAMEE Fol T MARY of
71A 23 ABe] A, A B A Y NS L =R FAEe Ak

[ B HAHSHFISMA of 2014)] (44 US.C. §3556)

AN R AYSHEISMA of 2014)2 AW R K oA T]-3-AlE](Federal Information
Security Incident CentenZE %3 7| #E9) xg Al 2~"lo] Hek Alaro] tdle] EBhx|Eka
HE 7 JEF ey A9 F¥s FAst Aok

[ EQFR H(Homeland Security Act)] (6 US.C. §144)

= EQHE H(Homeland Security Act)oll me} ml=& AQHAELIHE &-83t] AGALS
HAEA2~E 9 A7 EAT TA 1S AR Z AUsts 2AL LHIEE FX

5ol 3t

ot

LA
]

O:

o QHH#E AA W
[=EEH ] 6 USC §112)

FEQGEH] whe} TEGURAWE F 3 A% AR 2YNS 5 F 4R 9 A
P ENE R R DIEELRE

AR EA AzE, A3 Y Ane) MES sk, 5 o} w1z
BE Fo/NAE HEE % AWPAS AL, Exskelok Bt
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[ Afo]m B ot A7) H(The Cyber Security Research and Development Act) |
(44 US.C. §3543)

AtolH B ot A7 (The Cyber Security Research and Development Act)oll whe}
ot o AHAE] H(OMBIE AR B} £F - AZES At 1 NS 5stes 1
g5 Sl

[Abo] M Eek A7 | (15 US.C. §7408)

Aol ERE Aol we} A7 el #3 WHES BE= AYsHA s, Aol
BEQE Al HolA A7 A Wl Z=O9 &9 AR 3 AAEAE FAF L
2 Aet=E qtAsta o

[ A2 S (E-Government Act)] (15 US.C. §278g-3)

AP FR(E-Government Aol whe} wl=2 ®A|ol Astq Fols Adstd A4
O e BASk, S7REEZ|EYNST)ol SRS 23 AEA 2
Ful3)

EF, A4, B9, e AEsiER Aekal o

[AAAFH ] (44 US.C. §3546)
AARRRE FAARIA2E £ - AV B DR R I TAE

HEE Aot F7HEA AR e] 546 Ste AR AE s WA

AR TA A Ty Axdle] mElE - ARl - B4 L E)
& 93e] A, A A A e g
AL =S o) Ytk

[Ato]H B A7 1 (44 US.C. §3545)
Arol EQF A7l (The Cyber Security Research and Development Act)oll whe}
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7 B Ui A% Z1%e] FREG T 5 A% o) ZEoagy AT
a5tg B A3l SAH WhE AR, AT 2RE g oaEe A
9

3} )
Al AEstH, SFBE=CA) B 1857 SAIshs AlzFlol tigh B7hs E5 99
o &3 Aol AEs=E Hol3rh
(A HH ] (44 US.C. §3544)
ARl whep 7h A7)Ee A% dF 2 Ak Adshs AR B AHA
dlo} FEAHE AR, @70, Wl 4 EBe SE Qe opld 4 fle s f9
LR

[=EQMEH | (6 US.C. §182)

FEQIYe] wel FEQNY o EuuAne HegaE 34 B Bl 1)
0 A2Y B 4T BYHES FASD At
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2 ¥l ©A
[ef=2] 1 (42 US.C. §5195)
PFe FARE Bl AND AzolA unEe] Feys 4RYEe nefst)
BE JIN PR BYH )52 AL F A FRHIT D A
5g YIS S Yok

[=EEH ] 6 USC §12D

FEQFEH | me} FEHRRY PR R
B B lF TR A7k AYE
RIS Ay Ak 2 9 Hjd A
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2 A 1S Az, v ol B

1 Al 2~H
3 vlse] A4 A9

3 2 71e 9 A, A&

4 ANE =

b

o= P43 Atk

[=EEH ] 6 USC §12D

WAE HEE % T Aol Yol TEARE Huy
BHE GgAne GA4Y ¥ FL /NAEE BEs] A% o
& Sgshe Ze Ansha ok

Q.

3 g &4

. U AA T 2
(B B HE o] B

- -

H-E(Intelligence Reform and Terrorism Prevention
Act of 2004)] (TITLE IV - TRANSPORTATION SECURITY)

AEAY B Eegel At

Act of 2004)2 1%, & Hb

AN g % BFE A% A
sk gl

E(Intelligence Reform and Terrorism Prevention
Sk ZHTITLE IV - TRANSPORTATION SECURITY)
d olreS ¥ rEge FHIES 4

23 E%

¢
i

[FEQJMEH | (6 US.C. §133)

TEQHY L 7PN RO A9 weA] FR7E A3 FEst] dad 5 9
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[TEQFREY | TITLE V - EMERGENCY PREPAREDNESSE AND RESPONSE
6 US.C. §144)

TEJRWH O A5 ‘HITiHIeL thS o #E WES RSt Utk T A
Al gt 2k B Al AR, Al ts, Bidd 2ese] 8, v s
Al =71 RIZEEoRE o] ol A’ T+, A8V, Ask B AW 29 o] gl &3

$% T} Yrk

o SHEZEA
(AR 2 e outel] &3 HE] (TITLE IV - TRANSPORTATION SECURITY)

ABAY 2 Hege] B AL IAHANSAYA BIAe) U B FF
Bofe] 215 T2 Ade] BF S ¥ WEL TPIES T Aok

(AR D e Ho g &3+ HE] (TITLE IV - TRANSPORTATION SECURITY)
AR 9 e gel e WEL FFe] U HE WA A AF U, 23 7]
el o3} o % 5 FAHD Uk

4

5

T 24

-
i)Y
re

S| j]

(¢}
= 'T_'Tog

=]
B
[ A 3l (Disaster Mitigation Act) | (42 US.C. §5172)
A 3P H(Disaster Mitigation Act)e AWt AR 2 stolF nj=HloA] At Ad B

T2 98 AAA AYS P =2 FAsI YTk

. 27 AE 5y
(AR D o He &3 HE] (TITLE IV - TRANSPORTATION SECURITY)
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ARAY 3 Hgalyel B WES ANAO
Q) BT A3 vl W] i@ 2BA FHL

[=EEH ] (6 US.C. §422)

TEQEHAX = HEHEFoIY 3, A&t 3t

EE BTE 9% 29 PSR Ao

5. WAl €7 A3 2 AAY

<E 4-5> AT

rJ

Hol o@ el wal A MR

At glek

rir
ol
>
olr
ok
o
(o
il
-z
A
Ao
ol

HolAe mae] FarlMAA BE WA R A

S Fas A

(42 US.C. §5195

T AR &5 B WA ne
oA 3 s oa
EEEEN ZARAL AE oA - B4

AE 72

AT
(44 US.C. §3543)

ddEeE 7T r(zd:‘}tjésicg?;ﬁf AR E AT A =
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4gA 9] kA #e] GAl HE Z3E0] HlwA TiF FEEHY I EE W
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SHARE, AtdbEore] rAIARE tiEid s B

go0sta glord gD AAF AFAC] BAHAE %5_4 NTE
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59) https://www.gov.uk/
60) http://www.hse.gov.uk/aboutus/inthepublicinterest/
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{F 4-6> ¥ TL=77HAIE H ARFA
nm A B o} ATFEA
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Al Hdd, FFAHHE, (Department for Business,
T4 54l Innovation and Skills)
(Home Office)
) AR
—_L
A (Department of Health)
%:tjl- :_,7_}— =] ;_(]% X]ﬁj\]'ﬂxc-}l:l]‘fl]‘
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—SEH
a2k n) e
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F Fahedy, FA A, M
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e T3, S, A= FER
° =2 (Department for Transport)
BT ENET
= NP (Department for the
Environment, Food & Rural
Affairs)
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=9 W Aol F47|e9 Hd WE HAR FA9 Fhel| thnlstr] s 4
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62) https://www.cpni.gov.uk
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719 A (Health and Safety Executive, HSE)S& AR3l= & TS AFAA FA19=
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Hk= zho) )8l FA|EE o =295 ESHA 7| Tk
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HAbs 54 59 AAY ARE HEAY afdte 89, @AY ARE 28354
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AHEAMAH A FAT7P|RA A e BE7F AHA o R HAHAJA= &
AN Y=Y FRITPIMALAE XA E o] e wEwol BEok Aol oUA
Bol Sof O3l ekAFAIS Aty 7 Fofo] Ay} o]yt ekAFAE w21 ¢
U HolA AJEAAR A AR #ASS F2=7P7|RAE HEe #4 ot
1 g T Qo

1960t 2 70dt) Zof A Eo] wFstal L Fog Igk thF A7 HEstd
A9k QbA - BARA R 0] 57 FA 2} 97 % o] YHo=A #
AZ1H2e JF9 AAVY REsta 7hsr ool tiei A=
AR M AoE g £A7F Ao g stk o]d et ZF A
AHAEOl Ye b - BARAY T A AETsS T8t ddstd e 9%
gs WHsty, A8 KR ARA £ 9 FEAAE glofr] Hs) 1970 5
9] ¥3|(Robens Committee)e] Kol wel bARA FAHHE S Sdsted 1974
22\ AkA M (Health and Safety at Work etc. Act)S A|AEFTE o] AL HASH
AW AR oldY EAEoE EANPA A8t tiFEY Hol s dAFES A
A 1 29 FASE HAb shue HoRE Bt AFARNE Zledd AlY

lj‘r‘
it
N,
)
=2
2
e
r
ox,
5%

W
S
ofN
A
i)
S
(o
=
e
_‘

HRegulationel} AA(Guid oz Ay, G PE7|TE Edle] AP}
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$53 Atk HABAY A B A9 DYoL WA, A 4T 25
A, AHAYE D 2 5 5B ool 91l Ao 4FW ALt Bad
A% ol% AREOIE FZAAE FA%T UHES, AAY] BaAE The

lonising Radiations Regulations, Nuclear Material (Offences) Act, The Nuclear
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Generating Stations (Security) Regulations 5 ®=o] HES Tl SHATFAE A3t
I AR, EZE AYANA HiEste FllEdERY E LS BASIES 51y, o
e ALs W AFGAS ofF 1744, 2EASTE oF 23207808 SiE <,

O R
S sk Iuels BEThAb] E3ksla QITies),
B ZA0LA 99 3)(Health and Safety Commission : HSCO)= 19743 BH7AkAR 9] A
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= o .

0| T4 0902 SEAURLETAD 3, ASAIAT B
83 R 1 hE 1, AR GA] hE 19, A8)AF @A) hE 1908 74

Hl:]— HSCe] ©) AHARY X AAT Y93 D BAMAAHHSE S A% 3

Z66), C&?ﬂlﬂ_ﬁl% AT @ ZAF S8, AR I AEAL S EA B, 4k
AYoA AEES AFsty SL=EAY AXAAYE I ZEA HAAEA
(Employment Medical Advisory Service) €<, ¢tAR A #at 7132 A|A, kHdRA
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A ol Atk
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e =YE AR TR 197430 AAE BAEH 93] 2 Bx9 ARAYTE
E 53t 197590 AYHAL, =5AFTHOWP) 2o AT Bk 99 3|(HSC)
gho] =S wom wEAFEE s o3l uidt FFHES 3t HSES
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Asfitar, wlgtiHl AA= 19200 A8 = o dA 20043 7R E
H] AR AR S (Civil Ctingencies Act 2004)& 7|2 o2 &85 QTi6s),

Mt Alzs nAEe] obdlel ojrES gelsha gk

() G50 o] o4 EA B 42w AslE = 4 9
s, B5hd mE WA BAE A B, £F EY 09
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© =] ol 47 shE E vk e A E=E HY
oA MOl ARSI G HAAEIR, CPNIA Bgehs Fa77171

AECNDY W&< Es8ta o, 7}47101]/‘14 7I9A A B dEolgt &
T A& Zlojth

A HIE S 34 1252 A 1FoAe vt 2 vldtieleh d-Esk A
Aol Ao ARIEE BEHGHE, 27X = 19200 vl dh-s-dell B3 He 7HA st
NEA WAL AS FAS A Yok AgatdoAe] vt Her|He Al 9
A2z A 27| A G A7 e E o] Huy o] F 7|H BF A EY
PR/l 7S F AFETo 9L 3 (Local Resilience Forums)& 748k A
71788 tigstal vk 53], BlIAtHIE Y FRde o7 v 54
Al B, AEE(RY, 7h2et 22 dyA] Bl AdE), als B 59 Aoot #
d Qe 73S HAst =7t ZIRAIE BSe] FoASs B Stk ®=3F Bl
A AP o z= ARAZIAI Sl tiRE 9171AdE A +t78(Control of Major Accident
Hazards Regulatlons COMAH), %332+ (Pipelines Safety Regulations), ®AFs Al
o] 71¢ 8 A (Radiation Emergency Preparation and Public Information
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o] TIMAAE REadd H2 vmAY GAS rgstal Al deH, F2 A
AgE Tl MEAoz T 7] vzl AAT HE =< F
X TAARJ] AAGE EsUEe AAS detatrvt fle SHol Slth webA H]
Fiulg el AR nlgTiH] AAlk ko] PR AN o] FojA= AF ¥ 9
FE =Y A, divl, b3 B BT E5ES A THHE Med |, B AT
oAA AN &7 7l dete dFER AES AAREE S5t
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Folgoivl AlEEmergency Planning A At vldUl-e 2 E7  A¥(Contingency
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3 Qith HIdTR] AlgS vl el tiulsty] ek 1A 7 Hrisk assessment),
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HlTEIEe A AL A71AG M7 do] FIARTE, AGTE, 712A
TEOE WY 5T A8S skl A3t

T rlo o
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THrecovery)®] 671 ol &Es FESIL Ut & AT R Ve AH&vH
d=ro] of Z(anticipation), 3 7Hassessment), o®Hprevention) o= ¥ GAZ EF/
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v &4, o8 @A, 57 @A gt & ¢
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e} Al & th HEmergency Planning College)®] w57]8-S 53] 159 A3 7]&L oA

wahar ik

Y=o HAdtS B EFARE A SR s AU ETAYS AYrE
o HdtE T Adls e 5 ok SR s EdHSETAE] AR
Aldts STAIgL T2 3e 5 WAk 5ot IEdiA Z‘ioﬂ%ﬂr 22 3
g 97l Ui dig, AR A FE EE 5 9] AR AlE 5 AR gE
A dAs] g BESstal fdAe] w2 ARkl tid die B 57 Age
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Y FHBHANA F7Ie} IRlES BEelr] 3 HES AT,

2001 ml=roll A ARt 911 A= frgolAE diHd kel st 284S w7
Al 8tRa, FUAME BAHCRE 7HMES AZ HYo| #AF =97t AIFES
O73). 59-& ko] ZAxEHe A8 =99 FAol AFAQA Y= wol 2005 F
B 7|HE S #d FAEEAE TRs] AT 53] AEINMRES S 93 374 S
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< #g AFHER008), FLIIREEE A3 1720095 HiECE =Y AR
ZIRERS o] AR 7|2 ZY A 27 AAESI
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(E 4-10> 5L F27|HkA]

d BT #d 7Y

BATA

Federal Ministry of the
Interior (BMID)

Federal Office for
Information Security (BSI)

Federal Office of Civil
Protection and Disaster
Assistance(BBK)

Federal Criminal Police
Agency (BKA)

o A &) Federal Police(BPOL)
YA task force for critical
WEHE4<5 97089 | infrastructure protection (AG
KRITIS) at BMI in 2002
Federal Ministry of
v} AA7]|LR :
& BAZIER Economics and Technology
A YEY T #H9H Federal Network Agency
A T4 Federal Chancellery
A W6 Federal Ministry of Justice
Federal Ministry of Foreign
o] v} L= =]
28 ATE Affairs
oW} ZWpHTY) Federal Ministry of Defense
—21437‘]1/\]%—;1&§°ﬂ Federal Intelligence Service
U 1 o e )| odd} AHH (Bundesnachrichtendienst,BND
AFE FHEste )
A7
Federal Office for the
H 15 Protection of the Constitution

(Bundesamt fiir
Verfassungsschutz, BfV)

private sector
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76) http://www.bmj.bund.de/enid/4e02aa38526e9a3069072achfabdbc01,0/aktuelles_13h.html.
Official Journal of the European Union, L 69/67-71, 16 March 2005, http://eur-lex.europa.
eu/JOHtml.do?uri=0J:1:2005:069:SOM:en:html.

77) http://www.bmvg.de/portal/a/bmvg.

78) O]9= 7|9tE S A AL, 229H.

— 143 -



ol Q3 [T 7|[EAAES 58 HEXE 3FLtHIVBB Berlin-Bonn Information
Network, IVBV Information Network of the Federal Administration, Federation Porta
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%l

Al
4
Yohe FAEkD T+ 900 FIWRROE NS FFET Yk
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< 4-130 WAE KMPEA 9498 3 W&
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KM3 e J7lEA AW 9@ IFATA
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KM5 o 7|9} EubE A, B <A
KM6 e 4%, A3 FA AlH

o AW AR7|& HA - Federal Office for Information Security (Bundesamt fur
Sicherheit in der Informationstechnik; BSI)

Au 7)%0] BE JE ¥84E B BAV H FoAAD glor, AFE

1%, of = ) A 5 e BU BA 4E APl ss 99
19914 Y AR ERIHESDS SU THAHL Adshe B Flelshs 9%
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oA (IT-Grundschutz) % 3 7]<(Kryptotechnologie) #okdljA 9] %38 83}
M2 B Aol ad0sE - + Jv EdE W= Joh Aol BSIZt
o 2oz #Es B Aotk UoM wa YE 9o upgriol [THl
7o) =7 Qe ZA -TL/‘hOL 7} #ck. BSL E# o] A (www.bsi.bund.de) A= Al
Heto B, AR7|& Heb #AIGE IA v 29 78 ARE At IT
®ebA)(IT-Grundschutz), €15/ A(Zertifizierung/Akkrediti  erung),  QAE|U RS}
(Internetsicherheit), =& <122} X 3(Schutz Kritischer Infrastrukturen) 722 BSI¢]
Aol el TR 2eplAH =8 o] 7EA] AEFA BSI AFEIAE A
SHryes).

*

(E 4-14> BSIY] =8 dF W&

BSI 8 HF
7182 Bl 911 g HA | ESo](L3hE),
HES =2 71‘3‘}/\1’“ SoojEg Aol el et

/éxﬂz-l /\E'/q/] 7H1:ﬂ-

IT B¢ H|2E 2 [TA2H o )t HrE 53,
Ty HokA~E 9] st

o} Ze) 7ol Bk}
T8 79k A d[Security
of applications and
critical
infrastructures]
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B €9 AFEY AW 24

l-'J

AFE ol 2, QB 1k,
o ARSI, T/RAARS

T8 7IHAA e AR EE IT 25 i3

vl =29 =2 B <HSecurity of networks (including CERT Bund, IT situation center,
and IT crisis management center, and early warning systems)]

%+ 5 7] <[Cryptographic technology]

A171<[New technologies (e.g., biometrics: 4 A 212}, RFID)]

83) U]F= 7|StE oA AL, 241-242%9.
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AW ARSI A7z A - Federal Office of Civil Protection and Disaster
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AW MF4=A= - Federal Criminal Police Agency (Bundeskriminalamt; BKA)84)
IR TS RSN = ?{r%’é‘}oﬂ HHE FAlete 71Ro2A BMIO| 4
st7|Bo® FQI7IWAAL oY FAE 6}5’_ Atk BKAE =L 9| tiujelef <t
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85) http://www.bmwi.de
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3) =Yy (Strafgesetzbuch: StGB) ¥ FAtA4H (Strafproze ordnung: StPO)
29 FUGSCRY wWEw, AREAZ|HIRTE 93 YukAe] FAHoE A =Y
A|263az2} A|303bx0of| wet AFEE o]&F WHH ALY Ao B3 #AHES F

90) StGB § 303b Computersabotage. (1) Wer eine Datenverarbeitung, die fur einen anderen von
wesentlicher Bedeutung ist, dadurch erheblich stort, dass er

1. eine Tat nach § 303a Abs. 1 begeht,

2. Daten (§ 202a Abs. 2) in der Absicht, einem anderen Nachteil zuzufiigen, eingibt oder
Ubermittelt oder

3. eine Datenverarbeitungsanlage oder einen Datentrédger zerstort, beschédigt, unbrauchbar macht,
beseitigt oder verandert,

wird mit Freiheitsstrafe bis zu drei Jahren oder mit Geldstrafe bestraft.

(2) Handelt es sich um eine Datenverarbeitung, die fir einen fremden Betrieb, ein fremdes
Unternehmen oder eine Behoérde von wesentlicher Bedeutung ist, ist die Strafe Freiheitsstrafe
bis zu funf Jahren oder Geldstrafe. (3) Der Versuch ist strafbar.

(4) In besonders schweren Fallen des Absatzes 2 ist die Strafe Freiheitsstrafe von sechs Monaten
bis zu zehn Jahren. Ein besonders schwerer Fall liegt in der Regel vor, wenn der Téter

1. einen Vermogensverlust groBen AusmalRes herbeiftihrt,

2. gewerbsmafBig oder als Mitglied einer Bande handelt, die sich zur fortgesetzten Begehung von
Computersabotage verbunden hat,

3. durch die Tat die Versorgung der Bevolkerung mit lebenswichtigen Gutern oder Dienstleistungen
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20153 SHF Zgo] IT HbPH(T-Sicherheitsgesetz)o] E3E A IT HotHS o
o 712 WM NS IT Het P EX 972 £tk F2 ‘4 /A &
AE RO E S, § AIE &9 2 A4 mto] AHl2 AlF JA of
[T Bt o771 73l= ]t

o of ¥

oder die Sicherheit der Bundesrepublik Deutschland beeintrachtigt.

(5) Fur die Vorbereitung einer Straftat nach Absatz 1 gilt § 202¢c entsprechend.

91) StGB § 263a Computerbetrug. (1) Wer in der Absicht, sich oder einem Dritten einen
rechtswidrigen Vermogensvorteil zu verschaffen, das Vermogen eines anderen dadurch
beschéadigt, dal er das Ergebnis eines Datenverarbeitungsvorgangs durch unrichtige Gestaltung
des Programms, durch Verwendung unrichtiger oder unvollstdndiger Daten, durch unbefugte
Verwendung von Daten oder sonst durch unbefugte Einwirkung auf den Ablauf beeinfluBt, wird
mit Freiheitsstrafe bis zu funf Jahren oder mit Geldstrafe bestraft.

(2) § 263 Abs. 2 bis 7 gilt entsprechend.

(3) Wer eine Straftat nach Absatz 1 vorbereitet, indem er Computerprogramme, deren Zweck die
Begehung einer solchen Tat ist, herstellt, sich oder einem anderen verschafft, feilhalt, verwahrt
oder einem anderen uberldsst, wird mit Freiheitsstrafe bis zu drei Jahren oder mit Geldstrafe
bestraft.

(4) In den Fallen des Absatzes 3 gilt § 149 Abs. 2 und 3 entsprechend.

92) U|F 5 7|RESHA A, 282-2839.
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(Federal Office of Information Security; ¢]3} BSD) 31715 7] A
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Zolgtal Atk

93) =PRI, VRAIFEES R, A108% 2015 7Y 249, 4-5W.
94) Watson Farley & Williams, BRIEFING- The New German It Security Act, February 2016, pp.1-6.
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