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SUMMARY

Recently, the software safety becomes more important as the convergence of software and other
industries increases. The role of software is more critical and can make severe problem because
the software controls various system like a self driving car, drone, I0T device and medical devices.
These trends require much more qualified experts about software safety area and the qualification
system for them. This study is performed based on this background to design a “Qualification
System of Software Safety Expert” for securing the qualified SW safety expert.

We performed following analysis to present the qualification system of software safety expert.
First, we analyzed the international safety standards such as IEC61508 and domain specific
international safety standards like 1SO26262. Various qualification systems to secure and support
the software safety experts in overseas countries are also investigated. This investigation includes
the education program and certification mechanism of TUV, ESC, HCRQ. The domestic qualification
systems related the software are also examined such as information processing, embedded and
Information security qualification system. Especially, the qualification system about the information
security is throughly analyzed to devise the qualification system for the software safety. We
provide the qualification system for software safety expert with the consideration about the
international safety standards based on the analysis.

The qualification system for software safety expert proposed in is designed to qualify the expert
level in the software safety filed. In order to make the suitable level for the qualification system
of high level software safety expert, we focused on the safety related subject rather than basic
and general information processing subjects. The proposed “Qualification System of Software Safety
Experts” presents various aspects of the qualification system and has following characteristics.

1) To define the required capabilities of the software safety expert to be tested by the proposed
qualification system, we analyze safety related international standards and various existing
education and certification systems of major overseas countries, and reflect these analysis results
on the proposed qualification system.

2) The proposed qualification system is designed to have four kinds of qualification about the
software safety experts. Those are software safety developer, designer, tester and software safety
manager. Those are defined based on the role of experts required to develop safe software and
the core competencies required to perform each role.

- Xiv —



3) We present the detailed model of the qualification system as well. Those are the method of

test to have both written and coding test, the subjects and categories of the capability to be
tested in the subject. The test process like the scores required to pass the test and the time
duration for the written and coding test. The re-qualification model with the 3 year effective
period is proposed to encourage the continuous study and development of the software safety
technique for the qualified personnel and maintain the level of expertise of the qualified software
safety expert.

4) In order to reflect the demand of the industry to the qualification system, we propose a
software safety related consortium that is constructed with the government, related industry
leading companies, and educational organization. This consortium can provide the feedback about
the qualification system and recent industrial trends to be reflected in the test.

5 To utilize and activate the proposed qualification system, we propose a model to promote
awareness of software safety through educational institutions such as universities.
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1. IEC 61508

=A7)7-¢1 IEC(nternational FElectrotechnical Commission)s IEC 615088 #1433t
[EC 615082 Z7|/[HAA/z2a% 7hsst A Az"el tigt 7]5tds HASHoH,
2000l AA =, 20108 AMAES FAo| o]2x gtk [EC 615082 7|5 <A
(functional safety)e] thxx ‘ot 19 13} o), AAr]7], ¥AH, 9877, 34 4t
A, AsA T8 FEEE et A Vs K 229 39S T8t kD

[28 2-1] 715 ¢S BAR A Zopd =4 2%

IEC 61513
Nuclear
Power
EN-50129 ISO 26262
Railway Automotive
DO-178 .
o/ Basic 1eC s0eo1
= Medical
Aviation
IEC 61511 IEC 62061
Process Machinery
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5) AR, AE&F, Ve AE 9T IEC 615089 bPHFHEFIA #H3 A7, AHAE & AT, A 149, A 15,
pp. 81-91, 2014.



S
&
rol

0
ro
9
1
i,
o,
A
o
AN
N
lo
N
[N

2 [EC 61508 SIL(Safety Integrity Level)S A A8}
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SSF(Safe Failure Fractlon)oﬂ ek 2HE Fo=M, A2l 722 ZadE Bk 2
. & it SEEE AXEY 1 FE FEoA BUkE sttt ALY A
27 W&o webi PFH(Frequency of dangerous Failures per Hour)2} PED(Probability of
dangerous Failure on Demand)2 T-2% 1 Z}7] 2 H771&S zHA 9o
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A5l AARED £EEY] HFo| olRA AL HA% 7% kAl
7 F8% B $4ET Atk 2ZES] 2F7h Aol AFHAE A Aojshe
AAAAZAECDSA BAFTHA AGA A ATLE olofd 5 gleks Mol &z
slo] ke ol FaF aset ¥ 4 vk 53, AYEEA ALFAAL 2L A4
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2124 ¥3](The Motor Industry Software Reliability Association, MISRA)2] 7}e]=g}eloe] A
|E Atk MISRA C= MISRAOA 74l Absat 48 Ht|E AJ2El AZESJoj9 H
T MAA, 384, AFA S Y3 C 2R Ao 7 Jfol=elklo|thd

ISO 26262 A4 N Z2AM 718 GAFE A7/ AR @Akgl o] A
& e AF JAE At st A A FREE oS3 Fa Sl
ANzE AL A Qe S B EeoE, [ 2-2]3 Zo], ofoldl Ae(item
definition), 3lAE #A(hazard analysis) % ]2 §7Krisk assessment), 715 <HH 7Y
J(functional safety concept), 7€ <FA 7l\d(technical safety concept), AlZ~El/sF=¢]0]
[2ZE o] 7| (system/hardware/software development), ¢Hd E-A(safety analysis)o] U
T} 101D12)

[ 2-2]9} 22 Fx9 & AAE Zte SO 26262 £ 13 Zo] 107y HE=
7= Atk HE 12 IS0 262629 €019 oyt £3tE o] glon, RE 294X+ 7%
Hd #e](management of function safety)E 8l 22 xtdolA 7Fx ok F5 7, A4
of Ax HRHAQl kA T QFARYo] ZleHo Utk HE oAM= AL FEe AYst

d
¢

o OF e 9 4 9 g2z H7HE 3 ASIL(Automotive Safety Integration
LeveDe ZAAsta ¢Hd HEE AAJT FE 4AF /N Al2g gid)oA= 150 26262
oV 2o W& AXE £FY Ve a7 Agke] ZleHo] itk #E 5 (AFAE: )
o] g M= Al2"l A HAE e R st=do] A, 53 HAF 8T Alglo]

ZleEo o, fE 6(HAF M AZEY 0 gl V Edof| mE AZEJ 0
o] 7, T A &7 Aol HAEY Atk HE 7 (B4 EQ)AM = AF A
A ¥4t T FA] o9 AuH| 2ol 3 8 FALE] Ve Eo] glom, BHE § (A Y
ZZA )N b AR WA B e, FAEE, AR, AS aTARe] Ve
of At} mA|Eto 2 utE YASIL-oriented and safety-oriented analysis) oA+ ASIL &3
WL 95 B4 WhHol 7]EFEo] A, FE 1094 = IS0 26262 8 Jid 2 ASIL £3)
s Aol HAIE Utk

9) Y71M 3} (2015), AUTOSAR, https:/ /ko.wikipedia.org/wiki/ AUTOSAR.

10) 54, ISO 26262 3] 7Fol =2l fA ol&fst7],
http:/ /www.autoelectronics.co.kr/article/articleView.asp?idx=1416

11) &5 (2015), FHEZEAE 93 LZESo] H2H B A A7 shd EF(ISO 26262), 4 -8H4<t
=9, AR A3 A, 33(7).

12) A27], A8F, o9, ATE, THFE (2013), AFaF 754 150262629 o343t Korean Soc Qual
Manage, 41.



[213 2-2] ISO 26262 Structure

I 1. Vocabulary I

2. Management of functional safety

lz-s Overall safely management |

2-6 Safely management during the concept phase 2-T Safely management after the item’s release
and the product development for production

3. Concept phase 4. Product development at the system level roduction and operation

‘3-5 ltem definition "ﬂq"a',FiL”;j;’;f;,am v 4:11 Reteasa for producti Pradustion

B Operation, service
(maintenance and repair), and
decommissioning

‘3-6 Initiation of the safety lifecycle 2 on of the tlechnical
Is

3-7 Hazard analysis and risk
assessment

3-8 Functional safety
concepl

5-8 Evaluation of the
architectural metrics

Y Evaluationof the sal
riﬁlations due o random.
ailuras
5-10 Hardware integrationand

testing

8. Supporting processes

B-5 Interfaces within distributed developments B-10 Documentation
8-6 Specification and management of safely requirements 8-11 Confidence in the use of software lools
8-7 Configuration management 8-12 Qualification of sofiware componenis
B-B Change management 8-13 Qualification of hardware componenis
8-8 Venfication B-14 Proven in use argument
9. ASlL-oriented and safety-oriented analyses
9-5 Requirements deco ition with respect to ASIL tailorin ] [9-7 Analysis of dependent failures |
9-6 Criteria for coexistence of elements | |8-8 Safety analysas |

10. Guideline on I1SO 26262

At&: IS0, 1SO 26262-1:2011(en) (Figure 1 — Overview of 1SO 26262)13)

13) ISO, https://www.iso.org/obp/ui/#iso:std:is0:26262:-1:ed-1:v1:en (2016.12.18.)



< 2-2> 150 262629 7+ tE W 2 &
e e
EFolA] AEHE §of, 4, 1o ofoB Agstu glon,
% 142709 §of 8 Hols} 5370e] ofoi= Py,

3 E 1. Vocabulary

3 E 2. Management | 7|%

of functional safety dd EgEEe A8, =4, 13151 —Zrz—i 0]’% L0 dial 7<=,
ofol®l FoJE ZWtom P &4, "= HIIE Tl
ASIL F&= B4, St =me WAYSS Host= HE,

3 E 3. Concept phase

E 4. Product -
AFE N GA T A2E FEoAA e WAL
development:
system level
I E 5. Product

development:

stedol o AFAE, V 2dS uE MR 53 A5
& 9 LALE A

Hardware level o T A

U= 6. Product

development:

2 ESO £ AFME, V 2ds & ALy 5 AS

of e a7AES A

Hardware level
3E 7. Production

and operation

3 E 8. Supporting

process

3E 9. ASIL oriented
and safety-oriented | ASIL¥} Sb ol 7|¥hgk £4& 93 S FA S 7=,

analysis
9 E  10. Guidelines | & 7/1d 3} o+A Ao)x, ASIL £3) 5.
on ISO 26262 ISO 262622] ol3fd =go] He= ARE 7|<&.

ISO 262629} #Hd =4 AF7|H2 H=, FHS THLE A Utk vl=E Alx
wF=(Department of Transportation) 4Fste] NHTSA(National Highway Traffic Safety
Administration, 1&EZ0ERAA)NA AEF A ZAAl FMVSS(Federal Motor Vehicle
Safety Standards)E =3t stH, = WA, vl Sl izt 748 A" 2 AF B7HE
F3gth. NHISAE 145 2ok W(the Highway Safety Act)ell ¢l 1970 AP ok
Asa 2 AEAk Al tigk b e e AR 9 A 8si, F(state) S AW A
ol RzIS 5t AY 1&EEE b =238 433ty NHISAE A5k} A5

N



Zkol FEFo] obd ey %3 Lo E qrAlStL Jloy, AXAPE AA ASE
&tH, Asaht Asat F x = TYHA = Feth

99 AFAEE 2] 27]A=(Self-Certification) = th20). fH9] AFATE &
o] el EUY s g=7lell Al 3213k Q15713 28ty dAT HALE Aldists AHAQISA
% (Pre-Certification System)e]t}. WA EEC/ECE® ® o] W& Q7
= Hyto] W2 QAFES wolop gt} EU /M= tiiEe =778 =
%2l e-MarkE 4§35} 9ot

FEE At A7) FolA FHHE FARRE INCAP(Japan New  Car  Assessment
Program}& F3d3tal on, T& HHA/RYA BS/RPHEE/HF o] T 47] FEolA
2ES At d89 ¢ BPAe obd E3F HAES T8 Qiolth HHEE o
Bl 2EE 2009978 Aldstgiom, 1A, o4 AR A 82l SolA AZE oY 9
nRo A3t 1 99 AYel &F, du], ASEANIY oA % fAHEH NCAPE
Z = H7PEH A FRNA Abol7E A sEAIRE
H2ES Aty HTolle AsaAtae 43

AMAZES AAS= 277} 2718t k161D

¢

f
H
N
K
s
>
>
Q‘L
rr
of
i
o

Lo R
m r-

Ir
o,

3. &F FEolAMe AMEE AA 2 A4 BE

DO-178BIC #F& FadAAN R ALEEE b B4 AZEJ 0] 7ho|Egilo]
t}. 7]&32l Jlo|egielo| N, FF AR AZEY 0] AXES AdElr] YaF AFEAY ®
FOo =2 7)Esta e AAoIth vl AWdtEdd FAA (Federal Aviation Administration)
1ZS 93 7] FF 20U (Technical Standard Order, TSO)E HAIE o], AZEY o7}

NEE 4 Q7 BAE 4 AR AR IS AT slolmEA At

ot
e
k [
rict
ox, M
o
X
>

sk 7)zd AN $A BAS0] 9Hs HAFA e & Arke HE A 9
bl AEA AHEAT 99
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66) Tl AEH7|AL, http:/ /www.qg-net.or.kr/crf005.do, (2016.12.18.)
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67) TUV SUD, http://www.tuv-sud.com/industry/automotive-transportation/automotive-solutions/quality-and-safe
ty-services/automotive-functional-safety /iso-26262-functional-safety-certified-programme#tab_142710574658899454
1307 (2016.12.18.)
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68) TUV Rheinland, http://www.tuv.com/ko/korea/hot_topics_kr/functional_safety.jsp (2016.12.18.)
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3. Engineering safety consultants (ESC)69

ESCel A= [EC 61508 % IEC 615113} #HHE ohefst wSS F8si, us ¢§°ﬂ
& ASAE FAgh T4 F3dd 9 kA 7s w&o] 19 ~ 397 gtst =
EA)gT ﬂlAli [EC 61508 A< n& & A, ¢+ TFHFI 711%%,
[EC 61508 &= Zd&d 1=, 918 4 v/ ¥ 2 88 73t A8 Ad, s& 7t
S AFE AFHs] A% ok 2A, SIL 24 W 5 Uee gEL AAE 2
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-

)

[19 3-5] Engineering safety consultants 3.2
IEC 61508 Software Safety Training Course Outline

Programme for 1 day Software Safety Training Course

Session Time Title Coverage

1 8:30—9:30 |EC 61508 Part 3 Overview « How does Part 3 fit in the overall IEC 61508 and
E/E/PE system lifecycle

« Overview of the [EC 61508 Part 3 scope, structure
and content

= Differences between software and hardware
« Compliance framework for software

2 9:30—-10:30 IEC 61508 Part 3 Software = Software development lifecycle and safety lifecycle
requirements (generic « Requirements applicable throughout software
requirements) development lifecycle

» Software configuration management

« Software forward and backward traceability
» Software verification and validation (V&Y)

= Software modification

= Software tool gualification

3 10:45-12:30 | IEC 61508 Part 3 Software = Requirements applicable to specific software
requirements (specific development lifecycle stages
requirements) « Differences between system and application software

69) Engineering safety consultants, http://www.esc.uk.net/training/iec-61508-software-safety-training-course-outline
(2016.12.18.)



4 13:30-14:30 | Software safety in the = Similarities and differences between IEC 61508 and

context of other related other standards, including
standards « |ECH1511
« EN50128

« Def Stan 00-55
» DO-178, ARP4754, CAP 670

5 14:30-15:30 IEC 61508 Part 3 potential » |EC 61508 maintenance committee activities
new developments « Key software safety topics being discussed and
debated

« Software lifecycle
* Proven in use

= Tool gqualification
« Data safety

6 15:45-16:15 | Workshop « Questions on lectures given (multi-choice)

» Discussion

7 16:15-17:00 COpen Forum » Discussion/questions on any issues covered on the
course

17:00 COURSE FINISH

AF& : Engineering safety consultants (2016.12.18.)

ESCel £2ZE o] b 8 L2 [EC 61508< 7|02 o] FoiA|7] wjZdl, 7]EF 4
e EASE B3] % Wi Wdte] AZECIE FAHOE ORI Ut AL
T 5 Aok A 49 Bl AE B BEH FAE D AolHol U FAL APk
AL Fokol T Ay obl OfF 1BE ¥ + UES hu Aot

4. HCRQ £ZE4o] ¢+ &4 & QUAF0

HCRQAIME FaboA5E] HE(EN 50128, IEEE 1483 %), 33HDO-178, NASA %),

duk FoHIEEE 1228, [EC 61508, MISRA -5)2} Zo] ZREHQ Fofox AZEG 0] <
Hol B W8S % 49 1+ TASY, TAYE) B AFAE I 2o AA 1%
Fd 225 (19 360 AN ek 2ok

ChFE A Hopol talN EAS WaAskE, 2TES ] ko Esld FARgoR
o]Fol7 g AP & glom, C TP sloj=eelozA BEHE MSRA Col thet
L ik Hopol A Fdatn Y= AL FAT + A

70) HCRQ, http://www.hcrq.com/software-safety-course.html (2016.12.18.)
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lfcrg

Software Safety
Course

Outline

Data Redundaney
Safe Design Techniques
Security Kernels, Safety Kernels, Firewalls
Barriers
Lackins, Lackours - Baton Passing
Intertocks - Types, Precautions
Checks
Hardware, Assertions
Audit, Supervisory
Fuil Safe, Fail Soft
Fuil Operational, Passive, Active
Recovery Techniques
Safety Assurance Concepts
Software Assertions
Many Others
Software Requirements Checklist
Sofware Design Checkiist
Programming Languages
Impeortance?
Langnage Subsets
Reality?
System Safety Programs (SSP)
Objectives
General Requirements
Tailoring
Flow-Down of Safety Requirements
Safety integration
Safety Requirements Traceability
Taols
Design/lmplementation/Testing Influence
Chronology
Safety Program Results
System: Safety Program Plans (SSPP)
Dangers Lurking
Guidefines
Saftware Safety Prograni Plans (SwSPP)
Guidelines
Software Safety Working Group (SwSWG)
Huzard Mitigation Precedence
Hazard Tracking
Preliminary Hazard Analysis (PHA)
Objectives
System Boundary
Analyst Credenrials
Format
Life-Cyele, Post-Design
Guidelines - Keys To Success
In-Class Assignment
Functional Hazard Analysis (FHA)
Determining/Lowering Software Criticality
Degree Of Rigor In Software Development

At& : HCRQ (2016.12.18.)

Software Safery
Overview, Benefits
Myths
Software-Caused Accidents
Examples
Lessons Learned — First Hand
Sufety Loopholes
Ergonomic Fuciors
Their Nature
Why Haven'’t We Seen More?
Their Cause
Source of Errors in Systems
Complexity Issues
Simplicity, Determinism
Personnel
Independence
Why V & V Fails
Mininizing Them in Already Commissioned Systems
Software Safety Incentives
Accidents - Devasiating Effects
Software Liability
Software Engineering Malpractice?
Safety And Relinbility Concepts
Definitions
Dependability Concepts
Generic Integrity Levels
System, Software
Safety Integrity
Systematic & Random Failure Integrity
Levels
Robaustness
System/Software
Designing In Safety
Validating Safety
Can We Abvays Validate Safery?
How Can We Validate Safety:
Wien Our System Contains COTS Elements?
Wien Litile or No Documentation Exists?
When We Are Given Ouly the Software?
Expected Probability of Failure of Systems
Risk Concepts
Risk Engineering
Sociveconamic Factors
Definitions
Severities & Probabilities
Defined By Standurds
System Risk Assessment
Risk Assessment Matri/RACs
Risk Classes
Safety litegrity Level (SIL) Determination

Subsystem Hazard Aualysis (SSHA)
System Hazard Analysis (SHA)
Software Safety Analysis Process
Software Requirements Analysis
Types of Analysis
Software Design Analysis
Types of Analysis
Software Code Analysis
Types of Analysis
Software Change Analysis
Tools
Static Code Analyzers
Many Others
Software FMEA
Types
Examples
Guidelines
Software FMECA?
Faunlt Tree Analysis (FTA)
History
Qualitative/Quantitative
Human Failure Rate Derivation
Versus FMEA/FMECA
Advantages/Disadvantages
Faut Tree Symbols and Terminology
Defiitions, Special Symbols
Examples
Software FTA
Software Failure Rate Derivation
Immediate, Necessary and Sufficient Concept
Basic Rules
System Operational Modes
Guidelines - Keys to Success
Inereased Accuracy, Consistency, Economy
Best Kept Secrets?
‘Maintainability
Fault Tree Notes
Step Size Precautions
Similar Subtrees
Limiting Fault Tree Size, Sharing Subtrees
Impraving Consistency
Faunlt Tree Reviews
Desigi/Implementation Influence
Cut Sets, Minimal Cut Sets
Minimal Cut Set Analysis
What This Really Means
Common Mode Analysis
Importance Analyses
Acceptance/Rejection Criteria
20 Antributes
Limiting Fault Tree Production

kU
[

System, Software
Reducing Software Integrity Levels
Sofiware Criticality Assessment
Software Control Categories (SCCs)
Software Criticality Indexes (SwCls)
Saine As Software Integrity Levels?
Software Safety Criticality Matrix (SSCM)
Sofware Development Assurance Levels (SDALs)
With Respect to RTCA DO-178
Sume As Software Integrity Levels?
Same As Software Criticality Indexes?
SoftWare Assurance Levels (SWALs)
Determination
Basic Approaches to Safe Design
Software Safety Stds., Guidelines & Regulations
Defense
Joint Services Software Safety Enginecring Handbook
MIL-STD-882E (System Safety)
Relevance to Software Safety
AMCOM 385-17
AOP-52
STANAG 4404
Aerospace
NASA Software Safety Standard
NASA Guidebook
FAA System Safety Handbook
SAE ARPA7544/4761
Relevance to Software Safety
RTCA DO-178
Relevance to Software Safety
ESARR 3, ESARR 4, ESARR 6
ED-153
Rail
EN 50128
IEEE 1483
General
IEEE 1228 (Software Safety Plans)
IEC 61568
ISOAEC 15026
System & Software Integrity Levels
UL 1998 (Safery-Related Software)
MISRA Guidelines
Formal Methods
Introduction
Study of Industrial Experience
Program Function Table Analysis
Relevance
Formalism
Fault Tolerant Techniques
N Version Programming, Recovery Blocks
Other Techuigues

Class Exercise
Fault Tree Analysis Prograns
Other Analysis Technigues
Software Sneak Analysis (S54)?
Petri Nets
Other Techniques
Software Safety Cases
Dealing with COTS Elements
RTOSs
VxWaorks, Integrity, LyncOS
OSE, ONX, Linux
Windows?
And mare
Safery Verification
Testing
Now, Let Us Step Back
What Is Really Do-able?
Avaiding The Monetary Sink Hole

HCRQ, Inc.

P.O. Box 264
Williamsburg, VA 23187
Tel: (757) 564-7703
Fax: (757) 564-7704

web: http://www.hcrg.com/Training. intmi
e-muail: training@hcrg.com



5. DNV-GL ISO 26262 engineer qualification course?)
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(18 3-7] DNV-GL ISO 26262 engineer qualification course
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10:00~11:30 Functional Safety 7§ '3, ISO 262622 =H& S%F 2 20{FH2|

Day 1 11:30~12:30 ISO 26262 Part 2 7| 52tHE HE part 1 (management of functional safety)
12:30~13:30 Al
13:30~16:00 ISO 26262 Part 2 7|52tHE HE part 2 (management of functional safety)

16:00~18:00 1SO 26262 Part 8 X|-8l T2 M A(Supporting process) I

09:00~12:00 1SO 26262 Part 3 7S THA|(Concept phase)
Day 2 | 1200~1300 =4
13:00~17:30 ISO 26262 Part 4 HS742h: A28 CHH (Product Development : System level)

09:00~12:00 1SO 26262 Part 5 7

7 st E 0(Product Development : Hardware level)
Day 3 |1200~13.00 &4
13:00~16:30 ISO 26262 Part 5 H

Z71e: stEL 0f(Product Development : Hardware level)

16:30~17:30 ISO 26262 Part 8 K| ¥ Z E M|A(Supporting process) I

09:00~12:00 SO 26262 Part 6 H &7 L= EQ0{(Product Development : Software level)
Day 4 |1200~1300 &4

13:00~16:30 ISO 26262 Part 6 HE7f2: A ZEQ0{(Product Development : Software level)
16:30~17:30 1SO 26262 Part 8 X|8l T2 AM|A(Supporting process) I

09:00~10:30 1SO 26262 Part 7 A 8 2%H(Production and operation)

Day 5 10:30~12:00 ISO 26262 Part 9 ASIL L QHHX|Z 24 (ASIL & Safety oriented analysis)
12:00~13.00 S

13:00~13:30 Epilogue

13:30~16:30 Testing and Examination

At& : DNV - GL (2016.12.18.)

71) DNV-GL, https://www.dnvgl.co.kr/services/page-3324 (2016.12.18.)



6. SGS ISO 26262 AE3} 7] HAZTAT

SGSelA+= 150 26262 A&t 715 &d 2 S AHIAE AlFsiH, =
3 o), 7 WAE BT A Fo| Aol A AAS Rol@Th BIHY WK

25
Td 9 AFe] sFEL2 ol AT

ol

w5 7oA MODULE 4, MODULE 60] AZEdo} ¢biw} Aoz dge] glrta
B 5 glow, ¥ 5U7 W& FHOE TAH Utk AP WKL BE WL M A
st #aake ol Jhsste, 1209 Yol RE BES olFdopl ABe A4S dg
G gl Bolgont, ARe BRSe AFAE WE olF 3 AF AFAF FE
Stk ol Itk 35 AulolE Aol 4 2 Qud APS Fokol A A0S 7
A3k Aol Thssitt

(1% 3-8] 1SO 26262 A&3} 715 EH

MODULE K2

Safety Management and

. 2-hour written exam
supporting processes A Fs

MODULE K3

From the risk analysis
to the functional safety
concept

AFSP Exam Awyard of AFSP status

MODULE Ké

Safety-orientated
software development

Tri-annual update
workshop with brief test

MODULE K4 MODULE K5 OPTIONAL
Safety-orientated Additional advanced

hardware development training modules

Technical safety concept
and system design

At& @ SGS (2016.12.18.)

72) SGS, http:/ /www.sgsgroup.kr/ko-KR/Training-Services/Industry-Based-Training/ Automotive/ Automotive-Func
tional-Safety-Training/ISO-26262-Automotive-Functional-Safety-Training.aspx (2016.12.18.)



[1% 3-9] ISO 26262 A7} 7|5AAEd wEe] 44 U]

MODULE K2
SAFETY MANAGEMENT AND
SUPPORTING PROCESSES

The |50 26262 standard describes
management of Functional Safety as the
assaential basis for the development of

safety-relevant eiec{ronia:5| in motor vehicies.

In an illustrative way, this training module
demonstrates the aspects to be considered
when introducing an FSM systemn and the
tasks faced by both the responzible safety
managers at the quality level and the safety
managers at the project level

1 day

Safety managers,
project managers,
quality manager

MODULE K5

SAFETY-ORIENTATED HARDWARE
DEVELOPMENT

IS0 26262 defines a specific approach

to hardware design and safety analysis.
There are various options available to satisfy
the requiraments. The advantages and
disadvantages of these options are
discussed in this module. The practical
exercises includs performing an FMEDA,
with step-by-step explanation.

1 day
Safety managers,
hardware developers

At& @ SGS (2016.12.18.)

2 w%e] BE W 49 2
o Y AZAE 44 9
£ AZshe QA FEel 9l

7. EUROCONTROL™)

EUROCONTROL &-&oll #d® EFo| thgt tefet us 3 dse ARlzsta it
9O

MODULE K3

FROM THE RISK AMALYSIS TO THE
FUNCTIONAL SAFETY CONCEPT

The agenda for Functional Safety is already
set during concept development at vehicle
level. This module addresses vehicle
manufacturers as well as suppliers who need
to know howy safety objectives are defined
and how functional safety requirements are
derived, The current interpratation of the
standard is presented and discussed in
practical exercises,

1 day

Safety managers,
project managers,
function developers

MODULE K6

SAFETY-ORIENTATED SOFTWARE
DEVELOPMENT

Beyond the demands of previously existing
quality standards (SPICE, CMMI) IS0 26262
establishes further requirements focused on
"Functional Safety”. This training module
presents in an illustrative manner the
additional demands made on software
developrent and their practical
implementation,

1 day
Safety manaagers,
software developers

28 7|2 fle a3

ED-12C, DO-178C, IEC 61508, EDD-109A, ED-153¢

Jom, 7+ wERAGS TR JASAE Las) T AZE Y o W& E3s
gL Introduction to Safety Assessment, ATM software safety
T e ot 2

[e)
= 15 3 AT

assessment”’} 9low, Z+ w& H

MODULE K4

TECHNICAL SAFETY CONCEPT AND SYSTEM
DESIGN

This module addresses the technical safety
concapt and the design of a system and its
sub-systemns. In addition, issues relating to
interface definition between the GEM and
the supplier(s) are addressed. The module
includes the application of safety analysis
methods such as FTA in the dasign process.
Undearstanding of the necessary activities is
intensified in practical exercises.

1 day

Safety managers,
system davelopers,
hardware and
software developers

AFSP EXAM

The written exam consists of both
multiple-choice and essay-style questions.

Following successful completion of the
exam you will be awarded the
“AUTOMOTIVE FUNCTIONAL SAFETY
PROFESSHONAL" personal qualification.

2 hours
Safety managers

2t SGS¢| ISO 26262

= A&7
HolA ofeh m§ 2 AF Aul2

EZ

73) EUROCONTROL , https://trainingzone.eurocontrol.int/ilp/pages/landingpage.jsf?faces-redirect=true

(2016.12.18.)



[29 3-10] EUROCONTROL Introduction to safety assessment

DAY/TIME | 09:00

13:00 ‘ 14:00
00 o1 02 03
Monday 10:00 Course Introduction to Safety Key Concepts for Safety ; i
A s Mo et Risisemant Road Traffic Exercise
06 15
Debrief o4 a5 Safety Argument & Safety Safety Assessment of
Tuesday . Safety Assessment Overview Safety Regulatory
15t day A Case ATM/ANS Change
& lllustration Framework = b
Principles Exercise (Example 2), Part 1
07
y scoping, hazard o9 10
f
Wednesday | Db identification & safety i 5 Risk Assessment Risk Mitigation
2rday criteria determination Risk Assessment Exercise (Example 1)
Exercise (Example 1)
1 - 13 L
Debrief Risk Mitigatio
Thursday 3u dl : HEIE Verification & Saf.:y g:?:ﬁ:; o Safety Assessment of
2y Monitoring RiEan Transfer into Operations
Exercise (Example 1) Exercise (Example 1) Exercise (Example 1)
Debrief sftAIS t of 16 !
2 il afety Assessment o :
Friday Ahday ATM/ANS Change Sttenso/ 8 Teg‘ ,&E 00
Exercise (Example 2), Part 2 Dol
At& : EUROCONTROL (2016.12.18.)

g HoA = G BE Sl
5ok A Al2E s

A Zke] BA

ATM software safety assessment

DAY/TIME | 09:00

(2% 3-11] EUROCONTROL ATM software safety assessment

| 10:00 12:00 | | 13:00
. Session 01 Session 02 sesslon 03 Session 04
Session 00 Software Impact
Day1 Software & Example Software & Safety
Welcome : on Safety - :
Safety Accidents : Lifecycles
Exercise
Session 05 Session 06 Session 07 Session 08 Session 09
Day 2 System & Software Requirements- Software Safety EC 482 - SAM - SWAL
: Assurance Levels .
Requirements Exercise Assurance
Session 10 Session 11 Session 12
Day3 Software Standards and SW Supply Models Practicalities of a
Software Standards Exercises & Contracting for assurance Project
Day 4 Session 12 Session 13
4 Practicalities of a project Continued Major Case Study
Day 5 Session 14 Session 15
v Major Case Study Continued Course Debrief
Z+5 : EUROCONTROL (2016.12.18.)




sl AZEY o] QAR AW SWAL(Software
]
1

EY S B ATEMS] Fool ot ld B PUEA BT Aol FRF AFE
WO s FA 2 AFAuzo BW e e 2

EUROCONTROL @3l&, 27 #Adl sjdshs= o
oM ZAE TR gtks Zo] B4oln, nFAHel AFehe LEAE 54 4y B

ofd] E3tEl =22 TAH S5 BT F Atk

=) < St Lo, i ARto] AAAIY Al d
ARl 84+ ofUth AdHstal e AAFomE A o Aw JIF Z2O¥ J|eA
(CBET : Certification programs for Biomedical Equipment Technicians), ®FAMA ] A &2
(CRES : Certification programs for radiology equipment specialists), A& 4] A&7HCLES
. Certification programs for laboratory equipment specialists) 371412 AZEgo] ¢bd W&
3ete A4S dSsEh AAMI= 4 AAARY Fo 353 £33 7

TSk flon, WE2 Tt 2

Q3 piAE 28 Fd I

>
ol
1o
ol
[2a

it o

74) Advancing safety in healthcare technology, http://www.aami.org/professionaldevelopment/content.aspx?itemn
umber=1134&navitemNumber=577 (2016.12.18.)
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Certified Biomedical Equipment Technician
Content OQutline

Anatomy & Physiology — Approximately 12%
A. Systems
Respiratory
Gastrointestinal
Nervous
Circulatory
Musculoskeletal
Endocrine
rgans
Heart
Lungs
Liver
Kidneys
Brain
Gallbladder
Pancreas
Other
C. Bfmd
1. Components
2. Metabolism
D. Terminology

PN BELN SO AWM

Public (employee, patient, visitor) Safety in the
Healthcare Facility - Approximately 15%
A. Electrical
1. Microshock/Electrical Safety Testing
2. Other
B. Chemical
1. Material Safety Data Sheet
2. Other
C. Radiation Hazards
1. Light Spectrum
2. Types of Rays
D. Biological
1. Standard Precautions
2. Other
E. Fire
1. Class
2. Fire Extinguishers
F. Codes and Standards
1. Credentialing and Certification
a. Joint Commission Comprehensive
Accreditation Manual
b. AABB
¢.. American College of Radiology
2. NFPA99
a. Gas and Vacuum Systems
b. Electrical Systems

7} AAAEY F8 F5

3. FDA

a. SMDA

b. Other

4. OSHA

5. Other (NEC, ANSI, FCC, etc.)

Fundamentals of Electricity & Electronics -
Approximately 13%
A. Transducers
B. Calculations and Conversions
1. Hex/Decimal/Binary
2. Other
C. Circuits and Components
1. Active Devices
a. Solid-State Devices
1. Analog
2. Digital
b. Other (CRTs, X-Ray tubes, photomultipliers,
efc.)
2. Power Supplies
3. Passive Devices
D. Power Distribution and Storage Systems
1. Transformers
2. Distribution
3. Batteries
4. UPS/Line Conditioning
E. Terminology

Healthcare Technology and Function —

Approximately 25%

A. Monitoring Systems (ECG, EEG, Blood Pressure,
Pulse Oximetry, Fetal Monitor)

B. Portable Equipment (Infusion Devices, Syringe
Pumps, PCA Pumps, Hypo/Hyperthermia)

C. Life Support Equipment (Defibrillators,
Anesthesia Machines, Critical Care Ventilators,
Balloon Pumps)

D. Therapeutic Equipment (Infant Warmers,
Ultrasound Therapy)

E. Laboratory Equipment (Centrifuges, Water Baths,
Analyzers)

F. Diagnostic Imaging (Ultrasound,
Radiographic/Fluoroscopy)

G. Operating Room (Electro Surgical Generators,
Video Carts, Lasers, Tourniquets, Sterilizers,
Warmers)

H. Test Equipment (Electrical Safety, Defibrillator,
Electro Surgical, Physiologic Simulators,
Oscilloscopes, Meters)

|. Diagnostic Equipment

J. Terminology



Healthcare Technology Problem Solving -

Approximately 25%

A. Electronic Component Level, Block Level

B. Monitoring Systems (ECG, EEG, Blood Pressure,
Pulse Oximetry, Fetal Monitor)

C. Portable Equipment (Infusion Devices, Syringe
Pumps, PCA Pumps, Hypo Hyperthermia)

D. Life Support Equipment (Defibrillators,
Hemodialysis, Anesthesia Machines, Critical Care
Ventilators, Balloon Pumps)

E. Therapeutic Equipment (Infant Warmer,
Ultrasound Therapy)

F. Laboratory Equipment (Centrifuges, Water Baths
Analyzers)

G. Diagnostic Imaging (Ultrasound,
Radiographic/Fluoroscopy)

H. Operating Room (Electro Surgical Generators,
Video Carts, Lasers, Tourniquets, Sterilizers,
Warmers)

|.  Diagnostic Equipment

J. Situational (User Error, User Training,
Applications)

Healthcare Information Technology -
Approximately 10%
A. Regulatory and Safety
1. Medical Device Data Systems (MDDS)
2. |EC 80001 - Application of Risk Management
for IT Networks
3. Health Insurance Portability and Accountability
Act (HIPAA)
4. Digital Millennium Copyright Act (DMCA)
B. Foundations
1. Hardware
a. Topology
b. PCsl/Laptops/Servers
c. Wiring/Structured Cabling/Connectors
d. Switches/Hubs/Routers
e. Wireless Communications
f. Other
2. Software/Middleware/Applications
a. EMR/EHR
b. Healthcare Information Systems (PACs, LIS,
RIS)
c. Network Protocols (IP, CCP, UDP)
d. Operating Systems
C. Function and Operation
1. Hardware
a. PCs, Switches, Patch Panels
b. Networks, Topology
c. Peripherals

A= : EUROCONTROL (2016.12.18.)

d. Other
2. Integration
a. Bedside Medical Device Integration (BMDI)
b. Medical Device Integration (MDI) (Labs,
Printers, etc.)
c. Mobile Devices (Handhelds, Smart Phones,
Tablets, etc.)
3. Test Equipment
a. Cable Test Devices (Copper, Fiber)
b. Network Test Devices
4. Security
D. Problem Solving
1. Computer Networks
2. Integration
3. PCs, Switches, Hubs
E. Terminology

The CBET exam is a three-hour closed
book exam consisting of 165 multiple
choice questions.

Candidates will have access to a simple
calculator during the exam. Cell phones,
iPads or ather electronic devices that have
internet capabilities are not allowed into
the testing room.

Score required to pass: The minimum
score required to pass the CBET
examinations is 116/165.
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F29} F 7HAE AdE I2E olFehs As Bt AFAE Foste Aol 7hssith @l
9 B4 32 9 Ay st 0w 2

g5 8T X
« A"l QbH (System safety, SSC)
= AXES o] b (Software safety, SFT)

- AZ=ED QBAS A QIXF 2F 4 (Human error analysis for system

Ab= : USCViterbi (2016.12.18.)

75) USCViterbi, http://viterbi.usc.edu/aviation/courses/sft.htm (2016.12.18.)
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W5 B F AZEYO] QA Fo W& T2 /R YL TOL
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L
i)

(& 3-44> USCViterbi SFT course®] & S I~ 7]E

i)
op

AZEY o] ¢kd w& (SFT)
2ZEYS AL Aol 9 AA
A7 8TA - X Ed O] 774
Alz=w e  AzEl obd " =AY
A A=/ 2 o]z Al o & $3
AEE A - FE
A9 AR/ Y - 9F B3t 2 A FE
Z2O9 £A4 - AN ESo] AFAH/AF
SEZES O] F/TAY - 2ZEYO] MAFREFI] FE
HeF F3t - VHDL &4
R - AZEJ O] bH FAE A
Petri-Net =2 AZE O b A A 2E
2% Ed] &4 (Fault tree analysis) T8 938 &4
AZES Ao 4 T 2d
- AZEO ¢ H2H A E O] HH A/ A
Atz . USCViterbi (2016.12.18.)
A gaolA st MY dF wS THoH, g A, AZEH S <A
O] Ato]F, AZE o] ¢k HAE T& tFI Utk SolfoEE Hke] w3k FiEol
¥3he A3} VHDL synthesisell &3k Uj-g-o] 25 o] 9tk

10. Risknowlogy Functional safety assessor76)

Risknowlogy AtellAl Q123 FE= 7|5<dH7izl AAZ e ZAJAREZ 5
IEC61508, EN50128, EN 50129, EN50126 5o F5°2 AEHE ¢bd Hrka 430
A AAZAME Az s AZEGO] R F kA SRAA AR} s A%
& a7em, A 2 YA 4l Bl B H1A 5 .

BHo 2 A74¢ 47 stel, [EC615080] HAE 4 m§ e 2 A% S B3 o

e}
oft
ol

O - il
&& A& oksi ]%Ju@ﬂ«l 27tk JBERE Folo] A5 9 A4 A
b5 e SRR Ut ARslel A slsbane ZEAE Al 15043

76) https:/ /risknowlogy.com/rkb/functional-safety /functional-safety-assessment/
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Risknowlogy Ate] 7%k 74ar 249 7 &
g A So= nlud destA AAS Folshs AR APFHE ol Ao, A
Al AR w3 A 278t HeE Fofsta] 718 A e o

11. Project management professional (PMP)77

ZAE Feg AE7he 19699 AEE vigelr], PMI(Project management institute)l]
A AAS Besls ZARAZH, ZU AT AFE Eild e D AAAHS A3
| o EAIG i AA S AZES o] Qb AHAR Aol YA = &

U, bddea AR = e skl QeSS
Z]

[

[
>
[
d|

Z2AE § 3% gde)

dE Te) 4 29E BHoz AW AAZo, AY 2
A ZRAE AT AL 47 A o4 36719 4500412L, ARSI R|Ere 6071
TS0/ olem e Flow, TAE w BE 28 BA ol ol5d Aol

EA s oF ARG AL 4 ATk

% | EA5H, 2 Bgo] AP oz SAET A T 182 H57)
AEH, 552 F7F M9 (dummy) ZA2A, i3 Tl thelA= wize] §lo F 7t
AE 17540, ¢4 7E2 10602, TrQldE 4] &4 vls2 ofgly F9 Atk

{3 3-45> PMP A4 59 Ad =4 9

=l A ¥lF
m TZAE 2= (Project initiating) 11%
n TZAE AF (Project planning) 239
m TZAE $3) (Project execution) 279
n x2AE #AF P 54 (Project monitoring and controlling) 919
m 22 AE vz}t (Project closing) 99,
m HE7}A AL 2] A (Professional and social responsibility) 9%

77) https:/ /www.pmi.org/ certifications/ types/ project-management-pmp

- 102 -



)

Al BlFeM e Z2AES AF, A8, ZUHY 5 FA 7+

=
=

A%

He 0.2 Hop,

5

g REES T TN

—_
o

12. &9 FAAAAT FAF A} Y

ofpy
Hlo

Ry
o
ofy

|

—_
o

-
o

B

il

ofpy

mK

F 4= ok 28y [EC 615082 7 $-olle o

Edo} kel 7)4to] 57] wiel o
._/r:

Fo|
ol

o° N

At
!

o bjo
BN

op XX

Ay
o
A

d

o]

Gk

A7 270 4

3]
=

3}7]

Al olok ZE o E,

Eq0) o

Ay

£ gl Aol &

|3

g

A

alp)
)

Hj

Ego} ¢k #d AAAEE [EC 615087 o] W HeldlAM A

olth IHEE Ax

PN
T

- 103 —



A6d Y T 2ZES 0] Fd AAA = ZAH

D Adge] Hd4

AREA Boo| TEAAAE FA FRE A ThH} 2L A BARS A
A= Aoz A8

A MAs Age WEgoe] vr= Zlo|t. —E—Xﬂﬁﬁﬂ*‘oi 3~SHHT«1 ‘jxﬂg 1%2

My ol
PV
Q.L_',
ofl
k)
Bl
{o

O
E
v
>
a
o,
gk
S
zQ
inj
krt
_E

av
krt
M
Y
|

L
Iz
QL
2
m{m
}m
rlr
olrl

T HAE mEA ¥elsts 1T 71&e 248 Hgsha] Eile 7€ BA= 3/tE
oA A= BAIE MR ATk olo met HEe FRFA J|Ee IS

A Z3tal Ao FAAY FAE0] SAHUA A T A4PedA 8738t 7l 9
FS HYsHA] ke #AE 7R  QiTh
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78) AXE (2016), ICT #H A wvetE =77l sAAAE A, FAHNEEFESATVE S =FA], Vol16 No.2,
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< AR A EFE2 [EC 61508 A=, 24 4ky] Zopd SAd we} IS0 26262
A&z F), DO-178B/C(3}E H&), EN-50129H= H&), I[EC 6060185 H&
SOz AldstE o] A=A

[EC 615082 7] <tdel tii]l ZFo=A, dAFBEF7E
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g 27
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olgd <¢kd FAAY T 9 Hrle r|FEoE [EC 610589 Safety Integrity
LevelClL) < 71&2 2ol 7t Ay FopdE ¢k FAAE WEAT)7] A%
87 FE5 288t FAA e AASH] A WS AZE o] 9 AzE HE
oANA 878t ok 7+ SILS ARgste &2 [EC 615083 #HHE [EC 61511 (4] 4H,
Safety instrumented systems for the process industry sector), IEC 61513(¥A=), IEC 62061
(714, EN 50128(2 =), EN 50402 (Gas-detection systems), ISO 26262(A+52H So] it}
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=<l Z; =l A el SIL #'E
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& (DO-178B/C) DAL-E | DAL-D DAL-C DAL-B | DAL-A
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Fault ToleranceFT)¢} e+ H|E<l Safe Failure Fraction(SSP)ol thd =4 = Hrl=
THGFOZN, A2HY F2A S BT B A|2EY 1% g5 Hk)
$ &4, Probahility of dangerous Failure on Demand(PFD) ¢} Frequency of dangerous
Failure per HourPFH)Z T+2¥ 1 717 o2 Hrpr|&S zH "ok

g, AZEH S TP FEoAe WY E A2EY FE Qb T84, AFEAY g
£ 93, Motor Industry Software Reliability Association (MISRA) ellAl 7l =9 7¢
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23t} MISRA-C= AFE3} A0 E—rEi 298 mElo|Auk AE} A o]9]e] Ak
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