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SUMMARY

[ ] Public Software procurement system has been continuously improved
through numerous revisions of Software Industry Promotion Act. Key ob-
jective of the revisions were to establish a fair playground for small to
medium-sized local software companies and to develop overall industry
competitiveness. As a result, participation of small and medium-sized local
software companies in public software projects has increased. However,
there are still unresolved issues, including controversy around unreasonable
contract amount paid to the contractors and low usage rate of end product
(i.e. software or systems built)

[] The main cause of decreasing profitability of the software companies par-
ticipating in public project has been identified as change of project scope,
and the causes for scope change are lack of detailed project plan before
budget allocation, lack of agreement on concrete project scope and func-
tional requirements in the contracting phase, and continued request for ad-
ditional work or changes without a corresponding compensation

o In the last three years, Korea government has made some progress by
having public organizations establish ISP before the budget assignment,
while publishing a guide document for ISP project to improve the quality
of the plans. However, ISP has limitations in developing detailed func-
tional requirements in its output. ISMP methodology has been suggested
to complement this limitation. However, without regulatory support for
implementation, ISMP has not yet been accepted as standard practice

o Unclear definition of project scope in RFP makes it difficult to determine
additions of changes in work scope due to lack of “baseline”

o In addition, current budget management and acquisition process in effect
leaves a little room to acquire additional budget to compensate the in-
evitable scope changes in software development projects

- 11 -



[ ] Benchmark study has been conducted for US, Finland, and Japan considering
their advancement in IT related policy and regulation environment and the
information accessibility, and the main implications derived from the study
are the importance of establishing detailed specifications, promoting partic-
ipation of software companies in the early stage, and running a dedicated
team to ensure continuity of project management

[] This research focuses on improvements that cloud solutions can bring to
public SW procurement system, based on the fact that such service-oriented
models can easily solve the unresolved issues such as software projects with
low profitability and insufficient investment to software development capa-
bilities within private software companies. Thus, gradual shift away from
current Sl-based procurement model to user/service-oriented procurement
model is suggested in this research

[ ] In the public sector, use of cloud service is still in its early stage; regu-
lations and guidelines regarding government use of cloud service is still in
development and there is no clearly defined process to procure cloud serv-
ice yet

o Also, there is no universally upon interpretation of regulations and guide-
lines that are in place for cloud adoption in public sector, creating possi-
bilities for different interpretations and causing a confusion among in-
dustry players

o Additionally, current regulations and guidelines are based on positive law
theory, which creates additional hurdles for procurement officers who are
considering cloud adoption.

o At this moment, there is no defined process for the public sector to
source cloud services from the market. There is an on-going research to
develop procurement process applicable for cloud services in public sector

o Korean government has introduced digital marketplace called Ceart to
help public sector adopt cloud. However, in reality, only limited number

- 12 -



of services enlisted in Ceart store are appropriate for public sector use.
Furthermore, the store lacks function to procure the services, limiting its
role to service catalogue only

[] Based on benchmark study on US and UK, a few implications have been
identified. First, government should be able to set up long-term objectives
on cloud initiatives, and should develop concrete execution plans. Also, in-
directly related policies, such as security related regulations, should be ex-
amined to allow implementation of cloud system. Finally when a new infra-
structure is developed, expected value should be carefully assessed

[] The key to improve the software procurement system for public sector in a
long term is to realize service-oriented procurement model, where public
sector considers purchasing of-off—the—shelf solutions and services as first
option, while option to procure SI projects are only allowed in necessary sit-
uations as a secon resort. This helps the procurement officers’ to improve
the procurement work efficiency and risk management, while software com-
panies can also benefit from recurring license revenues to focus their ca-
pacity on research and development activities

[ ] Three initiatives are suggested - refining project scope and improving level
of details for functional requirement throughout all the stages of software
procurement life cycle (short term initiative), revising the cloud-related
guidelines and developing software procurement system suitable for cloud
services (mid to long term initiative), and step-wise transition into serv-
ice-oriented software procurement model (long term initiative)

[ ] To improve the level of detail for functional requirements, work breakdown
structure (WBS) should be applied early on from the project planning phase
and ISMP should be more widely used, while formalizing the project scope
agreement process after the completion of basic design and improving the
progress follow-up and reporting process throughout the software develop-
ment period

- 13 -



[] To expand the use of cloud services provided by private players in public
sector, existing guideline documents published by the government should be
revised and procurement and acquisition system suitable for cloud service
model needs to be established at its full scale

[] To transform the paradigm of public software procurement into service-ori-
ented model in a long term, step-wise approach of cloud adoption is recom-
mended

- 14 -
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Functional requirement documents -
ERP System for National Medical
Stores

1. Document version history and control
record

2. Purpose of this document
3. Reference document

4. Scope of the functional requirement
document

55. List of business processes

6. User roles

7. Functional requirements

- e #elo] SREE 9 BAE A
Folg
£40| 2838 92 34 2|2eg Fy

HIE O 2 J|5 TAEE

Process reference

Process name

Process owner

S580v1. 3sec6 0 Inventery Management S5CO
S&Ov1 3sect00 Goods receipt SMO
S&0v1 3sectl. Warehouse movement SMO

75 Aty

72 2o o

| JiTjEl= o e
HAATE Fats| 2

=
- 2 A2 Z2 == HH S| ERP AlAF0| CHEE H2ta B2, ZEist
O[SHAR?E EEEE H2 - Ciget ZE/EAM0 23 F=2opArgo] D2 et
Aty
User role Role description Report to
HOSAD Responsible for the overall warehouse operations and all GM
warehouse staff,
HOSAM Responsible for the overall customer or client inferfacing GM
operations and all sales and marketing stafi

(2% 1-12] Bl REP 5 Aele) 715 a7Aka B3l - =25

Functional requirement documents -
ERP System for National Medical
Stores

1. Document version history and control
record

2. Purpose of this document
3. Reference document

4. Scope of the functional requirement
document

5. List of business processes
6. User roles

7. Functional requirements

g | ERP system ‘
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[ T T 1
Customer Bl, mgmt &
b= =4 ] Planning Finance order receipt exe
& processin reportin:
Requirement Warehogssng HR & Adriin
to payment & receipis
BTy Customer Entity
erheduls procurement Budgeting procurement
plan plan

+ Import distnbution schedules

« Capture Zones, Districts, Facilities

+ Capture Delivery Routes

+» Capture Delivery Modes: Point To Point,
Hub& Spoke(3rd Party ), Direct
Delivery, Cross Dock, Emergencies

+ The system shall generate alerts/flags
as different deadlines are reached.
(Order Dates Alerts/ Flags —
GM/HOSAM)
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* Depart. Of Commence2| Advanced Weather Interactive Processing System

» USAF2| Talent Marketplace Matching Service & ZHE
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« EX: KEIT, 13 47 |=FET AL E2M (2013)

1. ¥v=
(] m|=& 2ulu} HA dtol] Cloud FirstE x33F thokdl ZFXE12De] [T =}
4 2 FF &35 FHsIFoH, ol 20100 HFEH Federal Data
Center Consolidation Initiative (FDCCD9] | &A1 Atol Q1S

o Cloud First & g3 IT Y &a&3tE fs F -
B 71#E9 8 2 AYS HPsH 5 71E 2 Ak v (shared
services and contracts) &< At&st= d 2™ S &
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<E M-11> 28}r} AHEF IT Modernization initiatives

FX P 9 Uyg AlRd =
Federal Data Center AN Eol g7 ggF 2 HW, SW 1dv]8 2 g
Consolidation Initiative ol AlY &dul&S =0]7] ¢all o5& 2010
(FDCCI) =3

AYAR U9 ITAMY Sg4-Q mpofoja] g, 2
Cloud First Policy At L8 %%% Al 7;]1%}_"5—7\} q g R 2011

2AlA 59 vlasde AT Yoter FE+%

E =4S AKX

£ AWy JHEY IT AHY ZES0S ¥

PortfolioStat oF 9l E3ksto] HubAHo] JLojHZSrtE =5 IT 2012

At SOl Bl e

. FDCCIZ 7[¥toz ste WE2A A 71as2
Federal Information =

stolg oid diolHAIE IiEZ], Ho]EAlE

e A ™ R 9% Al multi-year) M3, AaE, oy
Corm e 270F R A RALAYOUL S BAsES Y
Data Center Optimization FDCCIE UjA|sl= wieto 2, Cloud First o] 2016
Initiative (DCOI) 2816l dlojE AllE E8k2 £Q =X 0= shul 9l
+ &X: ClIO Council (www.cio.gov)
[1 20119 2€ vl ARE 998 =945 A% 229S AR A9
(select) — A|F (provision) — -+ (manage)’ o] TGAZ o] FoX= F-¢

= BT ZAYYAE AN
o (Y718 B Ao o] 7 NBEL 18719 ol FLSEE e
oA  MH2E Al JbH HAFER Ha, o] F A= & pHE

12714 Wel, umA F 7Ex= 18712 el &3] oldsfof b= 4%

[ CIO A% B4 8 SUE 3 Seh+E initiativeE ©]F 2iH4] SE

o Federal Information Techbology Acquisition Reform Act (FITARA)+= Chief
Information Officer (CIO)o| ¢lste] T8 T4l AXS

[0 FFFEe] A7le =40 ZoA= 9d F shvrt 44t f-848 g1 o
#HedLS 24t m=+& IT Modernization Fund (ITMP)1239) Y& E3}o,

122) Federal Cloud Computing Strategy (2011.2.8.)
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/egov_docs/federal-cloud-computing-st
rategy.pdf
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20173 7|1 A% IT o4t & 8209 €&
Al e, AN AzRe Ha
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>

(1% M-8] A7 Ak A 72 7Hs3 w2

Type eseription Use Conditlans on Use
| Firm Fixed Price | Contractor agrees 1o When acquinng NIA
Conlracts provide supplics o commercial items or other
servaces to the provuning supplics and services
setivity for nspecified when there are reasonably
price defmate specificatsons,

and fair and reasonable
prices can be exabhished

at the outset,
ﬁm:d Price with | Conlrsclor agnees 1o Used whe huhiTLtydl’ Contract officer musi
oConomic price provide supplics or market prices or labor determine that a price
achustments services 1o the procuring conditsons dunng an adjustment clause is neccssary
activily for o specified extended period of fo protect the contractor and
price that could be adjusted | contract perod 1= povemmeenl agarnst significant
if certmin condifions change | uncertiin, and fluctuations in costs, or o
during period of contingencics that would | provide for price adjustment in
performance. be otherwise be included the event of chanpes in the
in the contract price can | contractor's established prices.
be identified end
separaicly addressed in
the contract.
Fixed price Contractor receives a FFP | Used to acquire quanhity Nepohations have established
contrct with for a specificd inttial production or services that condstions for use of FFP
prospective price | penad of performance, when il i5 possible to conirect are nof present, snd o
redeterminathon with the price for later negotiate a fuir and fixed price mcentive contract
penods revised m an reasomable FFP for the 15 1] mre appropriate; the
equitable manper based on | mitial penod. but ned for | controchor’s accountmg svilem
variahles, later opes agreed upon by 13 adequale for
both partiss redetermimation, pricing
periods can be made 1o
confiarm o sccounting syslem;
and there 15 reasonable
assuranee redetermination will
ey take place as scheduled.
| Fum fixed pnce, | Contractor reccves a fined | Investigation or study in a Work required camnot be
level of effont amount for providing i | retearch and development | otherwise be clearly defined.
term contracts | cenain level of effortover | area whose anticipated required level of effort ks
a certain peniod of time on valuc is generally less identificd and agread upon in
work that can be state only | than S150,000; usially advance; and there s
in general ierms, yiclds o report describing | reasonable assurance that the
the R&D results. inlended result cannol be
. uchicved by loss cifort.
s I o B

X: GSA, Best Business Practices for USG Cloud Adoption (2016)124)
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25t =9l %128

- FedRAMP+ 771419 EAAZLAE AAStaL, 3 7]Fo|Ax FedRAMP

2~ (Authority to Operate,

ATO WDE B ABAAE ABAT AOE AT Ao 54
21 W&

- °o|& &3l & 7 vtk Au|x HMEE ASEoF sk EHEe

o SFA|RF LA 7] iﬂ‘rT_ = YAEARBAHAH0 1509

el

S
2

—:zréuwow AR AEL FedRAMPS] A& tjdt &2 a

- AA o2 7% FedRAMPl o|F ATOE AMganx @ A$7)
41%°l S8Fg

- 9F 35% Aol &3k 71Hel A LF S ATOE Ef7| oA AMEEHA] &
HA ATt 3

o Aoz oF 26%% EF 7|He ATO AME-S 243U, A-ADSd H ol
ATt SHHE

124) https://www.acquisition.gov/far/html/Subpart%2016_2.html

125) GSA, Best Business Practices for USG Cloud Adoption (2016)

126) Office of Management and Budget

127) The Federal Risk and Authorization Management Program (FedRAMP)

128) ot F-8713=2 71 Federal Information Security Act (FISMA)OIA] 8181= HRF Al T3k F==5ljof &

129) Shared Authority to Operate (ATO)

130) CIO/CTO, Deputy CIO/CTO, IT dierector/supervisor, IT systems engineer, Network

Manager/administrator, Data Center manager/administrator 2 71} IT wlUA T AA}
131) MeriTalk, FedRAMP Faultlines (2016)
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<& [lI-12> FedRAMP # & *H<

1. Use FedRAMP when authorizing cloud services;
2. Use the FedRAMP process and security requirements as a baseline for authorizing
cloud

services;

3. Require CSP133)s to comply with FedRAMP security requirements;

4. Establish a continuous monitoring program for cloud services;

5. Ensure that maintenance of FedRAMP security authorization requirements is
addressed

contractually;

6. Require that CSPs route their traffic through a Trusted Internet Connection (TIC): and
7. Provide an annual list of all systems that do not meet FedRAMP requirements to
OMB.

(& TI-13> FedRAMP 7t] RO} A= AL

Clear security authorization requirements
Continuous monitoring
Incident response

Key escrow

Forensics

Two-factor authentication with HSPD-12
Auditing

N W

« &X: CIO Council, Chief Acquisition Officers Council, “Creating Effective Cloud
Computing Contracts for the Federal Government”134

132) CIO Council, State of Federal Information Technology (2017)
133) Cloud Service Providere] °faAt24 wizF Z&19-5 An| 2~ AF AYAS AT
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= p
5 b8 Fast we 2ok
A

AkA 712 9o m, EaaS (Email-as-a-Service) ¥ laaS
= Avlze] ois] FzF A A} purchase

agreementE Wi, oln] | FHwr} (price ceiling)E 7IWto g H Q3

T~

whge] Aulag BEFUIG o] (ud AAE Bt £ %7

o Blanket Purchase Agreement (BPA)= SAE AHlx= F HY3t= AB|=E 9

sta, 7] AA"H SBEUA g4 o2 Statement of Objectives (SO0)
Statement of Work (SOW)e} &7 Request for Quote (RFQE &Fi1%+

- BPAE &85} SaaS, laaS 2 S99 olxd 2 E3 AMu|AE

9 52 FUT 5 glom, ot ofn APHR FEAM HAmEs
3

- HIZF FE9-E AJAH= Task Order levelell whe} 714 &l-& AlFstA

<E I-14> v= S5 F5 A¥| 2748 9 Aok=EH

ESCEF AEATT EE
Cloud Special
[tem Number
(SIN) 132-40
EaaS Blanket .

Purchase . =or— °lg 5t collaboration - p o )\ip elzau2zt o
SW Aju] 2 of A
GEDCCTENT L ol el 712 % At g g O E

— o
[aaS Blanket

o Otk AH| A7} FedRAMP Q1% wES
o ARl FoiRl 7HA S Al FA AR

e Zglorc A Al, VM, & s A8 &

Purchase = £ v e * FedRAMP QIFAH|A7} opd
A ¢ Tiote Al AE SR
EpA) e AR S b R Ak Al A S

* &X|: General Services Administration (www.gsa.gov)

134) https://s3.amazonaws.com/sitesusa/wp-content/uploads/sites/1151/2016/10/cloudbestpractices.pdf
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[2% -9] BPA &8 Email-as-a-Service ©7}%

A 5 G DLEF GIH LI K LMNOP QRS T VYW X ¥ I [MA AR AC AD AE AF AG AH A AJ AK AL AM ANLAD AP AQAR. A
1 Consolidated Pricing Spreadsheet for Email as a Service BPA
2 |Please note thatal of these prices are the ceiling prces for the CLINS indicated and prices can be lawer. Vendors are encauraged o prowds discaunts af the Task Orcer kevel
4 Summary of Pricing Offered - US _ _ Summary of Pricing Offered - Non-US
5] FPariner [1a [1b [1c [1d [2a [2b [2c |2d [3a [3b [3c [3d [4a [4b [4c [4d |5a |56 [5c |50 r [1a [16 [ic [1d [2a |25 2d 33 [36 [3c [3d [4a |46 [4c [4d [5a [56 [6c [5d |
§_ALCenture Fegersl Servkes LLC (G) X xlx 1 X X x| x X Accenture Federa! Senvces LLC (G) X x| x x x x| x X
7' Arcenfire Fegeral Services [LC (165] E3 X X X [Accenture Feaeral senvces LLC (3651 X 3 X X x| x 3
8 |Aulonome Resourtes LLG (£X) XX FUI X[ X[ x [Autonomic Resourtes LLC (X}
9. (66 Federal inc_(2) X% %% x| x X[ x| x CGiFeceraiine (7).
10 Ciracom Inc_{(EX) X x X x| X X Ciracom Inc_(EX)
11 [Compuler Sciences Corporabon (G) X x| % X X x| x X Compuier Sciences Corporation (G) 3 X[ x 3 x X[ x 3
12 Computer Sciences Corporaton (EX] %X X% [} XX X% fComputer Sciences Corporabion (£
13 Ded Federal Syslems L P _(365) X X X X X X Defi Federal Systems L P (3657 X X x X X X X X
14 DLT Solutons, LLC (G} xXlx ! X1 x 'Elﬂ Solutons. LLC (G) x XX L x X} X X
15 Generzi D information TEchnology_ e (71 A a e xT® X1 x[x]x X[XTx X[ XX infarmation Technoiogy_inc_(Z)
16 Hams (T e zZ X X x| x| X% X X X[x]x [Harmss 17 Senviee Corparation (2)
17 [Lockneed Marim (7) A x X x| x[X[x [T X |Lockneed warim 7) x| X x| x| XXX x| xx x| x[x 3
18 'Onix Networking Corp (G} x| x x| x [Onix Vetworking Corp (61 x X% X x X[ X
19 Smarironis_inc (EX] T X[ X% [ X[ X% Smarironi.ing {£X)
20 SRA Intemational (G) X X A Intzmational (5]
21 SRA intemational (365) X X X X SRA Intenational (365) X X X Xl X X
22 Unisys (365) X LS X . Unisys (365} LS X L
23 unisys X X X L LS X X
24 Tolal 13 11 4 91 w0 4 8[5 & 3 313 11 4 913 1N 4 9 7 2 o (s 2 o0 wl1 1 0 1]7 2 0 10[7 2 0 10
25 X ndcales prong [§ waatie 107 Nal DACUa! NQUSYy PaTHEr / STbIoE ComDuabon X" MAAIES prioing (s AvaADiE for Nal patiular INdusiry pArher 7 ublof Compnaton
28
27 Abbreviations & Definitions
28 Term
29 385 M rosoft 385 sohibon
30 EX IMrasof Exchange solution
3176 |Googe souton
27z
33 U8 the US
34{NonS [Not a in the U5 3
35 1a Email as a Service._Govt Community Cioud Delivery Model
3610 {Email as a Senvite Private Cloud Delivery Model
37/ IEmall as a Servee. Secrel Enclave Delivery Model
28 Emal as a Service Puble Cloud Delivery Model
397 |Ofice Automation Govt Commonity Clot Deivery Hiodel
2020 [OMce Automation Privsfe Clous Oebvery Mooe:
4172c[Offce Automaion. Secret Eniave Delivery Wodel
a2’z o Public Cloud Deiwery Model
43735 [Records Management_ Govi Community Cioua Delivery Model
I [Records Managemen_Privaie Cloud Deivery Model
4875 |Records Management_Secre! Enclave Delivery Wodel
e JRecords Management Public Clowud Oefvery Mods
47733 [Wgraion Services. Govt Cormmunty Cioud Delvery Viodel
8 Migration Senvices. Private Cloud Delivery Modet
49 3 [Migration Services ecref Enciave Delvery odel
50 4d Iigration Services Pubde Cioud Deivery Modet
816 Tintegration Services_Gow Community Cloud Deumrvn.vmz\
525 [integration Services Privale Cloud Del
53 5 {integration Services, Secret Enclave Delivery Mndel
54 5 [Iniegration Services Fulsic Model
5% HC_|Provided af no cost by te indusiry pariner
56
57
58
50
60
3l
62
63
64

Summary Base 2-Yr (US) Option ¥r 1 (US) | Option Yr 2 (US) | Option Yr 3 (US) Base 2-Yr (Non-US)  Option Yr 1 (Non-US) | Option Yr 2 {(Non-US) | Option Yr 3 (Non-US) &

+ Z&X: General Services Administration (www.gsa.gov)
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S8 Apps.gov 1.0 Apps.gov 2.0
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AR 21 SEPEBHT M /4w 2 ;ruﬂgg} AH| R} 73} dest A
o JUfZ 9)5h YAEL AF = - S =
ZRIA] e, eellEgnd e, edel 1Y B
FRAA GSA &4 PIF, 18FZ2%
7 et Al Waterfall QEAA OfRIY

« BX AZEoIEAMATE SSSW HEA MZIE AT (2017.04)

2. =
(] 9= 201198 3€¥€ A Government Cloud Strategy A =& xS 0|5, 34
b= AR = 2017Lﬂ 249 LRSI HBO, 7| STeE ARG W
A ZZBEE w7 9 UYolElH Zeocld w9 Fs Exa MA
. S

o ©@7] E3xE “cloud first” o4 “public cloud first” & A3}
- BEREY WA A= FYE AN BEY S de wde
By Zgecolx], dto]lBg i} 2A FEeT ) ofde mA

- 7 J1Ee SaaS EYS FUASE =99 R AR AT F, wef )
ol BAF SW A% WBY FALE 5292 AGT AL 19
shof @eka B A

|
o
OO
_Oli'z
P
=
o |»

2 ojZPAolHE HA A"¥ = =< ( ‘plug and
play’ )& &= A= APl 7]te] oF|F A E &3t AL HXE LA

2 SaaS o ZE Aol o] L Wl A 71E oI HA
o TFE F e =" FAHAE FT7F

136) https://www.gov.uk/guidance/government-cloud-first-policy

137) E8+5-= dolelB e Holot A3, = Government Digital Servicex 229 9= Yol
B AHOE A3 ol= olfe} 7S “We use the term more broadly to include the flexible
adoption of Software as a Service (SaaS) applications, which are often loosely coupled and quite
task specific.”
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[] G-Cloud Z#HIYIE 53ty F$= & 2H, SaaS, AY Aulx= & +
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o 2017d 71& 20,0007 oAl ¢t AMulAvt SE2Ho glon, F 371A
Au| 22 FRF
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He BAT d 520 sh5d
- #H27]% 1. G-Cloud 914D A}¢l

138) www.digitalmarketplace.service.gov.uk
139) FrameworkE Ao} W17 AAdA 7He] Aleko g Holsta S
140) Content Delivery Networks

141) https://www.gov.uk/government/publications/g-cloud-9-framework-agreement/g-cloud-9-framework-a
greement--2
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EX: Gov. UK (https://www.gov.uk/guidance/government-cloud—first-policy)
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