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SUMMARY

CPS, an important technology of the fourth industrial revolution, is a system that enables
increase of productivity, convenience and safety through the convergence of digital and physical
world. The CPS system is complex and there are many differences between various application
domains of CPS. However, many systems belonging to the concept of CPS need to study and
define CPS common characteristics that can be used in related technologies and development
methods. In this study, I will summarize the requirements for each CPS characteristic and use it
as basic data for CPS application domain research and development.

This study consists of research that derives common requirements of CPS based on
characteristics and suggests CPS software platform that meets requirements. Automotive, aircraft,
and smart factories were selected for analysis in order to extract the CPS user requirements. It
uses the CPS framework of the National Institute of Standards and Technology (NIST) in the
United States as an analytical framework. NIST’s CPS framework includes a CPS analysis research
methodology and terminology to describe it, allowing for a universal analysis of CPS. The NIST’s
CPS framework was used to define the revised CPS framework for software requirements
extraction.

In defining the user requirements in this study, international standards documents, papers,
reports, and interviews with top industry, academy experts in the country ensure that the
requirements are correct and unambiguous.  Completeness of CPS requirements has been
increased by adding CPS requirements for autonomous vehicles and UAVs.

The CPS framework consists of six aspects of functional, human, trustworthiness, timing, data,
and composition and concerns related to each aspect. User requirements are summarized in terms
of six aspects and concerns about automobiles, aircraft, and smart factories. I have extracted 66
user requirements from the car, 83 user requirements from the aircraft, and 96 user requirements
from the smart factory.

Each wuser requirement derives the automotive, aeronautical, and smart plant system
requirements using CPS characteristics. CPS characteristics can be classified into the following
categories: system scalability, composability, interactivity, dependability, timing, interoperability, and
intelligence. Respectively. Common requirements of each of the system requirements of
automobile, aviation, and smart factory were extracted and defined as CPS common system
requirements. In this study, 108 automotive system requirements, 62 aircraft system requirements,
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102 smart plant system requirements, and 35 common system requirements were extracted.

The second part is about the CPS software platform. The system requirements for the derived
CPS characteristics should be provided as the basic functions of the CPS software platform. To
this end, it was verified to what extent the existing IoT platform satisfies the functions of the
CPS. The verification targets are smart factories and CPS basic requirements. The IoT platform
for verification was selected as a Mobius platform that meets the OneM2M standard. [ verified the
degree of satisfaction of the extracted CPS functions on the IoT platform and summarized the
CPS functions that the 0T platform does not provide.

[ analyzed the requirements of the OneM2M standard among the extracted CPS system
requirements and derived 37 system requirements that can be verified Among CPS system
requirements, there are 7 types of scalability, 6 types of composability, 12 types of interactivity, 3
types of dependability, 1 type of timing and 8 types of interoperability. Intelligent requirements
were excluded from verification because of difficulties in verification through the IoT platform
which does not provide intelligent services such as Al

As a result of the verification, it is confirmed that the 37 CPS requirements to be verified can
be implemented in the IoT platform. In addition to the CPS requirements not provided by the IoT
platform, the CPS software platform is proposed by dividing into the service, interworking and
network layers. The additional functions that the CPS platform should provide are context
awareness and control for flexible changes to the CPS subsystem, optimization through modeling
and simulation, visualization to track the complexity of the CPS subsystem, detection and abnormal
situation response function, and intelligent service using AL

In this study, the CPS system requirements are organized in the form of CPS platform, and
comprehensive requirements are defined by providing a list of requirements. It is expected that
CPS can be developed more fully and reliably by reducing the time and effort by utilizing the
results of this research as a reference material for companies and researchers who wish to
develop CPS in systematic research and application domain of new CPS.
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AL ARl Wl oek AEH )% e TR FRY 4
23 Y37 Azl A AHY PGS FEA7IA B ok A%

o) B4 W s STARE FHATA RaW QA AsRE AESA 23

ol 1Pe % TG §3L BelFT Qom A AF LFAYY 27 4T
A, 9% aFAGeR ydth R WA AF LTS AEY Fae AHaAY A
wu} ALHS U8 SR AT LAY B W5 AP 4 5T

S UE4 BRE STAG] old] ST T WAL B
w-@ N2 ATAROE B 4 b 24 APAFOE A Gol, TR BE &
3 BAe AW LTl ZFAL A AAE A2 9R2T} A LA 204
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Non-Functional
Requirements

Product
Requirements

Organizational
Requirements

External
Requirements

Efficiency
Requirements

Dependability
Requirements

Security
Requirements

Regulatory
Requirements

Ethical
Requirements

Usability
Requirements

—

]

|

Environmental

Requirements

Operational
Requirements

Development
Requirements

Legislative
Requirements

Performance
Requirements

Space
Requirements

—

Accounting
Requirements

Safety/Security
Requirements

A5 @ lan Sommerville(2011), Software Engineering 9th edition
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54 A 73
SRSE= RZEdOd BAE BE aTAGe] 58 Avolw 48, A%
gutg He BASHE S0 B3 2ASA %8, SRSE A2W 8TAG A,
(Correctness) | BH® ZRAE B4 9 /e A§ 5T w2 2 AT AYR vim

3he] Fojsh=A Flso
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SRSE & Aol WA
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54 weelq ALgE fol7h o
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(Unambiguous) gulE 7Hd & Ae Ag, L 8ol B FAFS HES o3 AbHellA
Awefokdt, SRSE= BAE Wes ARSI AHSSE AR E EFA B
shA| eFotof
SRS7F HA & Zk57] SlalA= 75, B, 2A A, &4 e 95 QY
sra s Holzot AEHE EE T3 8T, 53] AlZE Aol o8 Fad
kel
I oI o FAS Flstal Aol j, Jhedt Ee 4™ TlolHo gt
(Completeness) } N . _
AZE Y FFol g BYE AFsty FES dY B FERIA &
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, SRS7} A28l Q@ FALE HA A 2o o
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(Consistent) A3HA] o™ ZutE Zlo] ofd
SRS& 7} &4l i’ a7AE S a5 Ee AHAEES YeElle 4
T84 9 kg | EHAV JE AF, T8E E A dE FEe] B8E, gutdgoes A&
gt H7t TE O AFH FHE BEE STFAYL FZo| FaAE e €F 8
(Ranked for TAGS E3] o] 23 S8 TR AHeoAs EFAHA 5+
importance/stability) | A9 tt2 & ZTE WS MelFY £ glomF SRS ZF @ FAEGS A&

SRS &A1 Wl BAE BE &?A}%le AT 7Hse Al A% Ads
FEE F A, F AT B AV AZEd O] AFol aTALS FF
A5 7bs st F1TE 4 Qe dEEHT 18 5EH At e AT &
(Verifiable) TARE AF & F de AT 7T dAe e A Zalex, ZEIHY
F9L oMlES 20 ol X 60%2] Azt Ulol AFEEojof g}, oWl EQ]
30z ol X 100% A1zt ol A4k ofof drt)
TR 9l SRS 87 A digt BRE wAAGS 431 A w
E F Ae 7FE 9 28dE 2FE Zlo] dagh =4, A 9 wWAA
FE F2E AEsY 484 3 AR AR FxE ZAFE F5 5
T4 7bs Aol golaly, o] W 27 FEHA Gotof dH & LA
(Modifiable) EgNRTgE 7 2 FAES BERE RFsE Ao wEAd, TR F
& SRSO| 7MEA S EAFAR FHE B4 dUolE"E o A7} HAY
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Areloll 8ARge] ofrlE AE gE7 Olsﬁﬁ}ﬂl g g FHlo R A4S ofF wiEF
7] =t o|2 Q8| ZE2AEY} AU JheAel SUE g AeBR Y 7)o JfEst
aAp shs AZES OO tis] WAl £4st a7l EEske A2 Ty a8t
QA AHE A o] olF|BAAe) QB HY Z2EEY AZ, HFJAAETY, 22

2~ 0]

4 #F A T ST B 7S BEl Ao WEsid g Jdor vk ol
AR 8FAY S B3l STAEES 2 AApt 8t olHe 87N
w4 HEE AR 87E FE%H BRE

st BAE Fol(wha)oll 24& Tohal & F Aok 874 E2 HHAA SFARNS
7% SFARFE H7Es QFARFO R FEO] JHesith AlxHlo] Fslor & e T
Azl & 75 A AEY FA 7E T UEAT] A AZE o} 7FAoF )
= AEEHAT A B, AHE, BoMY, 849 Ak A, FARTAE 59 2
2 P9H EAOE n7T SRS FEste] EE9Th ogA EE% aFARYY] A
X QAR BAAZE ZAAEE i 7] W 8FARE WA tigt A3 9 AZE
ol a7l 43 o, AAR A AREHIJUEA AFol dasith 71EY aFA
g 4 A7u BEs AUE A, 87N T84S AE(]A17] 200857, A3
9200638 eAV Z2A A HIWHY 52 878 FHAAY AR W&ol tigt
W 2(FA AL 9200259, HA 9201260, vk= 2)(2011)6D)e] tha] =olFm 9o}
g @A o 1%0}7} A4zt /‘“’“ﬂ“ﬂﬂl g8t AaF B A= §HFHQA Al2E AL
g FA ol B4 7sH v7ls ST A EEAY EEE SRS A
A Agste S AAE A7 T3] Qg gtk
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57) oA 7], a3, AAAQ008), 874 = A =938 EHUL{Z} e

58) A, E, A&, W482006), = iiéﬂloi/] 7HAZES A% 8 T7F
3]#], pp.5-13.

59) HA L, H<qf, o]AdoK2002), &AZEL o] 7AME Hel Abd AT, FAHRATI] e,
PD.445-447

60) MY, FAL, AFQ012), Al Z1ke] @AM P 2 AA B 71H, S FEE RS =
2], pp.149-161.

61) Bl \F=R(2011), AultleE Al ~ElS 93 go]-ul slule] A EYo] QTAME WAl 7|,
XOE-J’}‘E—]—:Q:]\_TX] pp.485-490.

t&h 3], pp.115-120.
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A3d AXZEY o] = Z(Software Platform)

o] HolM= AxE 0} FUF| ofriel B thsf Lot CPS SRFS A &
AE T ZHFo thelf =AY, CPSe E4tetar, WA 7hsAdol &
How Fosit (PSE 758P7] 9% g a7Ads 7IeR CPS S3% 7
of HuAe] F WA oz JUF] Jhdst CPS SRFLRE L-87bsstelet 7t
0T Zg &l theff LopRAT CPSet #d s o} IAY CPSe 424 e A /IS
2 0T, F295 A28, SoSSystem of Syetem), BlHlo]E Fo] ok loT= &4 3
golA Aree BEsaL, FAlste, &4 AE fs a3 FHE FHlsy] wId
loT= CPS9} #AF /g 22 ZFHt62) [0T9] AR 3 7]52 CPSellM &g-o] 7hs3}]
mol T EFe] CPS SHhEFS 7 SRF2 S87Fs A SRIgT.

1l &2ZEHo SAFS oo ¥8 A4

Carliss Baldwine E##F2 T2 74 84 19 A4S At Al»H W E} A 31}
X3} 7hFs e Ak H8Al 74 8 : =
T4 84 A el =2 74 849 B JFeE FEH= E}%“éol e
A Q47 FYES AT P SREL BT AFS vEY] Y3
frEE 4ot 63 FPES A 2H FollA FFY 84E FAHHL, F
MEE 54 8450 AzEoY AFe AZ T8 S4S Uity & + Jlth
AZEY O] FYPF(PlatformolH & ZZ I (Application) & 2433}
He AZEY Aot ogrlds S8 =2 Y 7H‘ii— 2e 79 (Compiler)sd,
g2l Ej(Utility) 2 <A s o] (Interface)e} 22 AL E o] ;%9} S8 ZTEIWE AP}
71§19+ #eldRuntime) o] EFE o] Ytk %WEH FE Ho|ARAZES Ans
U gs2E SHEol AAS + vk AsAkY B¢ AUTOSAR7} FF ZAEoH, 3
9] 79 ARNIC 653 EF< 7|Hro 2 7dtd ZAEF o2 VxWorks 653690 Stk

62) Kevin Ashton(2009), That * Internet of Things” thing, RFID Journal

63) Carliss Baldwin, C. Jason Woodard(2008), The Architecture of Platforms: A Unified View, Harvard
Business School white paper

64) Z%Yﬂr‘?—_lﬂi(compﬂer, 7], HY7heE EAH T2 dojE 2o e EASE g8 =2
Aol2 $rlE TRIWOR, A2 FSF ARASE Fo B U Aol oldE] AL
Juls) TrE dolziE AREG AFAA AW P Ao Z2I9E BES] A4 9

65 W= WindRiverAb7} ARINC 653 & 7Aratel] whet Azbs F3toll A 7= e 3hE] A J(partitioning, &



David Chappelle AZE o EAFL =YAAOS, Operating System), 3-8 Z=T13 4
35 93k An] 2(Execution Semces) tolg AH|A, S5 Al T 22 45

ek k6o

[29 2-10] A& Alold S9F

Development . | daé i
Code Data
Execution Data
Services Services
Operating System

‘ Hardware
| Application Platform Components

A& : David Chappell(2011), What is an application platform?, 2011.12.

= Eslol 7H%x}7} 2RI B 71%% EF O e gle
M, IR HEEAR] Aolty. FUEE A2l BE 4TS A48 FEOE TAHEY &
ek, 8T Aol o FRE olFolA Jon, FF J|e o] B Azl
A71A e 37 Wl Aokt ol ZWE 7?%11 ITE6D Az E] SREFLE
&9 7Ise ATeted LZES O NI B A2RS NS ¢ A I B
SAEL NEAAA 259 EEH ABHO|2E Algsto], AFe] 288 FEv84=
2Ae

CPS= oF S&=mcle] lon, off 7lest Mulas E 7he/do] Bal, &2 Alx
Al Aol Al2Elo] §RE T 840 S BT VXAl 3lof oFo] 7]
CPS EYEL CPSE Adsts Bl gloia Bl 2ot

e A Fde AZTEY S ZHE

66) David Chappell(2011), What is an application platform?, 2011.12.

67) Carliss Baldwin, C. Jason Woodard(2008), The Architecture of Platforms: A Unified View, Harvard
Business School white paper



2. CPS ZHAEH GAF ZUEZ : 0T (nternet of Things) SHAZ

CPSE QMlE Alzslo] ABE T S48 Adeln, AMls AzE, [T, ZeH9e A

28 5& 2T Yo NSTE CPSel 0TS 443 g oz AFarE Ak of 29
£8P %%H%— FHLAE BESRA Folo] Basith £F8, AR, A4,
£z o) vz SHAHL = 0TS A% 0T AL A, 52, 54, A4 5
o st @Efw

2HE F, 2uE AE 75 Toll FHAsHA AHEE T e diEAQ] T E3F &+

2l oneM2M3} OCF(Open Connectivity Foundation)¢} 2~rtEF23} 2+o 2k¢] Hoo A Al&

o = tEAQ loT(ndustrial-loT) 7]&<¢ OPC UA(Open Platform Communications

Unified Architecture)f®e] %= 54 8|3 AAZ S8 7 &&= AREEHT e

/\H’fﬂ l‘%’ﬂ,g st} oneM2M, OCF, OPC UA %52 AAZ H|aE sto] ofH 3o] CPS &
o 2Ho) 1A FLAHNR BAMsITh

1) oneM2M Mobius Z#Z

D 7Me

oneM2M< AU XA|, 1%, I%, FFAH2 5 AFER F45H0]1 HHfHo 2 FFEH=
gHstE Au|x EFRE L FZ2E slojy S8AH 2 QX oy
o] s AFEQJIHY FeAH A E3
EFETA0ITHEY o] Al AMA A4 17Q1 TTAGZH=), ETSIH3),
ATIS/TIA(E ), CCSA(Z=), ARB/TTC(¥H), TSDSIRIE) F 87§¢] SDO(Standard
Development Organization)7} 3522 R3S Th0

871¢] SDO 7|# Qo= 2 AR, Au|A|ZAL, AH| 23 A 5 9F 2000 #=wA} gt
3 %ty gom 20159 1€9] Release 1, 201613 8¥d] Release 252 Z/lstgth

68 OPC Foundation®| H|oJE] 31 % Aol 9% 4ed Av] 8 A28 FAlo|
ke AN T2 Qdolo] B4AolA By, BE LELA} AW
A= MoT ZRE

69) v 2= 785(2017), AFAAH 2= LS Y3 [oT<} oneM2Me] o] &)

70) oneM2M &3 o]#], ARIB: Association of Radio Industries and Businesses, ATIS: Alliance for
Telecommunications Industry Solutions, CCSA: China Communications Standards Association, ETSI:
European Telecommunications Standards Institute, TIA: Telecommunications Industry Association,
TSDSI: Telecommunications Standards Development Society, TTA: Telecommunications Technology
Association (TTA), TTC: Telecommunication Technology Committee
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Release 32| 7§ o8] 4Hle] 71&E7] A%, Al 2 <

XX‘] 0 1:117«01 xag %0]1:}

oneM2M94 71E YA IEFE6NS L TFAFS 3= Requirement(WG1), Al2~8l F2E o}

= Architecture(WG2), Z2EZ3 ##3 Protocols(WG3), B eHA# Security(WG4), &3]

%{rﬂ 2 =443} ojm 3} BeE¥ Management, Abstraction and Semantics(WG5), AA} 7#4-S
$3t Test(WGH = A3 Fth.

olN
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Aol Hdste F

A
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[ 2-11] oneM2M ¥ # 1%

Rasiistemants Abmtrashionh
Semanios

25 oneM2M
2 EF
7h £2F Y 3%

oneM2M Release 19| o}718lx¢] ®& <MEJE]= Application A%, Common Services A<,
Network services A5 o] Al 714 AZLE YFoizith

4 =279 JEEQ AE(Application Entity)= -8-8(Application) AlSolA M2M -8 =
1”‘9] AMul 2 2215 Fose 40|tk AEY] d 2= o 33 ofZgAelA, 944 &
BUHH ofE A, AY AF &g Aol ol Atk
F% A2 AZe CSE(Common Services Entity)s= M2M(Machine 2 Machine) $79] t}
U3 AESo| 3FCE AT T v 3% AHlE 715(CSP) NESS BB & U
Ehdith. CSEZ} Al gdhes 319 7652 3% ARl 75 o® =g3oja Ko zeho

MdskE <+ ok
Network Services EntityINSE)+= WEH T AH|~ES CSEo| Alg-dith o]2dh An] 2]
o= Ax B, fA AHl~ 2 AR EgA] U
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Field Domain Infrastructure Domain

AE AE
—— Mca Mca —— Mca
|
Mcc \ | To Infrastructure
CSE TG CSE Domain of other
| Service Provider
|
—— Men I " Men
|
|
NSE | NSE
|

A5 : oneM2M

oneM2M ZdZo] AFdh= 715S 1270 FF Al 7]5(CSF, Common Services
Function) 0.2 A3ttt &5 AHlZ 75 AREEY AH 2 odf ZE Aol ApF A}
SHe 7% & ARl SFARNE BYdt R Holy AXRER, TE/EA
(Subscription/Notification), =] #e], A& BA, YELA AF 7, 9 AR, 5 Y

7ee EFEH, Bt 75 71RA /1T, A A 5 Vse AEdh

[Z18 2-13] oneM2M Common Services Function

rmiman Servi uncti
Comman Services Function (CSF
MR’ CEDIE] 34 I W2 CROIRE B P
CRADH CHOJE] A3 4 22 CI0lE B Fle
Subcription OLAJ 7] AR T O BEAST Fuik 3 E CosT 250
- MG T O B urE Mg Oost B
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Semvic i
Compant s Entihy [CSE) REgrLraten 5 A CER R EA T
R D Subhan
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e Regrstration Group Mgmi Security
L Secufity LR WP HY HE UBAN Y e
Discovery hmu':.hlm Location
% CHscoery B3 2 Y By PENORER
Dy, Mgmt Charging M
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3} Quality of Service, 4) Device Management
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oneM2M Fo| Z=ZEZF v A|X|(Primitive)= Release 10|41 CoAP(Constrained Application
Protocol), HTTP % MQTT(Message Queuing Telemetry Transport) ZZEZTD WA S T
3 AEHH Fe 7 ZREFS A|UT F IEE EA WARA ZREF FE54S Tt
A FEF JEE AT

oneM2M Release 2014 Thdgt JI2Eg] AlERIEYl Z89E 9 U ES A AFo] F24o
2 AFECIEUY 749 AllJoyn’™), OCF 9 Lightweight MOM 7|&3ke] A% 48 A&3th

2 Hulo]x B o EgAlolde T8-S BHAS] fld $AHA0E TP tnto] 2o
gk dloly Ede Aosta Utk ¥ Release 1914+ 7Hd Xﬂoi 2 A ARE s
371 3 AR o Zg Aol 2+ AH2l3k HlolE] =S container ¥ contentlnstance A
A EFY& o] 883t containers [0T AlZ=glo|A 8] AdES ADd o Sl Holg F1ke]
133 A dolHEL contentlnstance EFYO] 2 AEHT Release 294+
oneM2M ZH &S o] &ste B ofEgAloldo]l EFol AYH 7B Hntol 2 HlojE B
A2 Ao EN Thd AxAF F o EE Al A 1 EEY Holy EEE A9
(container ¥ contentlnstance A<])st= MAZRRS o A wiﬂr ofEE|A o)A AtolY] &
3do] RAHED, F4 ZRZEZFLS FA] F42(Full-duplex)= A ¥3sk= WebSocketo] 7}
= A

Release 39 7%, A%, Asak, AvtE &, AUIE TA| A0tE & 59 oY 4HY
THlfle AFoE2A vl il F 2AHS T T Fol ok & EoF TFd(Home
Domain Enablement)2 ~©WlE &9] 7}A tjulo] ~E9] oneM2M EFS 7|HIo&Z 3 f2~
Ao|2ES B A ANzgle] 250 i8] Asiych F7HH 22 oneM2M EFo] 3
€ ZUE 9 fulo]lx T A QF HAE Ao EA AEA e AF G
7lodetzt gt
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AFe B0 0159 19 KETHAREATDYE ARE FF02 153

OCEAN™®] 2e 0T Ezol 7|8k & SEAAE THeIL 59 ke T5 29)2 29

71D MQTT2} CoAP= <UE U] 7dte] FHS gl&2E 713 yulo] 22 HE [0T 7|¥ke] Algte gliax
S 7Hd fufol 22 FAE AYst= AF T 54 Z2EF

72) ToT €3 o< %ﬂ%ﬂ}ol?ji(AllS en Alliance)oll Al T&F33 2T 4~ 7|99 [oT ZHE 2%
ole A Ao £x9l 7]7] 2+ 1] %3] (P2P: Peer-to- Peer) 5412

73) 2017»# T4AZ 71, 719 2 Uist 5 727709 WwEo] Fosta ok



st o2 B wE [oT Avl2 Adste} 0T AeiAlE W€3l7] 98] =gska
OCEAN-& 20154 1€ oneM2M Release 1 7|Hke] @ A~ [oT ZYE
HE ZPE ‘Mobius’ ¢F tnleo]lx~ Aol ZFHAEF  ‘&Cube’ & &7 ;}9&31, o] 52
MQIT 22 EZ& x|¥git} 2017d 79 Release 2] CoAP, Websocket &
Mobius 2.00.2A4 714 &3} T
Mobiuse oneM2M EFS 7|HI0 Z 3= X A~ [0T A SYZOoZA AZE TE A
2> THQle] [oT of&gAleldd &% AH|~ 71%—3—% Agshy T= TuRle] tjnjo]
2olA HUYl ARG AASIAY AMRAZRE AALSE wol g4 3 tulo] A2 B
= FEAAZA 23T
oneMZM o}7] 8l 4ol A Mobius= <! A = AWl IN-CSEWE 335k
o). 3k Mobius 2.0 HZHo] IR EHA QAE2ER Hof AH|AE 93 =2 AFE 9 4
AZHAE, 2EZR A, ¢u] 78t glolg A, OCF, LWM2M(Lightweight M2M)7> 53} 2+
7 0
T

rlr

1o] 75 T

&Cube Rosemary & &2 MN-CSETE 2| dst= Alo]Eo]E Hulo]~E2A &Cube &
HEo] A sHF- tuto]~8te] AF A

&Cube Lavender ZHEZL ASN-CSETME A ¥Usl= M2M tjufo] ~=Z A &Cube Rosemary
ZYPEH AA EE 95O F Mobius EREFH 95 A

&Cube Thyme EH;FS ADN-AEW®E A|Qet= 7T tulo] 224 tjupo] 2o &jH Al
A g XPE%Lil(Actuator)ﬂ AA AEH )~ T3 3 dHolElE Mobiuset AEH™
20173 79 ¥ Mobius 2.0 MZAoA Thyme2 A6}, Nodejs, JFEZO|E, oFFo]eE A

o o
il 01'37— 9/\‘1?

74) Infrastructure Node CSE : Feh-¢E5 AH 2 FAFH 22 =g =t 7449

75) OMA(Open Mobile Alliance)ollA] Aot 428 AAE Edst= o g 7171 A9
7171 #e E=

76) Middle Node CSE : & Alc]Eo] Fol 4% CSE

77) Application Service Node CSE : &8 AH|x =o] FA4% CSE

78) Application Dedicated Node AE: & tjulo]lx~ wTof 4% AE
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A¢e] 9 R AREER), A5eE FAEN 5 T AAY IFAA st
= Zo] opd 7zt 6719 AT =A T Fokll ek 2FE3E WA Ve B
I A|(TR: Technical Report) ¥ 7] 7#A(TS: Technical Specification)s 7ttt

oneMZ2M @A) Release 13} Release 25 T3l AAAQ ob7|dlx 4 E oneM2M Al
g 7S A% H4F xFo] FAHUL Release 3FE AFAL, 38 5 O
3 Ak =)ol S 28317] 9a OPC UA, OMG2] DDS(Data Sistribution Service) 5 4+
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{E 2-13> oneM2M %3 vkA oA

5 Release 1 Release 2 Release 3
71E HA3 BF As A=W H&
Al 7] 129 94 ~ 159 1€ ~ 163 7€ ~184d 2¢

12702 3% Aulx 715AllJoyn, OCF g - A= AEAL '}:.U}E

Y . a8, ~AvE & 5

E7% (CSF : Common ServiceLightweight M2M 7] < 3}¢] o A8

Functions) % | Ay - A= Azt 27}

CoAP, HTTP % MQTT _
HESR = WebSocket T2 EF

TREEF

4) S8 A
7h =7k

fro) A+ European Union Almanacghe= AFEQIEYl 7]HEe] AUWLE AJE] TZAEE 7]
3, TA olgglo}l B4 Telecom ltalia®}t 34 oneM2M~7|¥ke] =w, AHA & 2
B T BT APE AE & ofE ﬂﬂlolﬁg 718 4 A Folth ™ = A5
ARFAFANAN FH, FAA9} SKT7E ALeA S FAS 74 st A-AEE &
oF ALEOIEY 7|¥t AulEAE] A AFQ’ olgt= #WA o) oneM2M Release 1=
&

3} T180

2o my

Wb 714
SKT+ ThingPlug(*# &2 1)gh= oneM2M EF=E WEshs 589 T ZPEL 20159
QE33tESD  ThingPluge= Mobius ZEAHE A7t wigd ZAAEEA =4 289U
oneM2M3} 24 FZ(GMMP) 7]%+e] Open APIE Alg-3tal SKTS AMul~ Q1=Zete] 7|5E
o}o.

= &8  UEF AT A, &RA B 7S AGERE AR 7]d0 sk
=utd 7le A SRR InterDigital 2t @ sk oneM2M 38hE]= 0T &34 7Estdoh
82)

79) http://www.almanac-project.eu/news.php

80) http://k-smartcity.kr/index.php

81) http://news.joins.com/article/17992244

82)
https://worldindustrialreporter.com/harman-partners-with-interdigital-on-onem2m-compliant-end-to-en
d-iot-solutions/
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Buckinghamshire County Council> &% A"l 3JARI Arup, WorldSensing and Traak,
InterDigital#} 1}, oneTRANSPORT solution8¥¢]2}= county-wide 2~FIE &% Ed 2 A|x
HE TS3IATES w9 AYES A3 AvtE NE EF4AS WE7] Y8l AbsA HEs <

49 TE g 5o LE Hold 3 B 2w T30 oneMM EEL 2 519

2) OCF IoTivity
(D 7He
OCF(Open Connectivity Foundation)&= AFERIEIYl Mul~ Fd Al A%FE CoAP ZZEZF

2~
ALEEl AAEe Gt ZAAo EAlste AdES dEA &+ A s &

E A=
& ZYFE 7]E0|th80)

GAoltt. OCF = 7IdE= MS, AM23, dd9ERS2, GE, 9, 27, 43R, ok
2, AolEf 2ol ofE2 Ht=A|o AZEY (W), THE, AxAL 5 R 7oz

AHERIEIY 2HE o] BT TS

2 &%

2017d 6¥& 7122 OCF= OCF SPECIFICATION 1.0< sz Fo= 7]& OC 11 &

83) https://byline.network/2017/02/1-564/

84) https://onetransport.io/

85) http://ir.interdigital.com/file/Index?KeyFile=390952300

86) https://openconnectivity.org/

87) ¥<4=3(2016), OCF AFEQIEIY T4~ ZYE EF ¥, TTA Journal Vol.166 ppdl-45
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[19 2-15] OCF 4] Z#9<¢ =(Core Framework)

Discovery: Common method for device discovery

@
Vestical (IETF CoRE)
Cytstll smart | Health | Auto- . : :
Profiles M @ Messaging: Consfrained device support as
default (IETF CoAP) as well as protocol franslation

via bridges

OCF Core Framework

(3 Common Resource Model: Real world entities
defined as data models (resources)
JRERGES 0g @ CRUDN: Simple Request/Response mechanism

with Create, Retrieve, Update, Delete and Notify
commands

& ID & Addressing: OCF IDs and addressing for OCF
entities (Devices, Clients, Servers, Resources)

© Protocol Bridge/GW: Handled by the Bridging
Spec with some implications on the Core

Common
Resource
Model

ik

L2 Connectivity Networking Transport

Z}5 : OCF SPECIFICATION INTRODUCTION AND OVERVIEW(2017), OCF, July 2017

g4 (Resource Model)2 AFEQIEYl ABI2E9] AF Al g4, Holy =d 2 Alljoyn
o Wg ol B3 At dow, AHEQJEUS S48 AEF 7171E0] Bold e 4

]
4}, CoAP(Constrained Application Protocol) &8 F Z2EZE A d3t9]ch
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= OCFY) AAAZ AGLHo2A, 0T e 22 9% Ax/1A24 BFsa ok

w71

HARAE 20209714 7P R AF 2nlE 7% gAlSta OCF 5 WA oo
gk Aok dF Ml AT Aol A Hz2= 2ntETV, s H Wi, oo
of OCF 15 ¥ty F7149 % & 2 2 20189 RE EAH+= 2nfEZRd A
AE OCF 74 g€AE oAgolth CISCO, GE, LG, Sony 59 7|U9EL &4 AFEY
OCF &= wom g 7Y AFE 1t 924 goistar Uet89

oh 7|

OCFst e AZdgozA 2ntE F3} 2bgF 3 QHHgh AW wek 9 5d4d PJ*E]% i
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ETRI(G=AA 541 A7) OCF % 2 IoTivity 714t
3l OCFY 4 we d44< 53l 7189 2rE &
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S Ye AYAAANME AA H2ZE OCFoll 7FUgroZA oA AFESQIEYl Eofz
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88)
http://www.edaily.co.kr/news/news_detail.asp?newsld=03781846615867912&mediaCodeN0=257&OutL.nkCh
k=Y

89) http://www.zdnet.co.kr/news/news_view.asp?artice_id=20171226180336&type=det&re=

90) http://www.yonhapnews.co.kr/bulletin/2017/02/16/0200000000AKR20170216065100009.HTML?input=1195m

91) http://news.inews24.com/php/news_view.php?g_serial=1034874&g_menu=022100&rrf=nv



3) OPC UA Z4 &
D 7Ne

Az A 2"lo] Mu]2 2 &F 0}7] 8 %] (Service Oriented Architecture, SOA)7} =4 o}
g} Hek Tloly &4 WA, T8 Holy AY e B33 HolE F& AR 2 A
o] N2 Q7S sjdst ] 38 OPC Ae+S OPC UA(Unified Architecture) &2 7§
ety OPC UAE dlolH 4 9 AloE A% A A8l 9 Alz=Elae] Bl 3&
T Stk

OPC UAE OPC UA9] #419) OPC EFOPC Classic)?] 7] %% 53et1, dlolEle] o]
E £ O AAE ADehs AH 22 TR AHAE AFTo =N 7|29 Ak AR
3| A4stitt OPC #3(OPC C(lassic)& A7t Hlo]E(OPC DA/Data Access), ZH 9 o]HlE
BUEH(OPC AE/Alarms and Events), dloje] @ 7]g} 28 =2 3:(OPC HDA/Historial
DAY tigt dA|~F {3 STIAES} AW, AW 2 AH 7t Qe ol ~F A3tk

z7| 01]-‘5 Modbus¥2), Profibus®® 53} 22 PLC(Programmable logic controller) £4 ZZE
& ZFsHd e o]~z 3433t HMI(Human-Machine Interface), SCADA(Supervisory
Control And Data Acquisition) 5 “3¢] A28} H&3t A5S SFHOZ 7esist

1 T

l

19967 9= OLE(Object Linking and Embedding) AZAeFS Z2A| 2 Alojd] &
Fo2A OPC MY & EES Tt 479 F&Z2IO0] FAlo] 7hsstA =t

[1¥ 2-16] OPC +%
Before After

IX%I

=

o oro ko W

A5 : Thomas J. Burke(2013), OPC Connectivity, OPC Foundation, 2013.10.23

92) X}Eﬁ‘r TJH}O] FA1& 98] 1979 o] Modicon (@A Schneider Electric)el 2ls] 7ldd SAl
93) BMBF (German department of education and research)e] As3& tlufo]2 3+ FA1S 2138 19891 o
MEst BEA 2 EF
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OPC UA ZFF2 20084 718 A2 OPC (Classic AF¥Y BE 7)1%S dhte] ZYgZzo
3sl= AMH) A X3 ol7|EAZ 7= OPC B39 712 19 103 o] 147) FEo

Fo] A8 Foloh

[1% 2-17] OPC UA Specification Organization

OPC UA Multi-Part Specification

Core Specification Parts Access Type Specification Parts
| Part 1 - Overview & Concepts | | Part 8 —Data Access ‘
I Part 2 — Security Model | | Part 9 — Alarms & Conditions ‘
I Part 3 — Address Space Model | | Part 10 — Programs ‘
I Part 4 — Services | | Part 11 — Historical Access ‘

I Part 5 — Information Model

Utility Specification Parts

[ Part 7 - Profiles | Part 12 - Discovery |

| Part 13 - Aggregates ‘

|
I Part 6 — Service Mappings |
|
|

[ Part 14 — PubSub

A+ : OPC Foundation

Security Model> thefst WEY T 2 Ao £ OPC UAS EA Aol FA o AH
Holmg olg tulsty] A A S Fdd B wituEsS AlFeth Address
Space Modeldl A& A7t Selo|AEE QA8 A F2sd W T4 AAE =
o2} Services Model-& OPC UAQ] Awje}l Selo|AEZ 71550 ] AHogto 24 A
Hl2 Aoel 1dES HGA & 4 ok Information Model-& OPC Aol A A-&-5l= Model
] Data Access(DA), Alarm & Event(AE), Historical AccessHA)ES o] &3te] A =g s}
= WS A3t} PubSub 2017 HE7F F 7HE HAlY ¥FOE 7|E FEto]dE/A]
W EYPO0 2= HEYIY vt B A5 A7 EASke] PubSub models F3l ©lE
=

=



[Z18 2-18] OPC Unified Architecture

Vendor Information Model

| - Information
Models

OPC UA

- Base

Z+3 : OPC Foundation

Q) &4

OPC UAE %%, Apple OSX, ¢t=golE, g5~ 5 ¢ PE A 13 7}53Ho
24 A AT mebA o8 OE AXYA AF 1Y dolE wdks 98 4
AR 7 e 7Iee AlEgsta Qa, fdsta, 2ES | Asd £F4Es O &olsiH
T F ok

HEo] A& t& OPC UA 38 Z2I37e] FAlS 98l o8 7HA Z2EFS AFst
H, 285 H I5EE AFd F Ade velvgrt =34 UA TCP, Hito] 733kel Alol
Ed JEUl FAlo] 879 wj= HITTP ¥ SOAPS A|-&-3tct.

OPC UAe] dlolE] Rd&e A4k tlojE, &&, oWlE 9 o] tlo]elE OPC UAAH
54 4 A sk AR mdE FdHTL Classic OPCAlAE dlole el ghat Yepithd
OPC UAd|A+= HlolE]e] gHEnt ofjg} vlolEle] om7tA] Yehll+ AR EdS Uepdo
2 B2t a&4¢ HlolE AE< ATt itk

OPC UAE AAZHA, QoS 5 HEEY Q7FAES wEA1717] Y38 thaFsl 7)&E39)
Ae A= Folth. OPC UAY AAZE F4l Fd<& 98 OPC Aw2 Time-Sensitive
Networking(TSN) 71&S &34 3tk TSN 7]&S EUiZ do|ee] A& AL Azt
= BAste] AAEAY VEHIE 7HF & Qvh TSN [EEE 802.1 TSN Task Group
FEatol|] TheFgt 4x) APE™ Fope] Al STFARKARE B718) s Hd ZEIL
X138 Folth.

OPC UAoll Pub/Sub model ¥&FS F7}abH A AFdloT(ndustrial Internet of Things, loT)]
T QAT AAA4E BAS A 3ty OPC A Object Management Group(OMG)
o] & & [oTY AN 4 Z2E QI Data Distribution Service(DDS)9}e] ZAgsto 2

¥t

i
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19 Zolt}. DDSe HlolE £4 E4l ¥ S9o]2 OMGoIA EZ3E
W 2oAA 5 DA A0l Bl aTEE AzEel A
oT Hopo] A2H oz Be Zot

=1 —

T A F AZES o FHE 7Hx ]‘”50] OPC UA = 7| 9% L 93] =8 9|
t}. Microsoft Azure, IBM Tivoli &¢] OPC UA¢} %S FRsla )

EU A= SAP, Amlxs} 2 7]9E0] OPC UA 3
t}. OPC Day Europe 2016914 SAP+= }A ol thofFsk A|AHlS AASH] 23]
EZS AMgstE WA gjal B3 A28 OPC UA 714 A 4319tk

@Tol A= OPC UAE B3l A4 A% AzdolA Agss Z2ED
R AsE T5E Afolh ‘O EM oY ErintE T
F 44§ oty ZEEZS P4 71&5S OPC UARZ
2 TEY 2UL AdsIThS

[0T ZYWE FF2 oneM2M, OCF, OPC UAZ Ay sta, 72 5 [0TY L 7AES dn}

GE 2-14> 10T E9E ¥ a4 A9 vl

Requirements oneM2M OCF OPC UA
AMQP
HTTP UADP
M DDS
QA A28 Yord B4 Z2ET A% o MQIT
Webgocket XMPP
HTTPS
WebSocket

94) https://www.prosysopc.com/blog/opc-day-europe-2016/
95) http://www.motie.go.kr/motiee/presse/press2/bbs/bbsView.do?bbs_seq_n=159206&bbs_cd_n=81, 2017.3.
96) FHE JMdol 3k FF3E 1 PA < HA(formal and explicit specification). £E &A= thol 9}



http://www.motie.go.kr/motiee/presse/press2/bbs/bbsView.do?bbs_seq_n=159206&bbs_cd_n=81

OCF

3GPP
OPC UA oneM2M
O 3359 dF DDS oneM2M DDS
LWM2M TSN
oSG
Modbud
Az’ Au)z gl ] A ¢ O O
O x| 9 Ale|ESe] 7t F5AE O O
TRt Ak =mQl A O X 0
e &34 A O X X
Ay g 4 0 0 0
21 e HES A 74 Z34(topology, protocol) 0 0 O
IFs B o) 3 B 0 0 o
2-E 2X(ontology)9® o) X X
Flo)E A9 eln] gu Bel 0 0 0
ARE] A2 =
2E2Ad wE ujolE £4 X X X
tlolE] 784 1A O 0 0
tloly 244 BA 0 0 0
Bk
Al2=Hl QIS Hap A @) 0 O
54 1§ Bk O O 0
S8 29 RUHY O 0 0
$9 S8 Z203 ATE 0] Fe 0 0 0
& 223 A8 e 74 0 0 0
B4 QoS 24 A 0 0 O
54 #e A =9 B 8 B R O 0 0
tloly Mg QoS BA X X X

OCF: 10T 73141¢] Hjole] Hotolh £%5 FA 2]
OCFe] S§Emele 2nte E3h 28 7hds]7) S0

4 EE]le Asked dAE Holal lar HEd

Hola itk
BAER TAE 3o Ao A7 £ gor, 1 Hie 54 =vdd BAH Bolsol
AsHoz FdH 3, F7HHo R olF FAFT F Ut F2 F3Ho| g
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e &8 38 58 23 58 e
A= s TY =2EH Hol=9 YR AREZE @
ELE L ERE] o= o= #HHS iy i i
R AN FEET DEAH TR P |
ELRE a1 =5 nct wga FrEs FEA%
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ECE ] FET e ol & 45 I
58 AEHo] 4 LM He FhAlG}
= Azt w2 g | (=Dl 2 &
=1 i 1
EETEE] = at 1
Cl=/0]A £3F oo T AfH] A
ASOEEE 2R w eme s ||| MO O A HO[E] 24 wy || oot
; == | Zags 22 M=
O =X X | (5% oiole e =2 7
B - z = | sat
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HZE AE-2d || SaE=AEA || |[FrEidE gaT Hlz=sid glole +u/He ]
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IoT 58 E5i&
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| Factory-Thing ||| Factory-Thing | HE ﬂj_ﬁ[orﬂi - — Factony-Thing
= =4 i wi-ge duiene) || | Factory-Thing | | HMI
rigpic | |[ maame | Tl T B
E Al T PR P— 1 oEt
| ==mzmos || Azdu e | | wiredrwireless | | M=% a0l WEEJ Bl F
¥ O I [ 1 = mea| o3 | I i
[men s | zxg oy |[gu oa |[s2ae gy [ eagzA | [ mEzm | [ odum zE |
RFID/~0b= 22| Ars Q4% Anpiy

A8 ARFAGA FFQ2019), ICT A2 2vtEZH Fx =24, 201512

o] RYL ~mEZHY tid FxEoU ~ntE wF, AntE O § OE iR
& ZAFNA FHstal A HolEE o8-8t CPS ZHENA
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A4d A I+

L CPS #4 4+

D CPS 54 47

CPSell it A7+ —;F"c}i‘r, Esé 7Rk T, A, < 7
AA, HEHZ Foll tigk CPS /¥ 849} A, AZA, AAA, B 59 E-ol digh
A+7F Q319D Volkan Gunes= CPSell E3o=2 1A1E]A(Dependahility), #|&7Hs4
(Sustainbility), }.¢HSecurity), ¥2 ZHEY Al= A (Reliability), 43+ d(Interoperability), 01]
=715 (Predictability) 5 EAo| s =Wz AT7E J&e EFs At o2

o] A7 AHH I, APE A X ATE wE ZHdY TAEA, Bk AlEA, }Z‘)]-i’\f
B4 40l dhsl st

<& 2-15> CPS &8 =vlell a3 540l w3k A+

cmaZAEE e wng  amedd
(Dependability) (Security) (Reliability) (Interoperability)
T, 7le 4 I
ZPHE (NST) Eiiaﬁa?)x} AsPdus Az" | T JE
nE AT AEa CPS H oHDas) 213 FA1(PatiD FA(NIST)
(Koushanfar) =
obAl, Hol,
CPS 414 (Anwar) CPS F-<17](Gertler) L
A A 4:4) (Banerjee) e
g  FF CPS F-el7)e] ehz st .
(Sampigethaya) CPS v|e (Adam) 21 2] 4 (Bhamidipati) #44 (Bonnefoy)
pigethay 2171 (Weber) v P
=3k 7% BA
2TLE &E’T’)ﬂg s T, 7e B4 CPS A3k Al 2®l( | CPS A& 3}
ii Al 2" (71
Az CPS 4124 (Anwar) (NIST) Zithlke) | 2~®’l(Ziihlke)

A& : Volkan Gunes et all(2014), A Survey on Concepts, Applications, and Challenges in Cyber-Physical
Systems, KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS, 2014.12.9 4] HF

97) J. H. Shi, J. F. Wan, H. H Yan and H. Suo(2011), A survey of cyber-physical systems, in Proc. of
the Int. Conf. on Wireless Communications and Signal Processing, November 9-11, 2011.

98) Volkan Gunes et all(2014), A Survey on Concepts, Applications, and Challenges in Cyber-Physical
Systems, KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS, 2014.12.
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Time-interval 3k o] o|HlEE 719 A7
and latency & E3EE AIZF QFAREES HAE

ARbEh BAE BAAE Z2A2 A0 EAE 22T, ofF) AzHo] d5HY] Ui
of oo Azwl zhe] AZE B71she} BUT AT AFeA AW A AZE el ol
Aol Agaie Aot 187t Fasith oy Azde] MAgte ABaE Aol
Vg o132l Ao, BeAeIL AxHA Aol Y7l WG] ofe) Axdo] Ashs
Nee SR GAAE B A7 Ul FHSREE T3k Zo] Basin

Hlolej(data) S BH| o], 14, &g, #HA, & £59 67) BAAel A7k Aotk

<3 3-6> Data =H(Aspect)e] #AAFHE(Concerns)
A A

24 1™
(Concern) =°

=t (Aspect)
Al2=E Yol A 74, A, AgH= 5 T
H dlolge vl AHHA A
CPS¢} A3 =834 CPSE &3t
Data Identity &, 71A 2 HelEDE AEsA UAAY F A= F
A3 gd" A

Data semantic

Operations on = Al2=®l Ho|lEE A4, ¢17], ¥4, A= 87



data CPS dlolg FZAA F&Ho #3+
dole el 74 WUy, a4, golg #
Relationship o &4 451 o1t oy Agaln g + gle
between data A2 w= o¥a BEd A

Data velocity = Hlolg &2te] A3l £ AHHA A

Data volume | CPS 5%t} A#E+<= ©olEo o #HAE A

CPSollM AbgE= HolH = off AME St Agoz AAE = HlolE= BHolE7}
2 o 9lem, Yoy e e HolE e o Lol e 1yt Basith ovy, &
2], #8452 71 ol BT AlaEAM ThEE BA AT,

ZH(Composition) 8L 254, &34, 284, &<l 7k &0l thsl eIt

<3 3-7> Composition ZH(Aspect)e] #4AHE(Concerns)

= A AL
= W(Aspect (Concern) G
MEE 274, QFAS == B2 2Z247]7] 9
Adaptability | o) CPS7F WA e ATAS 0l sy xddel M@
W, =9 F2< @Asr] 9% CPSe| wE7 #

E Q
Complexity | 4F 119 3289 oA g o 28
Composition gk C 3 H
CPS EEd FHLRAEGI=EY, AZEYY H
Constructivity ®lolE)& A3t AL8A 87 AMS FFHA7|=
7153 #AHEE A=
=HJARE, 71AD7F 748 849 s
Discoverability ¢|s] CPS +4 Q94E #Zslar o
o]y Ao #HHA A=

CPSE ETA =" Ato|HA ="l §E3E B3¢ Ax"lo= CPS FH8AE] 27
= HAdM= A7) 8459 71eE olseta, el Vel sase £

oty E3 ofg] QAEE FAHY] wE 4o A2HES Fr|Hog
CPS= ol&3 48& =5 5| &afof gt

&40l FA QA0 QFABFS ofg] T2 o)s) A AKstakeholden)Sol JsiA ®EH o]
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1o
At
A[m
o
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1o
r o)
o2
il
-3
X
=]
rBL'
)
2

= At Aol o5 =Yg A
0 e ATWHES ot FHH SR FRoltk of g LTAZES AL, A
2 5ol P oA AGH0E BEHIAT, LFATE L=, 2554 g

Qebyo] Al £EFol slojof BHxIg CPST ofe] Alzwle] §EGH Azglol7] W
FolatA] ghe ARlolth of HiAe] BHe) 3 WAl BAE (P ATAY £ES
SJg 71RAQ AT EEeks Zolr, CPS Za|slat o A0S S8 geuch

ATAA AR @5 EHUNR G1) 33 2 Famd TUAR bt AT

2. CPS 540 w& A=" 87 £4

$/8(Interactivity), LAI= (Dependabﬂlty), AA Z_}"éqﬂmﬂg), ’b‘iv:%/‘é (Interoperabﬂlty),
A %54 (Intelligence)’ 2k AEstdet. =28 CPS EAS CPS7F 33 HlE o] £7] 93t

7182 Ve o ® AFal, &, AHERA, AnE XA NS T8 HsfiAe WHRol
A FEojoF 3= Zolth CPS Al2Hl QFANEHS A4, FE3HA % 77};q EX e}
T2 EE3ty, CPS ZYdYad o) =29 AF8A & FANEH} A ANA QTN
= T2

CPS ZHY U IE olgatd F23 Asal, &3, 2vE 349 AR SFA 4
A, 8B 5 7714 CPS EA wet ABF3t, AEal, g, AntE 239 A|AH

ol

olsh o] £EE A2 QTAGE CPS EYEol AZsok 7|2 s5ow 1
CPS EHE 72 Aol ol gL

Far,



A4% CPS g7 2 7AY B4 4 =&

o] oM m=e] NIST CPS ZHYYABVE &a3te] AHold CPS ZHYYAE o]
g3te], CPS 49| i Erlo®E MA% Asal, d37], 2uESAs BAsiHa &
ok NIST CPS ZH|9la+ CPS &4 A7 W& JAS Adste 8018 =gt 3
om, o] CPSel tigh BHAAQl EAE 7hsstAl ok FAA] = lelA CPS Z#H ¢!

A5 o] &3k, 429 7ee FE8Y CPSY F& 752 F=stA gtk

BRIAA B CPS ZHYYas 48ks F2 8452 = lEDomains), 4
E(Facets), ¥4 AHFacets), &7-AFgHRequirements) ©]t}.

A4 = l(Domains)> CPSe| o8 3§ Y= vty EAHES Asal, &387]
2REFZA O 2 A3

o] HuAo|A Algdl= Z2HEL 7)%5(functional), ¢17Hhuman), 413 A (trustworthiness),
A 71(timing), BlolEl(data), ZH(Composition)e] 67§0]™, ZF SHE AFAH FAIAL| 5|
A A3 A A8t

1%
rot
&
\I
©
Ty
=y
r o
o
r{u:
X
QE
Ho
2
g
re
-
_%
o
o,
bt
=2
ro
E
é“.:
5|
2~
r o

X F9l AUTOSAR(AUTomotlve Open System ARchitecture, 718 A3 B AZEY
o] %), ARINC(Aeronautical Radio, Incorporated) 653, RAMI 4.0(Reference Architectural
Model Industrie 4.008] 2=vlEZH AZEQ O #H FF & w45t s 3

E
T, 2UE gl 8% Ve EEdH

9 1_

A A5} AR STAY

7128 Asak Al zdo] A, "I, ARA9F B2 SE7|AIASQ] 24R o] Folxl Al 2Hle]
Aok dojet me] Asas 7€ FEUIAIAS 840 AZE S B 59 ICT &
agol Ha F7td CPSz TAHL ok ALFdAL A =7 5o Tt HA] v
A-s A= oAl AEAE A el 22 oMol ofd golnt, FlolH, &=

131) NIST CPS PWG(Cyber Physical Systems Public Working Group, 2016), Framework for
Cyber-Physical Systems Release 1.0 , 2016.5.



Sk, e AN Fo) Be) A2ES] o5 AAY R Al B ASHY LZEY
ool o3l A7 Bekse] LAl Be E8e F B oz FIHORE AU

T A= AxFo® FE gl

ol Hol A= NIST CPS Z#H U Hks o] AEate] SHEH A
A QAR 2 AR FEES AWty AFate 6714 SHEY AR STAE
o thgk AlF e ==L JalA AsA AZEY S T2 EF AUTOSARAUTomotive
Open System ARchitecture) %3 EA12] 3% QFAM} =2 (Requirements Tracing)¥} 4742
AR @7 AF8HRequirements Specification), 18] A-&5F3 Asat #AH AZEY0] 7&

59 =RV A2

fu
Sha
1%
ok
o
=2
N
I

o~

1 AsA S7AR £4 i
s QAR B4S 98] AUTOSAR(AUTomotive Open System ARchitecture) %5
I AT B 2ZE oS 24 tideE AAsSI

o
AUTOSAR= A AlA o) 43k 4A 8l FFAAS0] d8std &5 Mesta 2&3
AY AFE AZE O] ZUFOITHIN AUTOSARE A8 AZES oo AJAREA,

g 2 534S A, AsaE A HlE A 9 2 ASFHAAEA 7] N
o] B8 nfHEdE AL F8 EXE 3T AUTOSARE =83 A|AH STEs 7])%)
xF3}, S8 AXEYY QHHol~ 99 7+ AA %3}, ECUElectronic Control Unit, 2

2 el fA% B, F7HE AR A B FA, v1g 227
™
[¢]

o] 95 AZEYolY =EZ AZEJS AZF EYES 93 APl(application
programming interface), 4@ 273[Runtime Environment)s %3 ECU(Electronic Control
Unite} 541 7159 7l€e] 2350 Jrh130 AUTOSARE FA| ECUe| #AHE 7]18&
zEdo] (Basic Software, BSW), 2 &37d(Runtime Environment, RTE), ECUZ ¥ =
o] $& AZE0] (Application Software, ASW)E =g]Z o2 o] Qlth 7|7 AA
RTE 7d& =93t & AZE ol stEgojdd AZE oS BSWE T o=

B>

)

=

-

132) A+F(2016), A&+ A2 A SWr7l&e 5F, 1521832 (J R}54)), 33(4),27-33

133) 20059 AUTOSAR #EF& HFoZ 1.0Md | 2E uxd o]F ALHE WA HJuolEE st
o] 201610l 4.3H% HEl=E wlx

134) 91713 t) o}, https://ko.wikipedia.org/wiki/AUTOSAR

o

il
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[2% 4-1] AUTOSAR 718+ AZE9ole} ECU 52+ djA]

Application

olo
ofo
>
ey
[
il
=
e

[e13
=2

4SS
bt
e
okt
rr

Z1o|t},

— Application
AUTOSAR Software Software Software AUTOSAR Software
Software Component_ | Component Software TEad

\magneRy AUTOSAR _AUTOSAR AUTOSAR AUTOSAR

Interface Interface Interface Interface
Interface . . s = T
s . AUTOSAR Runtime Environment (RTE)
Standard it I - i 1 :
Software Standardized "'E-M‘gr’-rﬂgghmﬂu Standardized AUTOSAR AUTOSAR
Interface 3 II!"t- arface Interface Interface CInterface

APl 2 -

W vrB&RTE Services Communication ECU
relevant Abstraction
APl 1 in Standardized Standardized Standardized
RTE gty Interface Interface Interface

2 :
relevant Operating E o C Sen:t?ézx
o
1 ario System g g . Drivers
i Standardized
APL3 Private Interface
Interfaces inside :
B Soffss Microcontrolier
possible Abstraction

ECU-Hardware

245+ AUTOSAR

AUTOSAR Adaptive Platforme 345 A&+ 22 7
T8 ECUE= 93 2017d 9 A=

-

[e)
o =
13 AUTOSARY] & 54 0]t} 135)

[19 4-2] AUTOSAR Adaptive Platform %

AUTOSAR Runtime Environment for Adaptive Applications

Adaptive AUTOSAR Services

Time Execution | seviee W Seviee ]
Management Management Software -
Configuration o, Security
EETEEEEE  henagement Management

Operating

Platform Health Logging and Hardware Communication
Bootioader Management Traceing Acceleration Management

Adaptive AUTOSAR Basis

(Virtual) Machine /| Hardware

Z+5 :AUTOSAR

135) 2017'd 3¢ A AUTOSAR Adaptive Platform 3 @g=



& AUTOSAR @74} 2]l2ER 71 5 CPSY| 67FA] SH3 #dEA &2 7%

<3

HE QAL

1 RS_Main_
00010

2 RS_Main_
00011

3 RS_Main_
00030

4 RS Main_
00060

5 RS Main_
00080

6 RS_Main_
00100

7 RS_Main_
00120

8 RS Main_
00130

9 RS Main_
00140

RS Main

10 56150 —

11 RS_Main_
00160

RS Main

1250170 ~
RS Main

13 00180 ~
RS Main

1450190 —
RS Main

1560200 ~
RS Main

18050230 ~
RS Main

19 00250 ~
RS Main

20 00251
RS Main

21 00260 ~

CE 4-1> AUTOSAR 741 ]2E
ok

AUTOSAR shall support the development of safety

related systems.

AUTOSAR shall support the development of reliable

systems

AUTOSAR shall support development processes for

safety related systems

AUTOSAR shall provide a standardized software
interface for communication between Applications

AUTOSAR shall provide means to describe a
component model for Application Software

AUTOSAR shall provide standardized Basic

Software

AUTOSAR shall provide means to assure
interoperability of AUTOSAR implementations on
application level (RTE) and bus level.

AUTOSAR shall provide an abstraction from

hardware

AUTOSAR shall provide network independent
communication mechanisms for applications

AUTOSAR shall support the deployment and
reallocation of AUTOSAR Application Software

AUTOSAR shall provide means to describe

interfaces of the entire system.

AUTOSAR shall provide secure access to ECU

AUTOSAR shall provide mechanisms to protect
intellectual property in a shared development

process

AUTOSAR shall support interoperability with
non-AUTOSAR software on the same ECU

AUTOSAR specifications shall allow resource

efficient implementations

AUTOSAR shall support network topologies

including gateways

AUTOSAR methodology shall provide a predefinition
of typical roles and activities in work-share model

AUTOSAR methodology shall support roles and
rights in a work-share model

AUTOSAR shall provide diagnostics means during
runtime, for production and services purposes

SIZES o] o]F A4l
AA A =m0 o2

Bk

A AR BE

el
-

Al



RS_Main_ AUTOSAR shall provide mitigation strategies - S
22 00270 towards new releases Hrelel= A

RS Main AUTOSAR shall provide standardized communication o
23 00280 — interfaces for the onboard data exchange between 2 w3
ECUs with different software platforms

24 RS_Main_ AUTOSAR shall support the verification of its A
00290 ~  specifications Al

; AUTOSAR shall provide data exchange formats to L 3 SN
25 R%ﬁg/l&')n— support work-share in large inter and intra company 7]1;% AR g g
development groups ©

RS_Main_ AUTOSAR shall support hierarchical Application w53

26 00310 Software design methods

RS Main AUTOSAR specifications shall be analyzable and
30 00350 support according methods to demonstrate the H AE:
achievement of safety related properties.

RS_Main_ AUTOSAR shall support management of vehicle -1ak YA o o
31 ""00360 ~ diversity b kb Tl A9
32 RS_Main_ AUTOSAR shall provide a layered software A =3}

00400 architecture

RS Main AUTOSAR shall provide specifications for routines ) i
33 96410 — commonly used by Application Software to support | %35 91 ¥& w&
sharing and optimization

RS Main AUTOSAR_shaII use established software §tandards = B
34 00420 — and consolidate de-facto standards for basic 71eA AE =
software functionality

RS_Main_ AUTOSAR shall support established automotive Tl BEAlwE o
35 00430 | communication standards oAk salis A4
36 R%ﬁl:l/lgén_ AUTOSAR shall support automotive microcontrollers vwlo]AZZEZ2 A ¢
37 RS_Main_ AUTOSAR shall standardize access to non-volatile H| 3w e A

00440  memory xT3

RS_Main_ AUTOSAR shall standardize access to general ua A1 T =E
38 700450 ~ purpose 1/O 48 VO M+ ET 3

RS Main AUTOSAR shall standardize methods to organize
39 00460 — Mode management on Application, ECU and #9 Z53)

System level

40 RS(J@IXIgci)n_ AUTOSAR shall support the test of implementations | B|=E A ¢
43 RS _Main_ AUTOSAR shall support secure onboard 1.0k

00510~ communication

44 RS _Main_ AUTOSAR shall support the development of secure 1 O} A
00514 systems =

A5 : AUTOSAR(2016), Requirements on AUTOSAR Features, AUTOSAR CP Release 4.3.0, 2016.11.30.

5ol A AUTOSAR 71&
H, Holy 59, 18 =



2. CPS = dH=e 59 BHAA Agat L7AR BA

5219 Functional ZW(Aspect)e AUTOSAR &3 2853 #d 7]&¢ 5 =5EE59
A Asthe At Zhroior & 7% Awstal okt & Human H(Aspect)
Ag2Hs AR Atole] s A83) AFak b AeAES fldl ZdFojor & )es AEs)
T itk Trustworthiness 5% (Aspect)e Agatell A Aol 9= s2b= fIs) ZhofoF &
715l s M&sta ek Timing ZH(Aspec) AHE3Re] 7)1%%E FHsh=E LT7HE A
2 #do] e 7wl sl Aedtiith. Data SH(Aspect)e AbsAboll A &
HolglEo] ztFojok & 7)%o thelA A&sta ok mAE o2 composition ZH(Aspect)
< CPS9l Sl= 7AH8as o A8 s2< 93 a3 7w tis) MEsisith

As2e] AHEA 87N
=4 8%, "oy =4 7

=

& 71 59 5%, A7 S 7E, AFAY 59 12F, AA
T, J8a =Y A9 7] E2FHO] F 66F0] E=HUTH

= DE Auto XXXXYYY.###5 FET XXXX& 313 S9H(Aspech), YYY+= #HAAL
(Concern), ###S ¥ WMIEZ Yehdth XXXXE FdHE 29SS Funce 7]1%53
(Functional), —Hum- <1ZF&(Human), Trusts= 4124 (Trustworthiness), TimingS A A17F
(Timing), Datax d|o]E(Data), Comp: ZH(Composition)S LFERAT

1) 7)%A(Functional) =H

A2 715H SHe ASAE FHse 84T &, dF EW ANEYE A
(Actutor) 18|31 7} A-5=F SE(IZI/mb/AFADS] ECUElectronic Control Unit)yg©] o€ A
52 Actuation), F4l(Communication), #|o{(Controllability), 7|5 #l-&{(Functionality), =
(Measurability), ¥z](Manageability), 7r=/Z1e (Monitorability), 4d-s(Performance), =248 &
ZJ(Physical), Al/d(Sensing)st= Aol #AHA ZE0l et dHEe 15 3 Aotk

AEAY 715d SHe AR dE =& HslA AsAk AZE Y Fx= AUTOSAR
Classic 52 RS Features #4]1302] 3% QFAM} F=Z(Requirements Tracing) SHE, 4%
QT XIS JES} AT AbeatY AR @A AeFlAbsa #d SW)
& Y =S 47 FxE 53, a7ARFo] AUTOSAR FEol| #A" #AlA

.

Wi

XN

136) AUTOSAR(2016), Requirements on AUTOSAR Features, AUTOSAR CP Release 4.3.0, 2016.11.30.
137) &552016), A& A A SW7lE 53, 1A ACFR}FAD, 33(4),27-33



(Concern)?l 73-$-, AUTOSAR Classic =29]

&= Dofholl 23 gkl F7tetiith 7164

RS Features ¥49] QAN d&E-E9

[‘E

mlru

Zmo] QNS F 25F0] &Y AE}.

<E 4-2> A==12] Functional 2H9] FAIAFE(Concerns)® S TFAMHS

ZH(Aspect) 34} AHConcern)

Actuation

Communication

Functional

Controllability

Functionality

o= ID
(Autosar = ID)

Auto.Func.Act.001

Auto.Func.Act.002

Auto.Func.Act.003

Auto.Func.Comm.001
(RS_Main_00060)

Auto.Func.Comm.002
(RS_Main_00140)

Auto.Func.Comm.003
(RS_Main_00280)

Auto.Func.Comm.004
(RS_Main_00430)

Auto.Func.Comm.005

Auto.Func.Ctrl.001

Auto.Func.Ctr].002

Auto.Func.Func.001
(RS_Main_00100)

Auto.Func.Func.002
(RS_Main_00120)

Auto.Func.Func.003
(RS_Main_00410)

A3

AgFd A5 Aol SWe TEAAA T
]E

= 4ET F Qolok

£79 AFAY VX Azge 9gn s
At Aol LA Ao} 3

b aZEdY Tx: $8F o FAS
9% mE Amedol AeHol A ATl U

A5 £ZEMC] FEE $EES AT VEY
2 =342 B AAUZES ATk

A% aZESC] TEE AW AFA FA
BEEL AAsok ¥
AEFY AFAE VIXFAS Tz 3

AeFd AFAE VX TAlE
olF& AlofsfoF
AEA AZEL N FERE EF V]E £ZTES

£ AlFsfor &

A% 2EEGS] FEE S8 3 WauD
AH AHEA SEEN TUE ol HTFA
2 B3 FUES AL ¢



Auto.Func.Func.004
(RS_Main_00420)

Auto.Func.Func.005

A8 EE FE E(routines)dl] W3t TE=LS A 23
oF 3t

53

SEE T2

(RS_Main_00435) &&= A dslioF &
Auto.FuncFunc.006 = A3 A2ZEO] FxE vFEA wrge H

(RS_Main_00440) | <& EF3}aforgt
Auto.FuncFunc.007 | A&k 2ZE o 2= HE [/OGPIO)e] H

(RS_Main_00450) < FF3ls)okgt
Auto.FuncFunc.008 = A&k AXZEgo] FE2= FHES HXZEE A
(RS_Main_00480) dsfoF vk &
. A& AsaAe dFAZFNY HEAS SAH(E
Measurability Auto.Func. Meas.001 Wk &% =7)a 2 9lofof 3
Auto.FuncMng.001 | A&t AXZE o] FER+= A e #AEE
(RS_Main_00360) A sl oF
Manageability A — AE} AZEYO] TxE= 28 ECU 2da A
TS a9 el Y e B E 2387 98
(RS Main 004600 = o o o
Monitorabilit Auto.FuncMon.001 | A&3F AZEY S 2= AL AHl~ BEAE
Y RS Main 00260) | & $lal As Azte] A FREL AT T
Performance Auto.FuncPer.001 | AA5x AZEY S FZ= Y 2842 FdS
(RS_Main_00200) 5] g3l oFqt 3

Physical context Auto.Func PhyCon.001 | A2} AXE o] FZ2= SIEYdoZEE F4

Y (RS_Main_00130) | 31Z A gshoket &
. A& A AMES A AFS GE3

Sensing Auto.Func.Sens.001 A3} % 9)ojof 3
2) A7+ (Human) &
A5k Qb ERe AT ahTe] Ay HAN FREL 158 ¢ o2 A
ol A5As) o€ Beo] Y=AE YEIT. oE o} ABA 2TE 0] FRAAE
A P Eo] JNEAtel oA ofEA AR T UEAE st

AR A o] o 3 GRE

g A

AZHEAN B 87 A2



sk IZEE W ME s EFS 984 AUTOSAR Classic 2] RS Features
FA9 34 QAN F3 FoA AEa AZEYS] T2 HHH E(methodology) 3} A3
A&} 3’&?4_ SW7l& 5 =29 &34 B4 Vsss XS Ay SHe oA}
& F 750 ==H31rh

—

<E 4-3> A5k Human S99] #4JAHE(Concerns) ¥ 8 7ARME
F= D

ZH(Aspect) &4 AHConcern
(Aspect) K ) (Autosar = ID) =3

Auto.Hum HF.001
(RS_Main_00250)

o vlEgel e AES ATt B

ABA &ZESlCl TR OPUE
[e=]
=

AutoHUMHF.002 @ AExt AZEYo] #+x WHELS work-share &
(RS_Main_00251) @ @A &3} dg &S AlFsloryt 3

AEA 2XZEY O F2= 2 IJA Y IFET
Auto.Hum.HF.003 _
5o = p 3
Human factors (RS_Main 00300) | 1o I5U ol A work-shareES A dst7] s ©

ole] w3 EHES A F3 okt g
A-&F38 A=+ HVIHuman Vehicle Interface)
AutoHIMHF.004 | & 53] SdA A A1 9 ARE ATS 5+ ¢

Hi
wmen ook 3

Auto.Hum.HF.005

Auto.Hum.Usa.001 | Az Ust AR WatalA A 2s)oF 3t
Usability AgFH ABAE AL Ui Y e
AEHE ZAStE G4 AA == EI A B
Auto.Hum.Usa.002 z o e ° 1 N u 1 Al ﬂ

TR E, %—91 HR &5 5
o2 et AH FAZ defF ok T

3) 2124 (Trustworthiness) =

Agate] AlFA ZHe JAAR B E(Privacy), AF Aol AE Al2ET ofH FA
e 3 &Esk= ZAResilience, £9Y), ¥ A Fo=HE HoIste= kA AHAR A
(Safety), Hoto] HAg H(Security) e AFshe EHER 1F Hol Aok

Asake] AEAY SHe AR FE EES A Asa AZEY FRAAME
AUTOSAR Classic 9] RS Features #4129 3% QA 4 Fol| A 7)1 B (Privacy),
21 & A (Reliability), o+ (Safety), HHSecurity) #& =58 H=z319 k. E-UH(Resilience) 9]
73 4.2 Operating System®] A|%-82(RS_BRF_01248)S #=z3atqich =3k A5 A%

bt

ot



CRERE
TR E

<& 4-4> A&Fe] Trustworthiness S| #4lARS(Concerns) & & 7-AFe}

ZH(Aspect) 4 AHConcern)

Trustworthiness

Privacy

Reliability

Resilience

Safety

Security

FE D

Auto. Trust.Priv.001
(RS_Main_00180)

Auto.Trust.Rel.001
(RS_Main_0001D

Auto.Trust.Rel.002

Auto.Trust.Res.001
(RS_BRF_01248)

Auto.Trust.Safe.001
(RS_Main_00010)

Auto. Trust.Safe.002
(RS_Main_00030)

Auto. Trust.Safe.003
(RS_Main_00350)

Auto.Trust.Safe.004

Auto. Trust.Safe.005

Auto.Trust.Secu.001
(RS_Main_00170)

Auto.Trust.Secu.002
(RS_Main_00510)

Auto.Trust.Secu.003
(RS_Main_00514)

TE2HAUG

ully

i

k

AEA £2ZES O] F2E
A 2ol A A A Abe BEEy] A7
< Algsforst &

e 2ZES Y FERE

o e Aot &

A&F A5 TF AF Aol JlEdA
AEA olF A AlA g AgFooly Ade] I
29

A 2ZES Y T2 0SE 0S §89 =9
AN ZE A D orrt g

AFA ~ALES O TERE A
of A& Aok g

AEa 2xEYY FxE ¢ AddE Az"E

M Z2A2=E AdsfioF g

A

o
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“
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i
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B
MN
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Y AE2] 5% 2 Ao solA 7]
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4) A ZHTiming)
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Flight Management
Inertial Reference System
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Engine Monitoring Targeling Compuler
Fire Control

A5 : [EEE-CS Seminar(2008), ARINC 653, Courtesy of Wind River Inc., 2008.6.4.
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FREY EAE Mgk
Functional &% (Aspect) 721887114292} ARINC 653143 F2Fol| A sk 57]7}F
Zkgrolof & 7)%& A&t Utk TS =2 Human ZWH(Aspec) 337]9F AR Abo]g
AT ZA8e Qe ztojol & 7)%S A&slar glok Trustworthiness ZWH(Aspect) A1F]
3 9}{— 2= flal Zkgolof & 7%l thell Alsstal Utk Timing ZH(Aspect)S 3
Tt 8FEE AR Bl e 71l tisl Aestdith Data &
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= DE Aero. XXXX YYY.#4##2 FAET XXXXE dld Z9(Aspect), YYY& HAAL
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141) &53H2014), UPJ‘7] Alz~Ele] SWE 913 £F, TTA Ad Vol 154, 2014.7.8.

142)
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1050&thisPageNum=

143) <53 (2014), 37 A2"e] SWE $3 &+, TTA A Vol 154, chapter2, 2014.7.8.



1) 71%-A(Functional)

g}-27]¢] Functional
o] AAAR 7]5E2

<E 4-8> 32719 Functional &
Z (Aspect) &4 AHConcern)

Actuation

Communication

Functional

Controllability

Functionality

Manageability

_l{}ll

Zm(Aspect)&
Ao], A, EA

< F 39F0] =T

%5 D

Aero.Func.Act.001

Aero.Func.Act.002

Aero.Func.Comm.001

Aero.Func.Comm.002

Aero.Func.Comm.003

Aero.Func.Comm.004

Aero.Func.Comm.005

Aero.Func.Ctrl.001

Aero.Func.Func.001

Aero.Func.Func.002

Aero.Func.Func.003

Aero.Func.Func.004

Aero.Func.Mng.001
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Aoz Rl
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A
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Measurability

Monitorability

Performance

Aero.Func.Mng.002

Aero.Func.Mng.003

Aero.Func.Mng.004

Aero.Func.Mng.005

Aero.Func.Mng.006

Aero.Func.Mng.007

Aero.Func.Mng.008

Aero.Func.Mng.009

Aero.Func.Mng.010

Aero.Func.Mng.011

Aero.Func.Meas.001

Aero.Func.Meas.002

Aero.Func.Mon.001

Aero.Func.Mon.002

Aero.Func.Per.001

Aero.Func.Per.002
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Physical

Physical context

Sensing

Uncertainty

<& 4-9> 3+¥7]9 Human =

Zwd(Aspect) B4 AHConcern)

Human Human factors

Aero.Func.Per.003

Aero.Func.Phy.001
Aero.Func.Phycon.001
Aero.Func.Phycon.002

Aero.Func.Sens.001

Aero.Func.Uncert.001
Aero.Func.Uncert.002

Aero.Func.Uncert.003
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Aero.Hum.HF.001

Aero.Hum.HF.002

Aero.Hum.HF.003

Aero.Hum.HF.004

Aero.Hum.HF.005
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Aero.Trust.Secu.001 | F<I&F 7)ol AR Hlr|&Eo] HQ
Security

Aero.Trust.Secu.002 | F2Adz7]o] & Holr|&o] HQ



Aero.Trust.Secu.003 | FA&z7]e] 3 Hot 7ol HQ
Aero.Trust.Secu.004 | F91&37] Au 7F B4 Hotl 7|&o] HQ

4 A ZHTiming) =4
719 Timing =W (Aspect)> &7 oﬂ/q A erjr,]. HE Zo] 73

ko
B>
fi{n
o
o
fo
ol

<& 4-11> &-&719] Timing A-E(Aspects)¥} 4] AHE(Concerns)

ZH(Aspect) &4 AHConcern) 32 D A9
@'%7] AT EQS HF ZY (ARINC 653)2

Aero. Timing.Sync.001 o8] Almbzols} olMES AT
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Operations on data
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between data

Data velocity

Data volume
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Aero.Data.1d.003

Aero.Data.OP.001
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145) Fieldbus Neutral Reference Architecture for Condition Monitoring in Factory Automation , 2014.4.



§Hsta, Integrations-& AA AAIE HAY AdORE o]diatal, Communicationd-S A K
A& 8, InformationZ2S 223 ARE 233} FunctionalZ2 Assetd] 715E
Z%to| 1, Business=< 227 A Z2ZA|2AE JeERNATE146)

1o

[19 4-4] Reference Architectural Model Industrie 4.0 (RAM 4.0)

Architecture Hierarchy

Layers

Business

Functional

Data Information
Communication
) ) Integration
Communication Aasel

Digitalization

Physical Things

x
=
o

=
©

A
=
(=]

Product Life Cycle

' Development, Production / Sales, Service

A= ¢ Dr. Karsten Schweichhart, Reference Architectural Model Industrie 4.0 (RAMI 4.0) An introduction

2. CPS =439 S AHANA AEZH 8 7AE A

CPS Z=#H U= 6714 ZH(Aspect)oll gt FAHAFE(Concerns)< 7|F 02 A2 8FHA
&g =&t 24 SW(Aspect)S CPS7F 7k oF & AZEYY 7] %Aug igo}oa
o, dukstslr] ofy e AAl 7171 59 stedoy FrpiAE AEside
A a7AR =20 AR o] FasHA TR = Ut

CPS¢] Functional ZH(Aspect)2 ~PIEFAS FAsIE 7I71€38 717180 Fdq38te &
A, 7I7180°] MEv AF il 2utEAe] S s CPS7F ZEFolof 7|ee A&
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146) Dr. Karsten Schweichhart(2016), Reference Architectural Model Industrie 4.0 (RAMI 4.0) An
introduction
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2) oneM2M Management Requirements
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6) oneM2M Communication Management Requirements
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CMR-001 | &2 =+= M2M Gateway / Device / Infrastructure Domain©. Z5€  Rel-1 CPS-Inter-Req-006

HAIA S W #e= B4 A8 2~2 M2M Applicationsol] A& g+
MM A5 541 A5t Vi) ) oRis) Bels Al 9
R0 25 sagol wie wish 91 i) ke giek 4 Qlojok 2 el | et
oneM2M A|2=Ele M2M -3-8 =2 T730] U3 AHlx 37 AHE
Agalel B4 2RE 1w 5 S o

CMR-003 | Ellole] Ae-E A&el7] A% Ad &8 eakE =33 QoS w7l Rel-l CPS-Inter-Req-009
S
OE 72 A 9 B QS SHxRe] §4 8 B
oneMoM AlzEle 7 B BA NS FFshEA miax e BE CPS-Inter-Req-003
CMR-004 | B ARl Aol tigk 1A} 37 T2 SHolA MM Aleles CPS-Inter-Req-010
o] g/ = M2M A=A eollA wAxY FA A& AL o+ A CPS-Timing-Req-002
ojo} 3} CPS-Timing-Req-003
oneM2M A|2-Ele 3-8 =2 To] 94 H FARA &9, 8%
DS EF T F AEE AYT NOM Al 2<Ello] o e CPS-Inter-Req-009
CMR-006 ;) e {T g ]Fo]xltc’? o ]:Uo lz;gt%miigl Rel-l | CPS-Timing-Reg-001
= ,]_B:]o]—OZ] Ezﬂ %‘}1\_ =275 7:]] =, }:}7:"’ 1:]'“—7"? ’6‘)*;3 AYEE T oM CPS-Timing-Reg-005
3}
oneM2M Al 2-El-& M2M Gateway / Device / Infrastructure Domain
CMR-008 | Ztoll dlolHE gt & w) T4l BAS 7[Rke R dlolH FJAE  Rel-l CPS-Inter-Req-003
A g
A2Ele e Hole DA HolE)S AHslT o
CMR-015 oneM2M A A2l dlojg] (o] : AIAIE dlofe)E 2lEsla o] Rel2 CPS-Timing-Req-004

Aelzol &3H= P8 BlolElE LERd 4 glofol 3

2. CPS N2d 874 A39E

oA Aold AmEFH A~ QFARN CPS 3% S7AHE 55 Aylste] oT
ZYZ 29 oneM2M# %3t AES 283t oneM2M 7]HF ZHZ = 71 FH 9
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Fed Mobius
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F

5

S HZEFA | 2E BA

5

T 49 0T A¥ tide] ERXEHT I tdol obdhE =

o
o
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o

g

T ASH LTAGE Al de A

g Anlze B8 2 7AFE0] Bol T

=
[¢}

ol A Bl A= KA.

b

yAO

H Qof
A TARY

]

T
wAO

b

o

No

TH

<& 6-9> CPS

7

24 (Scalability)
314 (Composability)

25 2k (Interactivity)

12

31413 A4d(dependability)

A ZH3(Timing)
2-4(Interoperability)

]

W

o
RL

&3

A(Intelligence)

A5

D AJ 25l 27/d(Scalability)

st

A3 7]

o QF Age

L=
o

TAAAG B
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CPS 8+ A+g ID

SF-Scal-Req-001

SF-Scal-Req-002
CPS-Scal-Reg-001

SF-Scal-Req-003
CPS-Scal-Req-003

SF-Scal-Req-004
CPS-Scal-Req-003

SF-Scal-Req-005
CPS-Scal-Req-003

SF-Scal-Req-006
CPS-Scal-Req-003

SF-Scal-Req-007
CPS-Scal-Req-004

SF-Scal-Req-008

SF-Scal-Req-009

SF-Scal-Req-010

SF-Scal-Req-011
CPS-Scal-Req-005

SF-Scal-Req-012
CPS-Scal-Req-005

SF-Scal-Req-013

CPS-Scal-Req-002

3]

<E 6-10> CPS &4 874K} 448
A% ZA
T 7171 AvlEe dF T7E AA ZYER
A= Bl2EA o]~ : LifeCycle H| ZEA o] 2~

71718 3t 42 %
717159 F7HAA 2 HEs A &

N F74, AA 2 dE A BE
A= BI7F AFF - Mobius SR E&
71|

717100l Y & 7se AFHA F=
Sl E/AMY T2 7lE A
A% Bl2EAo| 2 : Transport HZ=EHA 0]

714 A

: Transport H|2~EHA o] 2
Pub/Sub =2 EA 71&<& E3 folg &4l

A% Bl 2ZEA o] 2 : Transport HZ~E#A o] 2~
Pub/Sub =2 E4 7|&S E3 Holy F4l

A% Bl 2EA ]2 : Transport H|AEA o]~

AR Azdel WEd] ME UEND T FAT W
E7F At Mobius EHEFS HED W we HESA

s AZ
T2E ¥A4T & s

A AN z"He WFd wE AMEAXHY Y 2AEH, dF 7TE T
o] AjstA AAE F A& 7]%9] R

4% B7F A+ : Mobius SR ES HEE W3 wel Ao A|xEe] F
Z 4 7ss AAE T gl

AE A2®lo] Fx 9 75 A HEZ W BE HFIF HE 7]
59 A4

A= E7} A - Mobius SHEL HEY o] wat AR A|xEe] T
Z 9 7S AAT & gl

TE 7171014 Ao HAIA] iAol LA 715 AW
A H2AEA o2 : Semantic H|Z~EA o]~
7171 AulEe] AHE 183 3 HdAo] 713
A= B} A - Mobius ZHEZL 2 AA 7]
RIFE/A B[R0 =)

T4 AA WA mE V7] 3 AF 7 WA 7 A
A% E7F A Mobius SR EL 34 24 7|5S AR &

2UEZA A4S 57 9% B4F M&S 374 AlF= ook g

A% B7F A Mobius SRS 4 RAH&A EH Ol WS AT
SHA] %

7% BEE 2" A 9 94 7|F Ad

A H2EA] 2~ : S/W & H/W Manager
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2) &5 (Composability)

oneM2M EZE t=dofo] AfF2E F7kt AA, 2XES 0] fadels #d
o] 71%5& A et
<E 6-11> CPS $-234 274K 2Pas
Kl Sy 1D A% 4A

SF-Com-Req-001

A4 SIWdadel= 715 A Y
AZ " 2EAol2 : S/W & H/W Manager

SF-Com-Req-002

SIW 28l = gt Agk #e 715 Ad
A% B 2EA o] 2 : Security B ZE A o]~

SF-Com-Req-003

AZE AL = SiWdadEele AY
AL H2EA |2 : Mobius ERFS Z2A| 2 A F Jagol=E
A d3HA] =

SF-Com-Req-004
CPS-Com-Req-003

MAOR ABAZHS] AN SWHH FF B D 4 S5 A
A% E7F A+ : Mobius &
& nREA 29

SF-Com-Req-005

SIWH1dole Fo WA AR} &d 7% A4
A= "H2EA o~ : S/W & H/W Manager

SF-Com-Req-006
CPS-Com-Req-003

Aol B W aHelE Be FHas 4 e R
7% 87} Af : Mobius ZREL S/W Fa#lol=rt B8 FAHRAEE

SF-Com-Req-007

P 2bs
SIWH 1g o= A% &8 A &4 9 &

HZ EI7} A Mobius ZHE 9 a#ols &8 AFF
oJZg Aol Fa

o

Ao
o,
tlo
o
e

SF-Com-Req-008
CPS-Com-Req-002

a7 Qo WE AF AYALS 9% HWEE FI7HAIA 71 A%
AZ " Z2EAo] 2 : Mobius ZTHEL 1174 Qo ©E AF YA Fok

o] E7}&

SF-Com-Req-009
CPS-Com-Req-002

HIW F7HAAL ¢d 75
AZ HZ2EAo] 2~ : S/W & H/W Manager

SF-Com-Req-010
CPS-Com-Req-004

SF-Com-Req-011

SF-Com-Req-012

SF-Com-Req-013

HIW F7HAA ol &2 A A 7%

A% E7F A Mobius EHAEL HIW F7HAAZ A% o] 2 &
@ E7bs

54 AF AL A Q3 HWEE o4 2 &H

AZS E7F A - Mobius 32 54 AF AZ A 28 HW 2E
o] ¥ E7bs

A& N2 34 34 AL =5 A4

A% 87} A : Mobius Z#%2 Smart Factorye] 34 74 oo 7]
e AdA F+

AbgAbel AED 74 84F B#FE I AR
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CPS-Com-Req-001

AZ Bl 2EA |2 : SIW & H/W Manager
T84 FIHAA A Wets B34 AL 2 4E Ths o5

SF-Com-Req-014 | A% &7} A+ : Mobius &3 &2 Smart Factory 7484 F7HAA Al
HEo & 534 At 7lss AFA =
SF-Com-Req-015  AFsHo & EIAHES HAE IEF7] 93 HA A AT AF
CPS-Com-Req-005 @ A& E7} Abf Moblus ZAZL AFHA HA AA AL BV
ANEHoIAS B3 Alxdl WEe T2 vg AF 7%
SF-Com-Req-016 | 4% 27} A : Mobius ZHEZ e 344 AFS 93 AEGoA 7%
= AFsHA B
AL 2] 0] o %15_1\711\01{_72@03_ /\)kEﬂH 1;4035
SF-Com-Req-017 I8 L-/L-/] T 12+ 3 29 Al Al =] S
CPS-Com-Req-005 TE =S
A% B7F At - Mobius &S 149 @& QAEA X3
A QA Hoy 318 AEzE E3) 3z Z Aes 2 7 4
SF-Com-Req-018 ;L:;P:/:ﬂ o o S } 5 AE A 4 15 2
PS-Com-Req-003 = ' ©
CPS-Com-Req-003 AZ H2EA 0]* SIW & H/W Manager
SF-Com-Req-019 AN z=gl A g AES flske :r“*&/\«l slolBEl= M&SE A dsfoF g
MRG0 2 ok A - Mobins FAEE MeS/)5& 591 81 AE
SF-Com-Req-020 A" A g ASE sk ?“4‘1*«] 4k M&SE A dsloF g
ORI A% 871 A% : Mobius BAEL MES 75 ZFeA 3 Ae
3 =284 (Interactivity)
oneM2M EFEL F5zg Al ANTEE ALE F §la, % 7lexEy #

CPS &A% ID

SF-Inter-Req-001
CPS-Inter-Req-001
CPS-Inter-Req-008

SF-Inter-Req-002
CPS-Inter-Req-001
CPS-Inter-Req-008

SF-Inter-Req-003
CPS-Inter-Req-005
CPS-Inter-Req-008

SF-Inter-Req-004
CPS-Inter-Req-008

<FE 6-12> CPS Aa2H8-4 QAN AR
AS A

el Aol ZF 7171 Ao WAIA F
A% Bl 2~EA o]~ : Transport H Z~E#A o] 2~

#el Aol ZF 7171 Ao wWAA] FA
A% Hl2ZEA o] 2 : Transport HZ~E#A o] 2~

g AW Ao mAA o thEk AR Y The of F

- Semantic B|Z2E A o] X~

717]
B 2~

olN oX
(m

X 1o
i

o
P

+
%

T4 717159 #E AHERE wol Ao WA FA 7Hs oAF
AZF B 2EA] 2 : S/W & H/W Manager

A

Ao

ol
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SF-Inter-Req-005
CPS-Inter-Req-001

SF-Inter-Req-006

SF-Inter-Req-007

SF-Inter-Req-008

SF-Inter-Req-009

SF-Inter-Req-010

SF-Inter-Req-011
CPS-Inter-Req-004

SF-Inter-Req-012
CPS-Inter-Req-004

SF-Inter-Req-013

SF-Inter-Req-014

T4 717182 A8 AHZ A AR AL /s of

%5 E7F AR Mobius ZHELS 74 ZI71EQ AH HARE AT
T AA T AAMAEE BAsHA] B35

T4 717182 A AR BA Ve oA

AZS E7F A Mobius EHEFL 74 71719 AH HRE AT
2~

G QAR AAE S AR 2

el AW A 717 BEl AR FA THs AR
AZF H2EA )~ : S/IW & H/W Manager

A% e 74 N5 25 A9
A% 27} A Mobius TRAEL AF 71&ATE T4 717129 dold
A AUSAT AR 24o] AU o] FAHEA BY Brbs

T4 N5 B AEA 25 0
A% #7b A% Mobius EYF
g9 %

Zho]l A& o] FoH=A

FA 1718 W e 22 ds) wel A 4g by o
Mobius ZH;Z e 1A 77159 Z2bo] AR o] Fo]H =R Fto] B
b shel Aol 42T+ U

T 717159 ol 38 Aol &™
d% E7F A 0 Mobius 23 &2 74 717189 ol 4% i 7F
o | 25 OJ-Q_
S AFsHA %4
T4 717189 ol 4% R 7lsAtdd &H
AE B7F A+ - Mobius EH %S 74 717159 ol A& 3d 75
L A 23 oLo
A|gsHA %
T4 717159 AHERYE A4 AF gk AR $4] 7hs o7
AZ H2EA o] : Lifecycle H|ZEA o] 2

N

17159 AWERE Ak AFo] e BE A 7hs o7
7} AR+ Mobius Z#EFlA Containere] W42 7Ms3dtut, AE
of & Container=¢] A4l AAstA &+

lo i 4
E ofN oX
o m-[]I

SF-Inter-Req-015

SF-Inter-Req-016

SF-Inter-Req-017

CPS-Inter-Req-002

CPS-Inter-Req-003

CPS-Inter-Req-006

el Ao FA AdEH mE 8 AR HAH s AR
AZF H2EA] 2~ : Lifecycle H|A2EA o]~

T4 717189 AHERE dAA 8 g AR F4 7 oAF
A= " 2~EAo] 2 : Lifecycle H|Z~EA 0] 2~

T4 717129 34 A mE #d A

A= H2EA o]~ : Lifecycle B|2~EA 9]

T4 AZEAT 54 A

ZAZ " 2EAo| 2 : Transport H|AEA o]~

o]F oF AR FAl A

AZ H2EA o] : Transport Bl A2EA o]~

zt N 2" HA3E | 54 Vs A
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CPS-Inter-Req-007

CPS-Inter-Req-009

AZ H2EA o] : Transport H|ZEA o] 2~

T4 71715 Atele] dHlolg HE Al AN /7 AEHJSE # 1

AEE ALY =+ °‘E— 7% Al

s E7F A 0 AEo] AFRE WAIAE BA IS F e 7sol

A e o 9%] %Lf:’.

LTS IESATE A 8 AlE

e B Ay 0 SHE T i% 3?/\}3&
o

AlFst7lol= oAE=ol 3

1141544 (Dependability)

oneM2M I Z=o]
T "Zol AE

CPS &7At& ID

SF-Depend-Req-001
CPS-Depend-Req-001

SF-Depend-Req-002
CPS-Depend-Req-001

SF-Depend-Req-003

SF-Depend-Req-004
SF-Depend-Req-005
SF-Depend-Req-006
SF-Depend-Req-007

CPS-Depend-Req-002

SF-Depend-Req-008
CPS-Depend-Req-003

A o gle AARM, Bl 2rtedd 378 W7, AledelAd 7l

ol i3t Aloko] wol WA ik

<& 6-13> CPS A QA A s
HF ZA

Aol e 7171 AR HITo #g Bk AA
AZ " 2EA ]2 : Security B|ZEA 0] 2
Aol WEYZ FHo &S Bt A A

AZ B7} AMf : SF-Depend-Req-0013 f-AFSHA Fawts= AR o
sk HeE Ve oA A Qo] 2L FF STAFSE R
QAT+ Mobius SR EL YEY I O3t Bl QA A ZsR Lo}

SF-Depend-Req-002& #HZo] E71%
e AW FAC mE 771 Alo] 22 HA The AR

A% B7} A Mobius SHEZL 7]7)o] EslE Ao] 229 HAHS

A At ek
T4 717159 2 Aol 2 Ay oR
Az E7 /\}v Mobius &R F2 T4 71719 A3 el gk gl
71%5& AYsA e
T4 717189 MESYAE B3 94 4A A g 244 Ad o7
s ]i Aol 2~ : Lifecycle H|Z~E#AH o] 2~

o]

o] AF )5} le\g < ;(]l:}(—l [ 3=1 oq]

i
olN
e
N
N
>
Jo
=
(@]
=3
—
w
il
Ny
alis
flo
>
N
n)
o
i
2
Of

i
o}
ol
ol
A
&

7171 A% 4¥e 34 HA 55 T WA TR
AS E7F A Mobius £EF2 34 AEA o 7o AYEA
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SF-Depend-Req-009
CPS-Depend-Req-002

o\ > | o

SF-Depend-Req-010
CPS-Depend-Req-003

ofN ox

SF-Depend-Req-011
CPS-Depend-Req-002

SF-Depend-Req-012
CPS-Depend-Req-003

=
o

2 34 ol AR 2 &l Jhs AR
7 AR 0 Mobius ZHEFS ALY Hely eSS BASHA &

e

o) Agto]l WAy Al AMWoA2] X rHes AR

B7F A 0 Mobius P2 34 AAA 7e s AYA &=
A3 o)d 4F 2A

E7} A : Mobius ZHEZS YEYFY ol A3e 7IAT 4

A= o) 4R B A UENA AdAE T tiA THe AR

27} AL : Mobius ZHREL WEHA AMA 7% ALsA

olN 2 UIO ol lm Ho ofy [

SF-Depend-Req-013

Biodd X do g &) &2 Ay ) 22 Ay L Y ofl | mo g p> &2

A

SF-Depend-Req-014 =
=

T4

SF-Depend-Req-015 = 7 =
d 2]

SF-Depend-Req-016 | 2~
CPS-Depend-Req-005 7 =

SF-Depend-Req-017
SF-Depend-Req-018

SF-Depend-Req-019

)=
SF-Depend-Req-020 | o] &

2 AR 5l
7} A : Mobius EREES HAT lolE A4 AUsHA @

A7 A =4 715 A%

27} A ¢ Mobius EREL 2+ AzdelA HFR BHL
¥ 4 gl

Z171E2 A5 AFE 53 AAAQA HAH A 7t AF

E7} A Mobius SR EFL AAHOR FE AFS Tt ¢
ol HHE =& ¥ 4 S

EFAoA EAE = WA R tfgk Bt AA AF oAF

E| ~E A o]~ : Semantic E| ~EA o]~

CPS #& HUA2Hel Aelol MASE B o5

27} A4 : Mobius ERES M&S 71%% AYEA %e

CPSe] A& 22 ?“ ”EIH A A5 M&S 83 A=
27} A : Mobius EUE-S M&S 71%% AYEA e

& A A M&SE Bt TRt dH AlEdeld 2 A
E7} A 0 Mobius ZHEFS M&S 7152 AUdA &S
M&S2HEH =28 HAH9 Aojg dF 72 AAH 22 WAA
Al 71710019 A&

%S B7F AHT : Mobius &2 M&S 75< A WA &+
A ZAFe A vEg d9 B

CPS-Depend-Req-004 A= &7} A : Mobius S Eo] Wrg 99 HAS A YUsA &S
ke B3 &)

5) AAIZHA(Timing)

AR B EAL A s gheth
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CPS 85 A+t ID

SP-Timing-Req-001

SF-Timing-Req-002
CPS-Timing-Req-001

SF-Timing-Req-003

SF-Timing-Req-004
CPS-Timing-Req-003

SP-Timing-Req-005

SP-Timing-Req-006

SF-Timing-Req-007

SF-Timing-Req-008

SP-Timing-Req-009

SF-Timing-Req-010

SF-Timing-Req-011

SP-Timing-Req-012

CPS-Timing-Req-002

CPS-Timing-Req-004

CGE 6-14> CPS AR a7AMeE AEE
A% AA

Aol aFete AF BA) w4 AA B O AT AFEH Ths R
% 27} A : Mobius EAEL Evidle] HAz B AL A I
A3 ek

ZAE/EY HolHE o83 ol71F wE 1+ A% 5715

% 87 AH  Mobius BRES A5 75 AFHA e

£ 7 AL A 2R/85e Fal A2e =Y 44 A 29
3 A S

E

E7} A+ 0 Mobius FEE-2 =w|le] HASE | AT oS 7]
A& EE oA 71%% A dstA ¢

% E7F AHr - Mobius 2 F AE AREY] &Rl 7S AlFEA Fe
2 2ntEFA TS % B oHIES A FE EF
% 27F A Mobius EREL THlld HAs @ A4 2FE A
SHA| ¥
Ao 2 T2 == 3F AZHs7]8F &9l
% H2ZEA o]~ : NetTime HZEA o]~
Ao 2 2 x& 3t F35573 &<
% E7F AT Mobius EHFoAE 72 =29 FI4 39 &<
E7ls%
A7te 2 ttE == 7t Phase 57]3F &<l
Z B7} A% : Mobius EF:ZFo A= 2 =9 Phase 52| &Rlo]
7Vs &
+ 52d A A AEHOIHS T A 2d A5 A 459
4

27} AHr - Mobius SR EF2 REYPKAIEH A 715S AFSHA &5

Zhe] 2dlg 53 52 AL AANORE IY Jhes oF

A Mobius SHEL R YA EF o)A 7]%5S A FHA] 2
5

3 B4k M&SE A% AlEH oA A tlolel 52| Time sync 7]

o > M odo = mr i o oY o oY x| e Mt S > [V e Y o KAy gt o oY R

ol 2 oX
olN OIN [ olN of o OIN off do ofN oo ofN > fu
i1
NI

E7F AHr : Mobius E9EF2 P& EH A 7S AESHA B

& 2 M&S &4 AlES A AlEdold Holy Aele] 5713}

o N ox

27} A+ : Mobius %a%%% e BEolA T15e ATHA e
2AE AT 2T

27} A4 Mobius %a—gﬁ% A% AZke] Bl 7S ATEHA WS
AEThe] AN FEAG
27} AL Mobius BHELS HAZ AL AASA &

L o oY &
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6) & --84(Interoperabhility)

CPS 87A+% D

SF-Operate-Req-001
CPS-Operate-Req-001

SF-Operate-Req-002

SF-Operate-Req-003

SF-Operate-Req-004

SF-Operate-Req-005

SF-Operate-Req-006

AE A
g AHE SAVIEE o] &ste HAIA T4l AR
AS H2EA©] 2 : Transport H|ZEAH o]~
Tt A8 FAVIES ol &St AoWAAY 4 F F2H
7V oAF
A% "H|2EA o]~ : Transport B ~EA o]
AXE o] &3t 717159 o7]A & F2S WHsy A5Ho =
hAste 75 AF

A
< 71 A s HolH e Sote] A oR dAE ¢ /=

F REET BASY] A UENT LTATE BEHY

rlr

oo

%ﬂ AT UIEQIZ 8 FAS EelEtT] HOHH% HE 9
A FAstAY, SDN7|&s 83t FsloF 3

AA 9IXE nEstd 3 AAH S A= 7Y vhs AF
2~EFA o]~ : Lifecycle BH|~EA o]~

2

;
1

9,1‘,
rlr
S
rln

AL FF WA Fastel AET AT T +
5 oln

ml ¥ L N oo i N L
N
o

O‘|—‘

2
= o 7
Z H2EA l/\ : S/IW & H/W Management
AAE ol &3t FH 7S FAHsIA oo wel I FEHE Ao
SF-Operate-Req-007 | 3= 7159 7l o4
AZS "H2EAO| 2 : Lifecycle H|ZEA o] 2
AFe Tl wet FAHA 34 S5E Adste 7159 7Hs AR
SF-Operate-Req-008 A= Hl2EA o]~ : Lifecycle BH|2~EA o] ~
LT g FA o AAVE HAEA e 7 A
SF-Operate-Req-009 = A% &7} A : Mobius S &S ‘311/\1 DB zpoAe] &l 7t
o, AdHo g H4H AA AFes AT F §le
G FATIES o8Bt T7IEe S AME HAE
SF-Operate-Req-010 A= " 2EA o~ : Transport HAEA o]~
7171E 29 B A% FRE fFAdsHAl AT
SF-Operate-Req-011 | A% E7} A : Mobius ZHES SaiA d% 7+x W7 48L& 7}
st 34 AAY A8 HFol 37}% 6:}
AZEGOY o]F =E HEES 7 FEE F5T oA AF
CPS-Operate-Req-002 AZF "H2EA |2 : S/W & H/W Management
o]F =EZHe| HolH Ffr
CPS-Operate-Req-003 = o e 50] 2 « Transport Bl 2EA o) 2
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7) A's4(Intelligence)

oneM2M EFL A 5A

LTS AYSA et

3 6-16> CPS ASA QT7AR)F Ald s

CPS &A% ID AT A %
T NS B4 B4 D 4% AA, o] hE B AH A5 7%
SF-Int-Req-001 | A& of & .
CPS-Int-Req-001 | 2% £7} A : Mobius ZAEWOZE A5A QX 2 WEHL A
d3tA] S
SFntReq-002 | B4 Uil @Al 4% <X @ HAHe HEE x4 b o
CPS-Int-Req-001 | & &7} AHfr : Mobius EREFNCE2E A3 AA H HEs8E A X
CPS-Int-Req-002 | ¥13}#] &
24w A7)e] ARS ABHoE dF
PR A% ok A Moblus BAERCRE A A4 W WFHE A X
CPS-Int-Req-002 = = ©
AstA e
BulolE] Ag F)ad AWoR @ A A% HE s on
e 41% %7 A - Mobius E9¥e 4% 428 24 2 19 U@ A% X
€q X—] O] ];'H;q 7] Q. x." OI'Z] 01-0
Selole) Aol /1€ e olgstol MEND HYL A5HeE HA G2
Cslfs?lhzti{eq?gg?) A% B} A Mobius ZRELS 43 AHE AA 2 To g A5 X
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3ty 449 ContainerE Faff =E, wjEle], | E|Y T stEso] HH AHE &
Jata AT Ut

Mobius E##F2] FAH t=dojoA F5EH= AZES S Mobius A1H 9
A#E containers Fal AE] &1 W HAHo] JhEdtth olE HAFE] HH &
ZEYo] HolHE AHAY £ = SW_Update, SW_Version ContainerE A A st
3l oneM2M API TESTER®] Discovery % Containerlnstance& %3l A&ZE {0
o] AHl & #E7t JhedA g & o

(4) Transport 58 X271

Mobius Z#Eo] A3t T4l 7|&S AYsta, sty A d= FAlo] 7R E
AZs7] Y & zzaolty AZd FA(Authenticated UsenE Tk tiupo] 2o A
Transport -§&XZ 73S ©]-83Fe] Mobius AW} B ZZEZFS Agste] AFATAE
AAT < 9tk Mobius A= ASE A7 AT dolHE Hige s Hulo]x 8l &

154) 47 &2 dAZtax Ed8H A7) 3 zodA A7 AUAE ARsts AA
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(2% 6-9] Transport Call flow

Transport Test m

Set the protocol -
g (ex, MQTT HTTP)

Authenticated ) . .
User _Notify Configuration Result

(5) Semantic 3§ X271

Mobius S Fe] tufo]x, AW T 24E9 HolH 9 Ao WAANEL YT oA
24 HAE g glojof gtk o]& #l3 Mobiuse A4 MES YuF oz A4S + e
AE g 7 =9 EEAE el F4E & Aok oneM2M API Tester<]

2
Semantic Describers 3] Mobius AHE &3 Fiw= data containerel] 7] A&
(Semantic Description)= A%t AHE Az F7HH0E 25822 ARE AGFoR
A 7171 2te] Y@ ol ARE FalE 5 JdeA AT 5 Stk

[71¥ 6-10] Semantic Descriptor Container

oneMEM AP| Tester

Access
To MGbIUS Response

Server
w cnt-ontology

‘ Semantic_describer

¥

l__

(6) Security &8 =217

Security:= oneM2M API Tester2 %3af Mobiuse] 3-89 AMgAT 428 = A=A 4

=5 £ e £8 =ZZgHo|tl. Mobiuse &8H AFEAFAA ACP(Access Control
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Policy)& Al &3ttt AH&A= Al15-¥ ACPE ©]83t] Mobius AWl Hd 4 St

AH&2+e] ACP9F Mobiuse] ACP7h 2t A < <I(ACCESS APPROVAL)E AH&-AHollA|

AgsFaA H2e s&str d=vd H2 E7HACCEXX_DENED)E AHg&AtelAl A

FFHEAM HIES T

Mobius AH= 1FH FAJAE AHFstr] sk A¥ U admin_acpEhe 15 HlolH
a2

containerZ 7}A 1 9Ith. admin_acpE WP o2 A EE QISuke AL&2E= o] admin_acp

datas v} o2 Mobius Ao AH8ke] Mobius ZHE9] resource=< AFEE 4= 9ith

Lifecyclee Mobius Z#Zo] A|&2] AR =D FA HHE ALEA| A FA|S]

(7) Lifecycle & =217

°
>
>
[J—\|L
o
il
o
5o
e
=
=
il
=
op
9|£

3 o ZYANNNE 1 AR HolHE a9
EPAAOR aqol TE FRE A
ol $AFeEN 34 A 2AL + Aok

=

Upload information

v

Request information

r s

Response information

+
Send process control message

Fa FAI
B AR AR 4 QEA AZAFE o FAololn Z42te) RELS 34 4R
VAR
BA

S 7FA&= Process timest 34 AdElE YER)F= StatusE 7KL QT
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[1% 6-12] Lifecycle container

browser Pp ication
Send | Request

control Infonﬂat:on
message

Response

c=a
o R
-
=3

3 AF HZ2EA |2 AN &5

Z H2EAAE T
< AYsle] Z 12F9] H|2EFA o]

Eat= Ztlo}%lv} o}Ur«l *Hil Eﬂ EAolx guS Tt Aol AAY sy Alug

L ‘4101]/‘1 745%_‘ T A= E}‘”k??} ﬁl—?*ﬁ%‘—% s Astt 4 HZ2EA 02 A

O
KO,
=2
s
1>
i
(i,
o
o|N
éé
o>
o
l:o
-
So
>
e
l:1
r
_Y
2
1z
i
o
N
_c(g
N
Ho
rﬂ
o

i 6-207 A5 HIZEA 0|2 A &5
$Ez2I7 B 2EA 0|2 g2 B L FAY
SF-Scal-Req-003
CPS-Scal-Req-003
CPS-Inter-Req-006
TC-TRP-01 SF-Operate-Req-001
CPS-Operate-Req-001
SF-Operate-Req-002
SF-Operate-Req-010
- SF-Scal-Req-004
SF-Scal-Req-005
SF-Scal-Req-006
CPS-Scal-Req-003
TC-TRP-02 CPS-Inter-Req-006
SF-Operate-Req-001
CPS-Operate-Req-001
SF-Operate-Req-002
SF-Operate-Req-010
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NetTime

SIW & H/W Manager

Security

semantic

Lifecycle

TC-TRP-03

TC-TRP-04
TC-Net-01

TC-MNG-01

TC-MNG-02

TC-MNG-03

TC-SEC-01

TC-SEM-01

TC-LFC-01

TC-LFC-02
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SF-Inter-Req-001
SF-Inter-Req-002
CPS-Inter-Req-001
CPS-Inter-Req-008
CPS-Inter-Req-002
CPS-Inter-Req-003
CPS-Operate-Req-003
SF-Timing-Req-006
SF-Com-Req-008
CPS-Com-Req-002
SF-Com-Req-013
CPS-Com-Req-001
SF-Com-Req-018
CPS-Com-Req-003
SF-Inter-Req-007
SF-Inter-Req-004
CPS-Inter-Req-008
SF-Operate-Req-006
CPS-Scal-Req-002
SF-Com-Req-001
SF-Com-Req-005
CPS-Operate-Req-002
SF-Depend-Req-001
CPS-Depend-Req-001
SF-Com-Req-002
SF-Scal-Req-010
SF-Inter-Req-003
CPS-Inter-Req-005
CPS-Inter-Req-008
SF-Depend-Req-016
CPS-Depend-Req-005
SF-Scal-Req-001
SF-Inter-Req-013
SF-Inter-Req-016
SF-Inter-Req-015
SF-Inter-Req-017
SF-Depend-Req-005
SF-Operate-Req-005
SF-Operate-Req-007
SF-Operate-Req-008



3ANE A%

1) Transport H|~EA ]2~
o] HAEAo|AE 0T EHEFY B4l thet CPSY A, H5a8A, 484 &
A #-Eo] itk

<3t 6-21> Transport H2E#A ]2 : TC-TRP-01
HZEA o] 2
TC-TRP-01
Al Q3 Client/Server 541 #+x%¢] HTTP, CoAP ZE2EZF Ad o1 A=

SF-Scal-Req-003 - o E A =4 7% A
CPS-Scal-Req-003 ZetoldE/Am T e A

CPS-Inter-Req-006 Zt N 2zHo| HAsE " B4 7ls Ad
SF-Operate-Req-001

o}t AL EAI]ES o]|LF B o
_ a—g_:ill\]-%g- CPS—Operate—Req—OOl E]' ads 1_@ o & 1__7]E o] 3] o]-OZ] U'“/‘]Z] ) CE]‘T‘
i SF-0 te-Req-002 gl A8 F217]&S o] 83l AloJu AR 9 F
perateTTed A g R by oy
e FAVIEE o8t V71EY A e AHE
SF-Operate-Req-010 ﬂio A= |83t 717159 AA qH
1l O
A8 Mininet simulator®] 7F4 WELIE FA312, st 7144 S 2E9 Mobius A
HE A g2 $2E9 Thymeo ZZEZFS WA A3
1. Mininet Al E#o]E S A3
7} 2~ E Mobiusell Mobius A& 4 3)
° G2 22K 29 2
AE A Thyme$9] confjs& A3l http=2 AA

. hlo) A thyme& 433l Mobius Au e} 92 &<l
. Thyme®] conf.js& A3l coapoz A
. h29 A thyme& 233l Mobius A v e} 42 &<l

uA 7= Client/Server &4l F%& 7}x & =g &3¢ HTTP, CoAP ZZEZ= Thyme

S Ul W
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7} Mobius Atole] 92 A%, 3oz A4"g A “xY”
T “HAY” o2 FH
1. Mininet Al E#°]HE A3

% MiniEdit

File Edit Run Help

Run ‘

Stop | —

2. 7}’ T 2~E Mobiusell Mobius AHE A3
& & "Host: Mobius"
update_ch_pa Mobiug: dms

port

4. h1o]A thymes 2335l Mobius AH e} G2 32l

5. Thyme2] conf.js& 43l coapez AA
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B2 TAY

<& 6-22> Transport H|2=EA ]2 : TC-TRP-02

HAEA o] 2
TC-TRP-02
Publish/Subscribe &4l F+%2] MQTT Z2EF A Y o3 7=

SF-Scal-Req-004 Gel sl Ao Ao
CPS-Scal-Req-003 Pub/Sub Ee} 541 )& A4

SF-Scal-Req-005

ofy
5

=Y 54 7142 B9
CPS-Scal-Req-003 Pub/Sub 2% 541 71&E 53 FlolE

SF-Scal-Req-006
CPS-Scal-Req-003

Pub/Sub =g 521 7]&S 53 Holg F4l

CPS-Inter-Req-006 ZF N 2Hlo| HAsE " F4 7ls Ad
SF-Operate-Req-001 geFst A8 5271E S o) gste wWAR FAl




A B

A Azt

e
ol
N
N

A A

CPS-Operate-Req-001

g o] 83 A= o] 2=
SF-Operate-Req-002 1-83ke] Alojm Al x|} 5

st 717159 AAES AHE

I

0
off

N
lo
NS
off
£

op|-T

SF-Operate-Req-010

Mininet simulator®] 7}/ WEYIE FA3taL, 3tte] 7 E2~Eo| Mobius A
HE A3 02 Z2Ed Thymed ZEEZS HAso] A3
1. Mininet Al E# B E 4}

2. 7F¢ T 2~E Mobiusoll Mobius A& 4

3. Thyme2] conf.js& 43t mqttz 44

4. h1o A4 thymeS 438 3}le] Mobius A<} A2 &<l
Publish/Subscribe &4l #z%Z 7Ix& Z2EZ2 MQTTE AA3teY Thymed}
Mobius Atele] HA Ax, AFFHow d4" A “AY” HA *& AS
“mA Y7 o7 Aok

1. Mininet Al E# B E 4}

2. 7} 3 2~E Mobiuso| Mobius AH S 23

3. thyme2] conf.js& A3t mqtt= 24
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ol HAEES A4@2H 717] 1t TAL HA Fa AME FMT THed Aoz &
A=A

<3 6-23> Transport H|Z~EA ]2 : TC-TRP-03
H ZEA oA

TC-TRP-03

NEIE Mobius EHEE ©] &3 HolH £ F4 HX2E
SF-Inter-Req-001
CPS-Inter-Req-001 #e] Aol 7+ 71715 Al wHAIA F4]
CPS-Inter-Req-008

#AHA QAR | SF-Inter-Req-002

CPS-Inter-Req-001 #e] AWl ZF 71715 Al wAIA F4]
CPS-Inter-Req-008
CPS-Inter-Req-002 T4 AZES 3+ T4 A

A8 Mininet simulatore] 7} WEY IS FAs A, stUe 71 T AE°| Mobius AH

E A¥. UE Z2Ed Thymed| Zz2EF& 2AHst 23

1. Mininet Al E#clHE 23
2. 7F4 3T 2~E Mobiusol] Mobius A E 23
3. hlell A Thymed} TASE Adste] dHlolg 4 H2E(]FD
[e] = 5\_ = S
e A 4. p/?i?l\g?i]z Z3td] dHloleE AE3Fe] hlolA Thymedt TASE 233t dolH
5. h20l A thyme& 23 ste] hlzte] 213 F4 821(7]%52)
¥ Thymezte] 2 A1 A4d2 AFHA %+, Thyme Mobiuset A2
X A AEZF Al A USR] &2
Mobius R &3 7171€C1%5D, 2831 74 AZEo3t AF FAU]52e BF
A 7+ Asgd 45 AL’ , & F syt AdE A dF ALdAYE 719, EF
A htA ¥ AT ] A
1. Mininet Al & #olHE 3
2. 7F4 & 2~E Mobiusoll Mobius A8 S A3
3. hlell A Thyme3} TASE A3} 0}04 Holg £4l Eﬂ/\E(ﬂ )
AN A

4. POSTMANS F3te] HlolHE AEstke] hlellA Thymes TASE A3t vo]E

52 H2E
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b Contentinstance CREATE with Result Content set to 0 (NOTHING)

POST / /mabius/machined!_contre Params Send v

OpEn

5. h2ell A thymes A3t hlze] 23 T4 FAC152)
¥ Thyme7te] AHAR] A4 AF=HA &+, Thyme2 Mobiuset A2
EF A AEZ 52l AR &
B3 IR A LC1ED

o] H2E= OS7F b 71713ke] B4l 7he ool a7t Aolth

<3 6-24> Transport H|Z~EA o]~ : TC-TRP-04

Bl 2 EA o]
TC-TRP-04
AFdE o|F 479 T4l Y
., CPS-Inter-Req-003 olF ¢F IAAAL FA Ad
A4 A
ddaTAY CPS-Operate-Req-003 o]% wtzt dHolH I
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Windows 374 MobiusE A 83}, Linux 7oA Thymes Adsle] o]F
A FA AL ARE &<

1. Windows &7l PC 194 Mobius A8 A3

2. Linux #7321 PC 29| 4 Thyme A3}

Windows 27 ¢] Mobius AlH e} Linux#7d 2] Thymeo] HdH o= d4dE 75
A, old Ag EAY”

1. Windows #7321 PC 194 Mobius A A3

i 4004

A B
A Azt

w4 71E

1
e/ rea/Mobius/Crivt

ctr 2 (HZ

ml — <nZui rsp xmins waera/2001
Fo: v

2000/ ¢ o 3 < /fr

A 23

< already exist'

2088

: ertet

us

moblus/ent-co2 - x-m2m-rsc : 4185
‘resource (cnt-co2) is already ex

x-m2m-rsc I

'20171123T875121",

e,

: 3153600000,
[ ‘cnt-led’

3153500000,
5368

b-ctriz®

MGZAGELM'

is listening on port 3185

e
o
X
{0
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NAGE

dd_TAE

A B

A AR

i

AN

<iE 6-25> NetTime EH|Z=EA o2 @ TC-NET-01
B 2EA o] 2

TC-NET-01
Mobius EHF& T3 == b AAT AR 7138 &2 MY
SF-Timing-Req-006 ANZFeZ g2 & 7F A58 &9l

Mobius &3 F Wl == b AARE AE F718E Fdsty] 9fs Time
Source A¥ 2} AIZF do]E]E A Mobius AW S A3 A7) 3, Time Source
A el AIZE-E Mobius AlHE F3ll ol Ayl 93] =T oA Thymed}
TASE A3t

Mininet Al &# o1& A3

7} 32~ E Mobiusoll Mobius AHE 23}

Time Source AH <l server.js A3

Thymee] Azt Hlo]E & Wlolg & =5 HA

Thymeg A3

TASE A3 (app.js)A A A Time Source A ele]l AlZF 2}o] offset 74]4

. Hlo]E o]~ %38 &3 Time source AW} =& 3+ A7+ 7]|312 8l
Tlme Source AH7} Mobius AHE 53] AIZF HolH #HeS === dIsta,

I N o 9w

Time Source AW <} Thyme % TAS7} 3= & == b AIZE 2ol & Al4ksto
I A3 e 0T F Yo “AYr A AoE dAHsty, O¥A] Zod

“mAY” o7 ok
1. Mininet Al E#o|EH S A3

2. 7F & 2~E Mobiusoll Mobius A8 S A3

3. Time Source A¥ <l server.js 43}
ﬂ‘* -, "Host: h1||

ode_madu

4. Thymeo] A%t offsets Wrol& 4 =E cnt-net container A4
5. Thyme.js& Thyme< A3
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6. TASS! app.js 43}
- Time Source AW <}e] At A}o] offset A4t
- AlAk 7kS cnt-net containerE o] {35k EH|$A AHE HAY

© & "Host: Mobius"

7. A3} k& E&) Time source A¥ ¢} =& 7+ A5 731S &l
Query1 ¥ Administration - Startup / Shutdown #®  cnt %

B ¥ F 8 & | Limitto1000rows ~ | % < Q& [ (@
1e SELECT * FROM mobiusdb.cin;

ResultGrid T8 43 FilterRows;| Q Edit: g Eh ES Exportfimport: 5§51 Wrap Cell Content:

# 1 cr enf cs or con

1 /Mobius/mobius/ent-net/4-20171123080332715sGKp ~ mobius 16 {"value":"6 ms"}

2  /Mobius/mobius/cnt-net/4-20171123080334694XXyv  mobius 16 {"value™:"1 ms"}

3  /Mobius/mobius/cnt-net/4-20171123080336704HhVJ  mobius 18 {"value™:"0.5 ms"}

4  /Mobius/mobius/cnt-net/4-20171123080336747NkDS  mobius 18 {"value™:"0.5 ms"}

5  /Mobius/mobius/cnt-net/4-2017112308033870850LU  mobius 16 {"value":"0 ms"}

6 /Mobius/mobius/cnt-net/4-20171123080338738Z0UQ  mobius 13 {"value™:"0.75 ms"}

7 /Mobius/mobius/cnt-net/4-20171123080340710c0XJ mobius 18 {"value":"0.5 ms"}

8 /Mobius/mobius/cnt-net/4-20171123080340743p2pT mobius 20 {"value":"0.625 ms"}

9  /Mobius/mobius/cnt-net/4-20171123080342711G7Jj mobius 19 {"value":"-1.5 ms"}

10 /Mobius/mobius/cnt-net/4-20171123080342743Nsv| mobius 19 {"value™:"0.25 ms"}

11 /Mobius/mobius/cnt-net/4-20171123080344719JWTv  mobius 18 {"value":"3.5 ms"}
A9
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3) SIW&HW Manager H2-E#H o]

o] AZYBe THLAT H¥sw, Ao] WAAE AP, 7 aae FH WAL B
ek Zolt
<3k 6-26> S/IW&HW Manager H|2~EA o]~ . TC-MNG-01
B ZEH o] A
TC-MNG-01
NAEE Mobius E:F] 74 ZI7IH/W, A4HAF) &2 2 2 Sl Ay
SF-Inter-Req-007 e AW A 717] dEH BE FA Vs o R
SF-Com-Req-008 = o] orm
CPS-Com-Req-002 HW F7HA71 2 L
FH Q8 FAE  SF-Com-Req-013 aaqloe] = N e i = owgnm
CPS-Com-Req-001 AbEALe] AER FA4 84S HF T AR
SF-Com-Req-018 TAaLd RoAEH If AEAE T AF AR 74
CPS-Com-Req-003 L4 9 Vs AYE JtsA
Mobius EAE B T4 /17 B 2 A8 AE AW b5 JRE G 9
AE Y 3 Mobius AHE AFAI7|2, Aol FAE e 717 2 A AF AERE
Hl—o].%
1. Mininet Al &# g & 43
2. 7} & 2~E Mobiusol| Mobius AH S 43
A Azt 3. oneM2M Testing APIE AH&3}7] 91&te] hlol|A] Postmang 43}
4. Mobius Aol T4 7]7] B A AES A 4= 9= containerES YA
5. Discovery resourceE %3 Mobius ZHEZ FA 77|52 AHE 39l
nAg & Mobius £#&o]l T8t e EE 7171 BRE At AL AlF2] 4o
ST | Uksem A9t a%A o “nAYE wd
1. Mininet Al &# g & 43
2. 7} & 2~E Mobiusol| Mobius A S 23
3. POSTMANS 43
4. Mobius A¥ell T4 7]7] 2 A4 AFS ST + U+ containers A4 -
DVC_Capability, DVC_Motor, DVC_Battery, DVC_Capacity, DVC_Devicelnfo
containers< A AR shubrt M7 sko] HEE)
g 25
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» Container CREATE

POST W {mp urh W (ch/MNG Params Save

thorize 1 ders (4) Body ® e-request i T s Code
farm-data x-www-forme-urlencoded ™ raw binary v
TE
2= mam; {
3 “rn”: "OVC_DeviceInfa container”,
4 “1bl7: [TAPET]
5 1
s
Body < 12 ast Rasy 5 201 Created  Time 36ms  Size 8818
Pretty JSON ‘:‘._ Save Response
T
i
3 ¢ "DVC_DeviceInfo container”,
3 3,
5 "5208171123138589758wtFL",
6 “BKGLf_B4LF",
7 "20171123T138730°7,
8 "20281123T13687367,
L + 720171123T1367307,
B ;i
11 3153600000,
pi-i 2 3°E
13 “API”
14 1
15 “mbs”: 3153600008,
16 “mia”: 31536868,
17 “crT: "520178717874825768bp2l”,
18 “eni”: 8,

5. Discovery resource= 53l Mobius ZHE T4 77159 ARE &9l

Examp!

+ Discovery with resourceType (container) and limit filter conditions copy

GET mp_urA (o) 2fu=180y=3&dIm=20 Params Save

Authorization Headers (3 regl
TYPE
No Auth tion, Leam me tion
Body Jars (11) i Staws: 2000K  Time: 57ms  Size: 1LOBKB
Pretty Raw Pr e Rasponse
=1
2~ "m2miuril”: [
3 “Mobius/MNG/DVC_DeviceInfo container”,
3 “Mobius/MNG/OVC Capacity”,
5 “Mobius/MNG/DVC Battery”,
& “Mobius /MM or”,
7 “Mobius/MNG/ONV Capability”,
& “Mebi us{Test”,
9 “Mobriu: us/machineds”,
i us/machined”,
us/machined3”,
us/machineg2”,
“Mobriu: us/machinedl”,
"Hobi us/machineds_control”,
“Mobiu us/machine84_contral”,
"Hobi us/machined3_control”
“Mobiu us/machined2_contral”,
"Hobi us/machinedl_control”,

obius/ae_test/cnt_test”,
Mobius/mobius/cnt-sync”,
ius/mobius/cnt-net”,
“Hobius/mobius/cnt-led”

A4
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Aol WAA] #AH HAEOo|TH

LA

A B

A EAF

)
o
N
My

A A

<& 6-27> SIW&HW Manager | ~EA o] : TC-MNG-02
H2EA |2

TC-MNG-02
Mobius EHEF2] 74 71715 @8 2 Ao wAA A A%

SF-Inter-Req-004 T4 717159 #g AHERE Pol Ao WAA £
CPS-Inter-Req-008 Al 7 AR

Ayt e A3gs 34 oA Ffsted Hdg o
A F e 7159 b AR

Mobius EHE W +4 771 & F Ao 75S &2lstr] 9l Mobius AHE
APA 7|3, #E] D A HAAE A == P2l

. Mininet Al E#°]HE A3

7} Z2-E Mobiusol Mobius AAHE 213}

7}V & 2E hlo| Thymes} TAS 23}

oneM2M API TesterE &-83}7] 93te] POSTMAN 4l )

TR 771 A 9 Alo] HARE AS

Y g Ao wAA A ARE &<l

AHEA7F Mobius £33 W 74 771 #EE F A3, 74 717183 Ao
HARAE A L A 5 Jom “VhE", O¥A ¢god “Brisies i

1. Mininet Al E#°lHE 23

SF-Operate-Req-006

o Ul W N

2. 7V & 2~E Mobiuse] Mobius A HE 23

4. oneM2M API TesterE &85}~

] 915k POSTMAN 413
5. POSTMANE Eate] 74 7712 @2 2 Ao WAAE a2
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» Contentinstance CREATE with Result Content set to 0 (NOTHING)

<E 6-28> S/IW&HW Manager E|~EA o]~ : TC-MNG-03

HAEA o]l 2

TC-MNG-03
Mobius ZHEZ2] T4 717|159 AZEYo] 9 7% RE adolc(WA) &
g 2 WA Js g AY

CPS-Scal-Req-002 7 BE A" A 2 dFE

SF-Com-Req-001 47 SIWH 1d o=

SF-Com-Req-005 Abg2Le] SIWH o= 32 W7 A ¢ "
LEZESJOIY o]F k& AHLS 9% HFES ETT

CPS-Operate-Req-002

o124 ol %

Mobius ZHZ U FA 77159 AZTEYo 2 75 nE agel= #AF
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2 W7 7]5S FFsy] Y8 Mobius AHE A3YA 7|2, 4 7171852 &
ZEdo(Us BEE)e HE 2 WAY 4 J&= containergs AL HEE
7§ EE ol

1. Mininet Al E# B E A3

2. 7} & 2~E Mobiusel] Mobius A B S A3

3. oneM2M Testing APIS A}&3}7] 93}e] hlol Al Postman-g 4l3Y

4. Mobius A o] AZE(U]s EE)S & = U= containers A

5. Discovery resourceE %3 Mobius ZHEF TFAVI7IEY 2ZEHO(V]s B
) JRE g2l

6. POSTMAN Container UPDATEE §3] AZEY(U]s &) 744 &2l

Mobius EHE W 74 717159 2ZES ¥ 75 EE Jadols #e o
W7 7e= &]lstr] fs Mobius AME A7, 74 717159 &2 EY

A 7= (7% EE)E #Ag E HAYE 4 JdE containerE AAS T ARE A =
T Wolg F o “HY” ]l Ao=E Ay, O¥A o “HAYd” o

2 gt}
1. Mininet Al Edo|E S 43

2. 7V4 & 2~E Mobiusel] Mobius A HE 43
3. oneM2M Testing APIS A}-83}7] 93}e] hlol Al Postman-g 43y

4. Mobius AW AZEYO(7]s EE)SE AT 4 A& containers A -
Battery_Firmware, Motor_Firmware

» Container CREATE

NE Az

£
st7: g,
ani’: 3153600000,
U T

AT

+ Container CREATE

56975ButFL",

Byzir 6N
2017112
202011237131652"

201711237131652",
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5. Discovery resourceE %3] Mobius Z#HE TFA7|71E9 £2ZEHO(U]s &

) AERE <

+ Discovery with resourceType (container) and limit filter conditions copy

GET {imip_url et 2fu=18ty=38Im=20 Params Save

Examples (0) »

Authorization Hear (3) Fre.geql
TYPE
No Auth ’ Tt Lthe an
Body . {es (1 s 2000K  Time: Bims  Sizel 1.09 KB
Pratty Ray Prayvie JSON = I Save Response
=1
i "m2mzuril™: [
3 "Mobius /MNG/Motar_Firmmware”,
4 “Mobius/MNG/Battery Firmware™,

6. POSTMAN Container UPDATEE %3 AZE(V]s 2E) 744 &<

b Contentinstance CREATE

POST v mp_url1/lco) YMNG/Motor_Firmware Params Save

zatian {eaders (4) Body @ Pra-rafl
form-data wwww-form-urlencoded  ® raw binary tion/json|
1+ [f:
Z= “mZm:cin
3 “con
4 1
S8 A
Body okies Headers (12) T Result 201 Created Time: 65ms  Size 188
Pratty i Preyies JSON ™ = |  Save Response
=1
2= L
3 4-2817112313202668500ex",
5 ByzarsBNLE”,
5 Hiz¥miBEef",
7 261711237132826”,
B 202011237132026”,
9 2617112371328267,
18 .
11 ,
12 con™: 187,
13 “er”: TS28178717874825768bp21"
14 1
15}

Skl
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4) Security HI2E

Aol 2

o Holpd PZFEo|,

BdaTAY

AN B

ANE A

Ad 23

<E 6-29> Security BH|Z~EA 0] 2~
H2EA ol &

TC-SEC-01
Mobius Z3: &2 74 7171 AR B X &<l

SE-Depend-Req-001 0 p oy o12 51) mn goe) B8 wet A7)

CPS-Depend-Req-001

SF-Com-Req-002 SIWF 1#el=o dis A g

AHE-ZFE Mobius EH &0l #4 717189 AR HE 2 Ao B3 HFE A
Ast=A] Felstr] 98] Mobius Al E AP 713, Ao FA4EH UAe 7]7]
LEEY AR HE

Security H22EA o] 2= Monitoring Agent$l oneM2M BrowserE
o] Windows 27l A %13}

1. oneM2M Testing APIE AF83l7] $18ke] windows 3+ o4 Postmang 4 3Y
Mobius A1 # ol AccessControlPolicy S A4 4

MySQL Workbenchs 4 3}

Mobius A ¥l HZ3t7] 93] ACPE ¥
A5 W2 AEAE HTol Zhestal
= ACCESS_DENIEDE &= 7 & &9l
4%2}7} Mobius Z# 59| AW7E #4331 e 7171
e AR A9t HAEE & Jdoew AYT, IS A & AR
E AHIE F ded ‘AYEA &5 o
1. POSTMANS A3}

2. Mobius A8}l ACP(AccessControlPolicy)S A4 4

AccessContriPolicy CREATE

. TC-SEC-01

AR ol A

WA e ASAFER ACP 9)

POST Iocalhost7579/Mobius/mobius
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mobiusdb - Schema
B0 1|

* from acp;

mobiusdb - Schema mobiusdb - Schema Administration - Data Import/Res.

(@) | umttos00000we ~ | ¥ | < Q@ (1] @

<
| ResultGrid | T 4% Foter Rous: | eot: gl B Ei | Exportfimport: T8 | wrep cell Content: TR
W pv pus
Mobus/admin acn {"acr”:{acor";"auiest arounA”. auest arounB™"acon®:513.{"acor S 20 17D 70085326333 2tE . “acan™:63%.{"acor™:["Mobius™ “acon™ 637} {"acr ™ ["acor":'S20 170705065326 333a2tE"], "=con”: 63

oneM2M BrowserZ 23}

Mobius A H ol A Zst7] 98 ACPE 4¥

H
xn - E
Tool Help
Resource
Resource Path:  httpi/flocalhast7579/Mob bius/admin_aco Start | | Stop
O CSEBase(cse)
KE I I OApp\imeionEnt]ty(aa]
Ce I Display Number: ) Latest ) 3 Latest ® 5 Latest
ontent Instance Display Number: atest atest ® 5 Late: OCunlainef(tnt)
O Content Instance(cin)
() subscriptiontzub)
(@) semantic Description(sme)
() Time Series(ts)
O Time Series Content Instance(tsi)
This resource request access policy O Sroupidre)
Please input an effective ACP_L Text View Type: 2 Json
Ace: 520170705065326333aZtE
oK [
= —_— —_—
=
o
100%
o)== nro } ],‘.:. ]j:r.] ]_1;_;]_ Q=3 L]o}_o_ } ]‘xE 0]
5. ?lF W2 AMEAE HZo] 7hestal /lF WA 2 AREA(EEE ACP 9
R L [e] 3] O
+ ACCESS_DENIEDEH = A& &<l

(4

=n [oneM2M Browser-1.04.79]

Tool  Help

Resource Path: gy

KETI

) Latest

Content Instance Display Number: 0 3 Latest ® 5Latest

(©) content Instancetcin)

(© subscriptiontsub)

(@) semantic Description(smd;
) Time Series{ts)

(©) Time Series Content Instancesi)

@ Grouptore)

(Resource Information

O CSEBase(cse)

() Application Ensity(ac)
() containertent

Text View Type:

® XML ) Json

100%

i)
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FH A

Toal  Help

Resource Path: |httpi//localhost:7578/Mobius/mobius/admin_acp

KETI

Content Instance Display Number: O Latest ) 3 Latest

=
Stop

O CSEBase(cse)
(©) Application Entity(ae)

() containertenty

O Content Instance(cin)
() subscription(sub)
() semantic Description(smd)

) Time Series(ts)

Limitaion

1 0)))

It is not a effective ACP...!

@ Time Series Content Instanceftsi)

@ Group{grp)

Text View Type: XML © Json

100%

+ AccessControlPolicy RETRIEVE with Result Content set to 1 (Attributes)

GET localhost7579/Mobius/mobius/admin_ascpiren=1

Authorization eaders (3) ==

Type Mo Auth
Body e5
Pretty  Fev Praviey JSON =

"m2m:dbg": "ACCESS._DENIED"

amples (0) »

Farems m save

Status; 4D3 Forbldden Time: 39 ms

[[] Q SaveResponse

Skl
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5) Semantic H|IAE

Aol

HIAIA] ofm] s Aol thEk Foltt

ri

11

8FAY

A 8l

A EA

AE A

<3 6-30> Semantic H|Z~EA°]2 : TC-SEM-01
B ZEA o] 2
TC-SEM-01
Mobius ZHZ W FAs= wAIAo] TY a4 2 Bk AA AL AR
SF-Scal-Req-010 BE 71710 A Aol WA SN FYA

SF-Inter-Req-003

T4 717159 #g AW Ao mA A tgk gt

CPS-Inter-Req-005
1 4 7bs oy

CPS-Inter-Req-008

SF-Depend-Req-016 -

FEZACAA A= AR g 2k AA A
of

ol >

CPS-Depend-Req-005

Mobius E#HEo] F4717159] Aol wWAA 3i4 F HS 93 ontology &
AYe=A gsty] 918 Mobius AWE APAZIAL HWAIA ] ontology
Reference resources 7}

1. Mininet simulator 23}

2. 71’4 T 2E Mobiusell Mobius AHE 4

3. oneM2M Testing APIS AF&3}7] 93le] hle] Postman< 4l 3}

4. Mobius AHell T4 717152 wAIA dEe $1% containers YA

5. A H container QFell SemanticDescriptorE A 43

6. SemanticDescriptorel container 2% &%

7. container W&-¢)| SemanticDescriptor X2 E &2l

oneM2M API testing application® %3] ontology AERE AT F U=
containerg A4 = AAL = A2 I WHo| SemanticDescriptorE 3l WA

AE T2 7 dew “Xdr, I¥A gow “mAY” o7 AT
1. Mininet simulator 43}

2. 7V & 2~E Mobiusell Mobius AW E A3y

3. oneM2M Testing APIS AF&3}7] 93le] hlel] Postman< 4l 3}

4. Mobius AW ol A 7|71 &2 WAIA AES 21§ containerE A4

» Container CREATE

POST /. fae_test Params Send b 4 Save
(4

Body @

{
mImicnt” 1 {
s "ent_test”,
1bL™: [APT"]
¥
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5. A4 % container kel SemanticDescriptorg 443

+ SemanticDescriptor CREATE Examples (0) =

POST mp_url|pichl fae_testicnt test?ren=1 Params send v Save

4  Badye

form-data x-www-form-urlencoded  ® raw binary SON fapplication/ison) ™
=T
2= “m2n: smd L
3 “derp’ “application/rdfsjson:1”,
4 “rn” : “smdl”,
5 "dsp” i THT
6 1
i B
g
Body Headers (12) Tesi Result Staws: 201 Created  Time: 16ms  Size: BOSB
Pretty Praview JSON W 5 Save Response
=1
2~ s
3 rn™: “smdl”,
4 24,
5 “rkzL1vvxf",
G “HIffauxvef”,
"281711231165258",
~20201123T1852587,
"281711231185258",
)
W,
“application/rdfsison:1”,
S28170717074825768bp21"
1

6. SemanticDescriptore]] container A% %%

+ SemanticDescriptor UPDATE with Result Content set to 0 (NOTHING)

PUT + Hmp_urlifi{coiifae_test/cnt_test/smd1
Authortzation Headers (4) Body @ Pre-raqlest < t Tests
form-data x-www-form-urlencoded  '® raw binary  |SOM (applic
1+ {
2 "m2m;smd” ¢ {
3 "1bl” : ["for semantic test"],|
4 “or™ : "Helle™
5 1
& 1}
7
Body “ookles Headers (11) Test Re
Pretty Raw Freview JSON W o |
=0
i "m2m:smd”:
3 "pi”: "rkzlivivxf",
N "ty 24,
5 "ct”: "281711237185258",
i “ri”: "HIff9ukvef”,
7 "rn”: "smdl”,
# "lt": "24171123T118638",
9 "et”: "2828112371852587,
16 v pi 1] ol
11 “for semantic test”
7 1.
13 kT2,
14 “rr7: T528178717874825768bp21",
15 “derp”: "application/rdf+json:l1”,
16 "or”: "Hello”,
17 “dsp”: "W
18
19}
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7. container W4 SemanticDescriptor g XS &2l

Query1 % Administration - Startup / Shutdown % «<nt ® acp % cnt 8 cnt % ae ® cin ®8 ot ¥ smd R

@87 #F 80 B 2 @ Lntto1000rows ~ | % ¢ & O B
1le SELECT * FROM mobiusdb.smd;

“Edit: 8 B B Export/import: B & Wrap Cell Content: &

ResultGrid & 4% FilterRows;

# 0 v oer derp or dsp soe rels

1 /Mobius/ae_test/cnt_test/smd1 S20170717074825768bp2! application/rdf+json:1 Hello M i}

2  /Mobius/ae_test/cnt test/24-20171123105128189Bc25 S20170717074825768bp2| application/rdf+json:1 smd1 il

3 /Mobius/ae_test/cnt_test/24-201711231046448450hS1 S20170717074825768bp2| application/rdf+json:1 smd1 1}

¢ mm mm o [ me mm o
A
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6) Lifecycle HI2E

Aol

AN Belo) s AFRR|,

A AR

A A

<& 6-31> Lifecycle H|2~EA o]~ : TC-LFC-01

H2EA o] A

TC-LFC-01
of A eldol Muol A A ATl it FE 5 FA A I A
Ho| F4 T o

SF-Scal-Req-001 34 7171 Avlee 9% 7= AN ZEYEE
A1 Z9] x ZHRE /p/l\l_ s :l_ ey /\/\‘_].
SF-inter-Req-013 T 15 AWERE AL AF 9B 48 5
7bs oAF
A 717152 & ERCEE ] T2 3 A =2
SF-Inter-Req-016 T VIR AMZRE WA 3R AT A
Vs A%

AHE-2HE MobiusAH ol A ol ZE]Alo| o R AF] AR HdFe FFE U5t
71 918l MobiusAl®¥ S A3 A7) informationMonitor.jsE A PAA o] =g 7 o]
o] MobiusAH ol Q&= AFS BRE Z FA38=A F2lg

1. Mininet simulatorg A3dste 714 &2E 4E FA ST

7} 2 E Mobiusoll Mobius A S 23}

7V &2 E hl~h4el| Z+Z Thymes 43

machine0l ~ 04.jsZ A3}

machineMonitor.jsE 43 §

. AEe %EE Huld ’5‘}04 ﬁod

oo W

;‘é«l R = = Eoﬂlﬁ‘?‘rm‘ “Z] dr Ql Ao=w AT,
“mx 2 A

1.Mininet simulatorg A3t 71 T2E & FA4Fh

2. 7}V 3 2~E Mobiuso| Mobius A S 23

3. 7V £ 2E hld] Thymes A3
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<)

4. machine0l ~ 04.js= A3}

ius/nobius/nachined

aut data for [nachine01] fron t
nachinedl

5. 7}V4 & 2~E Mobiusell 4] machineMonitor.

6. AlFel AEE HudE Foto] &<l

"Host: Mobius'
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s

N2

11

LTFAG

A S

A Azt

Ad A3

<3 6-32> Lifecycle B|2~EA o] : TC-LFC-02
H| 2E A o] &

TC-LFC-02

Mobius £HF 74 ofEdAeld e &4 244 ¥4 A< &<l

Y Mol &7 ZEHd wE 38 AR 24F Jhs o
=]
B

SF-Inter-Req-015

SF-Inter-Req-017 T NS0 B A wE 2 29
SF-Depend-Req-005 T4 717189 UESIE §3 94 A 7 A%

]_

rr

71

N
ol

1719] A4 S el A AL 2A

F- te-Req-005
SF-Operate-Req 59 7bs o

SF-Operate-Req-007

SF-Operate-Req-008

AbE-2L= Postmang B34 ZARZ2ZAM| 20 AALS WAT £ d=A els)
23l Postmanol Al FHZ2A| 29 £ 5 HAse WAIXE BY I 27 |

st Bl

Mininet simulator 2 3}

7} . 2-E Mobiusol Mobius AHE 213

7}4 & 2~E hlo| Thymeg A3

713 &2 E hlel machine0l-change.js

3 A machine0le] ZAHELEEE 3¢l

PostmanE %3 machine0lo] FAHLEEE vl = HAA S By

i FHEEE Sl

NSO W

A g7} Postmane o] &3k Ao|WAAE Bl F cmdFe EA
b geAE ol FAFW A7, 28A god

1. Mininet simulator 23}
2. 7} & 2~E Mobiusoll Mobius A S 43
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o] Thyme< 43}
o machine01-change.js

© S "Host:h1"

tPrope

6. PostmanE %3l machineflel] FAEEE vl = WA E R
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A4d = CPS NY ZHZ A

st CPS7L 7124 o2 AlgslioF st= CPS AH&AF
PS iEE%loi EAER A2 e 7ARNS EReldh o] & 24
Aoz T & Adshe 7lse =&, 38dA 1o o
A Ay iR CPS 752 SdllA= IoT %%‘i%ol A E8HA]
712 CPS ZHFoA Frtsfofd B ade] BAHA. o] HolA= it CPS
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o
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98!
sk
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o,

TR CPSS] Z15H, A%A, BeH Fo S BAY A2 3 Ccalabilty)
of BAY 2TARY ASL Foko] O IoT UE Mobius7h T4 243b9] Hlole] 45
3} ol 9% Tk B4 71 A TR ot AxdeA] dBH e HAAT} 34
g % Q& 710l AAFE Fstdnt
AR W dlol 9% NS AL o] VEAT EHo] S48 Axdo]
o 44 Bl WAl Hol: 3w At

Mobius EHFo] A" AHES AANUPeE I = e 7es
SF-Scal-Req-001-& TC-LFC-01& 3t Y¥S 3l =

HTTP Z2&F3} CoAPZREZO HA /M5 55 F<lske SF-SCAL-Req- 003°ﬂ AT
st FERIREANH T4 7 A AFE I 4 A%l TC-TRP-02& &3t
SF-Scal-Req-04 ~ 069141 £78h= Publish/Subscribe B4l Z2EZQ] MQIT XY oRE
A8t

l
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50X LT uE 7= mAAE0] ER
< Ht}. TC-SEM-01<
0109l ®HAIE M= EE 71719A HAAE FLeA AT ¢ A=

SH)
ko

7)%50]

Q)
=
)

ofr

tir® CPSE 7d3hs &ZE0], st=dojel 22 CPS AEA|=H] AGEs U
o]’ §lo] Mobius FHFol| AAEE 7% TC-MNG-03& F3te] 10T SAFAA A LdF

< AFsH

@) &4 a7 gk T ZPE2] A Y 3
2 CPSE T3t CPS AMBEA2HE0] A7 HARAY HEo] A4 Z ol 1o
ﬂl—ow HESYZ Oﬂé% L, Ao} AlzEl AR A XES] 2 Fo| fHstA WA E o
ZAES Bot AFstr] ofHoh = = CPS
7} 49 £ Je T Esld 7% 84%E SF-Scal-Req-011 ~ 012¢] A
OIEM CPS HHAI*EM A 2 WA AEE QTS S 7)E T FAZNAME

A9 HHL Folo] 0F 0T FPEL S e Sl 4 7158 AFsol
e U ATHAT ABAOL ALY A} YL WEGl 4D A7) 28
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Ao 918 A CPS ABAZESY JUE A FAT 5 S 42 AW e
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(1) CPS A BA2H e AE AR 9] 7%
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Mobius Z# & tiotE CPSY| Wl W& B34 WstE elsiAv HAstd 47
A @ WA 5o FAstA Wslele AxEE BEs] AT Vs
o)t
3, iR CPSAlM = A28 BJE ALl H43E fj8te] Zd&A &8 0]

Ao g HHY AAE EFUL ol AHEAE Ao Il + gl
Zastth kAR A 0T SHAEFLS o]0 ik RS A kA il Qo
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