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SUMMARY

The purpose of this study is to investigate the current situation of ISAC in Korea
and abroad and, to utilize them as a basic data of the policy. First, we analyze the
ISAC status of major foreign countries. Second, we survey the ISAC in the field of
information and telecommunication in Korea. Third, we derive implications for the
establishment of SW-ISAC. The four major ISACs (aerospace, medical, automotive
and information technology) in US and four ISACs (communication, finance, and
power) sectors in Japan are the main targets. Finally, Based on the results of the
research and analysis, we draw up a policy direction for establishing and promoting
an information sharing system.

The United States operates ISAC in communications, aerospace, medical, and
automotive applications. In the aspect of national security, the government is
promoting the legalization of the national infrastructure protection plan based on
the Homeland Security Law. The United States are actively working on PDD-63 and
HSPD-7 for critical infrastructure protection and are operating ISAC in earnest.

Japan will promote information and communication infrastructure protection
policies through IT Basic Law. As part of that, Japan are building an information
sharing system. In 2006, the first cyber security basic plan was to improve the
information sharing analysis function(CEPTOAR) and promote the creation of the
CEPTOAR-Council. An important area is the establishment of ISAC, which
systematizes CEPTOAR.

Domestic ISAC operates communications, finance, and administrative ISAC based
on the sectoral legal system to protect the major information and communication
infrastructure. In particular, IT-ISAC was established in 2002 and operated by
private and governmental sources. Technical support alone limits the activation of
information sharing. In recent years, legislation has been underway to provide
financial support as well as technical support.

As a result of analyzing the situation of the United States and Japan, three policy
directions were derived.

The first is to improve awareness of the SW safety sharing system. Since the
concern about information leakage is the biggest obstacle to carrying out the
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information sharing policy, it is necessary to emphasize the necessity and utility of
information sharing rather than damage caused by information sharing.

The second is the collection and implementation of SW safety-related information.
We expand information collection through information sharing service group or
program operation, and realize broad information sharing through information
sharing standards.

Third, there is a plan for revitalizing information sharing. In the beginning, the
government forms a function oriented organization rather than a systematic
information sharing system. Incentive policy for voluntary participation about
information sharing should be established, and information sharing cases should be
identified and applied.

Surveys of domestic and international ISAC status are meaningful. And it will be
the essential basic data when introducing SW safety ISAC. It is expected that the
policy direction as a result of finding out the problems of the domestic information
sharing system and benchmarking the overseas incentive policy for information
sharing promotion, will contribute to the establishment of the SW safety
information sharing system.
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(http://docs.wixstatic.com/ugd/b8fabc_d8ebcbdf296c43bbacddc28e65b42949.pdf)



http://docs.wixstatic.com/ugd/b8fa6c_9ab65f4ac8a34ca9bf38603012754ec5.pdf
http://docs.wixstatic.com/ugd/b8fa6c_d8e6c5df296c43b6acddc28e65b42949.pdf

[1% 3-1] ITHSAC AXE 3/ BA=

Customers of Members

(1o00,000+)
A
. DOD FaI Ciscp AlS
L S 1 A
e FIRST
4 4 ¥ » A P
Y DHS \/ ¥
Global Membership A International Partners
AutumaiedeDnnectioﬂ
A S : -
i Automated Connection -
. ” _ ;
ITE JISAC+| %
: kd \J
B =" IT-ISAC Threat Intelligence Platform
Y » o
Food & Agricultu A
ggtéﬂ[u = Pariner-intelligence Reporting
\J
.- ¥ NCC coMM- National Council of ISACS
] sC € GiMemberieacy €| RENISAC 9
P . : .
63 Industry 8+ Federal " * 'F 5
Majors Agencies ‘
2 \J 4 i
FS-SAC MS-ISAC EISAC =
Ed 5 ¥.
F Y 4
6,000+ 1,100+ 6,000+
Members Members Members

A}=.: it-isac.org, YOUR PARTNER IN THE DEFENSE AGAINST CYBER THREATS
(https://docs.wixstatic.com/ugd/b8fabc_9ab65f4ac8a34cadbf38603012754ech.pdf P.4)

IT-ISACS CERT (Computer Emergency Response Team)$} wiY HRE Z3hH,
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A1 2 AE AN olgdd FF FEI] YL AR Bk Yol UF =)
THE 7Fs5HA gith

T-ISACE: A 24 AR 9k W23/} nag a3 Aoly] A7 2 Aekde 2of
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[T-ISACE FIRST28)9] 3]Atolm ujd FIRST 3|oA| & A9 Alo|H Y Rl
HE AgaTh

VETECEE

IT-ISACS AJo]H 93 ARE ZE olRHlol ToslwA 73g3st Iy
I E GHEE 3o] AAT AR I gl wet T ARl HT

A AR, AR FH 2 FF A9 Avlze ABE Al 7 39 53 (Membership
LeveDoll weba AlgHct o Eo, Foundation Gold 3|95w< Arrow Electronics,
BAE Systems, Inc., Bunge 5°] 7}4d% o] a1, BAE = oA 3]9, Threat intelligence
Platform A< 7Ve 3 22 A N’M OE 34d SEET B2 AHlAE Al

=t

l

[29 3-2] IT-ISAC GOLD Foundation 3]

N\NGUY BONGE

Cargill  tovisspadars  (intel)

N/SS\)BS ORACLE'

A& it-isac.org, YOUR PARTNER IN THE DEFENSE AGAINST CYBER THREATS
(https://docs.wixstatic.com/ugd/b8fa6c_9ab65f4ac8a34cadbf38603012754ech.pdf P.6)

28) Atal t-gof Qlo] HARR A% FAPoln, FRI|H, A7 @ wS7]H] ogeh ARFE Eob Af Ofg
gog M=, (http://first.org/)

29) What relationships does IT-ISAC have with organizations outside the U.S.?

(http://www.it-isac.org/faq)



http://first.org/
http://www.it-isac.org/faq

[1% 3-3] [THSAC 39 5+

FOUNDATION PREMIUM PARTICIPANT
Gold Silver Bronze
($25,000) [¢3:X.1.1))] (%$3,000)

BENEFITS OF IT-ISAC MEMBERSHIP

(List of Services)

Guaranteed Board Memberships 2 o] o

Number of credentials to access the

20 10
Threat Intelligence Platform P
Number of persons receiving daily i 5 5
IT-ISAC Report

Number of persons with access to the it 5 5
IT-ISAC Technical Committee weekly meeting

Number of IT-ISAC Special Interest Groups Urlimaited 3 i

your company can participate in

A& it-isac.org, YOUR PARTNER IN THE DEFENSE AGAINST CYBER THREATS
(https://docs.wixstatic.com/ugd/b8fabc_9ab65f4ac8a34cadbf38603012754ech.pdf P.5)
A3 A 53 A9 58 oug

7} g9 e 2o
<& 3-4> IT-ISAC Member List

Member Grade Member Name

Foundation Arrow Electronics, BAE Systems, Inc., Bunge, Cargill, Hewlett Packard
Gold (8) Enterprise, Intel Corporation, NSS Labs, Oracle Corporation

Premium Afilias USA, Inc., Cisco Systems, CSC, Fire Eye, HCA Healthcare, Jabil,
Silver (11) Juniper Networks, Monsanto, Netflix, Neustar, Trend Micro, USA

Acquia, AT&T, Black Box, Box.com, BrandProtect, Inc., Cimpress USA, Inc.,

Commvault, Dell Technologies, DocuSign, Fastly, Inc., Foreground Security,

Participant ) ) . . .
InfoReliance, IBM, Lockheed Martin Corporation, Nuance, Optiv, Paladion

Bronze (24) . . :
Networks, Prescient Solutions, RedSeal, Syngenta, Tech Data Corporation,

The DigiTrust Group, The Hershey, Company, Workday, Inc.

A5 it-isac.org, YOUR PARTNER IN THE DEFENSE AGAINST CYBER THREATS
(https://docs.wixstatic.com/ugd/b8f abc_9ab65f4ac8a34cadbf38603012754ech.pdf)

Q) AEFF 7&e 2 &&
[T-SACAA &f8he Be AfEve B 7490 A2 o+ & Anomalidd 9g &
H FF0 2 7Pt [T-ISACY A9 9 3|¢do] JEE 3 HH o|Qo= o] EFF
e DHS(Department of Homeland Security, v]=r=rE%FX %) CISCP(Cyber Information
Sharing and Collaboration Program) % AlS(Automated Indicator Sharing)3D) =2 1=9]

30) Anomali: Threat Intelligence Platform (http://www.anomali.com/)
31) AIS (Automated Intelligence Sharing)



http://www.anomali.com/

FE Asd @ ES g £ WUt 7€ =e A SR 4 Sle STIX
TAXI Z#J 928 283t

M= SR GRFDH)S AEstd e v oY R EFHES 28dte] 744
7} AHF o R FR3ch FREFS STIX / TAXI ZREZS AMSSH APIE 53 AHs3le
A& 7hestAl 3 o] < = =
om T-ISACe] = &

39, nok shEd 3 xo| FA 4Y P02 Felm, Aolwl A7, AF L BB
WAt Tl NS BEALT ITSAC] HRORA BHA Aol 918 An
dY 2 =4

& 2 e B gu Ao 72 ma}z NAT 5 gdE B,
e e

(28 3-4] IT-SAC 7<= /9=

WHEN AN IT-ISAC MEMBER HAS INFORMATION
TO SHARE OR OBTAIN, WHAT ARE THEIR OPTIONS?

Upload into Threat Intelligence
Platform Automated/Manual

\J
>ITi_ISAC <~
Send note to the Member Email IT-ISAC
appropriate mailing list A Operations Center

Share during
Special Interest
Group meetings

A5 (https://docs. wixstatic.com/ugd/b8fa6c_9ab65f4ac8a34cadbf38603012754ech.pdf P.3)

32) Does IT-ISAC partake in automated information sharing? (http://www.it-isac.org/faq)


http://www.it-isac.org/faq
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33) (http://www.a-isac.com/)
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[Z23 3-5] A-SAC &9 /ME=

A-ISAC information sharing relationships provide voluntarily
timely, anonymized, and actionable intelligence

i
;
i
i Open Source
: Anabysis &Pal‘tn'er g’
| Analysis E
> = 3
= ——
7 ~ - 2
= g 3
c F L]
£} | A-ISAC | S 2 -
i =
I Aviation Information a
: Industry Dissemination a
i Analysis
i
i

A-ISAC Members

A5 (http://trbeybersecurity.erau.edu/resources/01_14_16_Francy_TRB_Panel_AISAC_FINAL.pdf P.12)

2) ARFH AA

(D ARFHF 4

A-ISACE A7 A F7E Y8l AAIdczE A 713 7 ZRES AlFsty,
WebExE 53+ 7 ARFUE 3o& /fF3%E A-ISACS A AlA &

[e} B
Al i HEHA 2 w5 A AN AES MHToEN HAE T THE St
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ARl Qlzets F53t7] fsll A AAl 2% 35 UESLISE 755kt Had AR

2 Az @,
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http://trbcybersecurity.erau.edu/resources/01_14_16_Francy_TRB_Panel_AISAC_FINAL.pdf

(2) AEZHF HH
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[13™ 3-6] A-ISAC Member Benefits

Secure Portal Access/Accounts**
Summit Attendance***

Analyst Workshop Attendance

Red Tearm Exercises

Tabletop Exercises

Regional Training

Daily Aviation Memo/Weekly Aviation Memo
Daily Portal Posting Report

Critical Industry Alerts

Strategic and Analytic Products
Bi-weekly Analyst Calls

Analyst Working Group

Phish Program

Dark Web - Private Contracted Services
Domain Squatting Alerting Service

IA Collection, Strategic, Tactical Analysis
NIAB: Network Scanning Tool /IRP
On-Site Incident Response Assistance
I0Cs

Social Media Monitoring

Member Surveys

Member Directory

1pass 3 passes 7 passes
_ 2 attendees up to 5 attendees
- v v
— v v
v v v
v v v
— v v
v v
limited v v
= v v
- v v
v v v
v v v
v v v
= v v
SLA SLA v
fees & expenses expenses only v
limited access v v
v v v
v v v
v v

** Additional partal accounts are available for a fee.
*** Additional Summit passes are available for a fee.

A& (http://www.a-isac.com/join)

BE b mE Y PR /1B J09 AR £ o] o] AZH wolge] o4
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A AA B QA BAAENA Aol groz A 5 ABE THT 5 9
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http://www.a-isac.com/join

TLP(Traffic Light Protoco)& A&t AR 3/ HE HA3T}39

[29 3-7] A-ISAC 7<= 7Id=

COpen.
‘Sources

General Airlines : ; idia
- Incident reporting Intelligence

A-ISAC Members RN ENES Govt & All Other
3

Aviation Air Cargo * Incident reportin
i ~Tips / field reports ; ponng
Service P P » Trends & analysis
Providers .
Manufacturers Suppliers

MROs-FBOs Industry
Associations

VOLUNTARY .
| @ P Anonymized
e i ; 3 ;
- Urgent alerts & indicators n Ti l u - Aviation expertise
* Intelligence reports * Indicators
+ Best practices = Analyzes, aggregates, fuses information * Incident reports

- Filters & selects for Aviation relevance  * Mitigation actions
* Protects member info & attribution (TLP)

« Creates alerts & analysis for members

= Coordinates response & recovery

+ Interfaces with Gov / other sectors

« Mitigation strategies

A5 (http://www.ecedha.org/docs/default-source/energy-and-power/faye-francy.pdf?sfvrsn=0 P.11)
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http://www.ecedha.org/docs/default-source/energy-and-power/faye-francy.pdf?sfvrsn=0
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[23 3-8] NH-ISAC Board of Directors
NH-ISAC BOARD OF DIRECTORS

Aetna, Inc. Johnson & Johnson

Allergan Merck & Co

Amgen Medtronic

City of Hope Partners Healthcare

CVS Health Royal Phillips

Emory University Texas Health Resources

Human Longevity, Inc. Wellmark Blue Cross Blue Shield
Intermountain Healthcare NH-ISAC President

A5 (http://nhisac.org/nhisac-board))

36) HHS (U.S. Department of Health and Human Services)

37) SCC (Health Sector Coordinating Council)

38) NSA (National Security Agency)

39) How is the NH-ISAC recognized? (http://nhisac.org/nhisac-faq/)
40) CIKR (Critical infrastructure/Key Resources)

41) Why IS IT Called NH-ISAC And Not NH-ISAO? (http://nhisac.org/nhisac-faq/)
42)

43)

44)

45)

46)

HIMSS (Healthcare Information and Management Systems Society)
MDISS (Medical Device Innovation, Safety and Security Consortium)
EHNAC (Electronic Healthcare Network Accreditation Commission)
CHIME (College of Healthcare Information Management Executives)
HPH (Health care and Public Health sector)


http://nhisac.org/nhisac-board/
http://nhisac.org/nhisac-faq/
http://nhisac.org/nhisac-faq/
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(29 3-9] NH-ISAC 9 ¥ =
NH-ISAC Operations

Information Sources Member Communications

Government
Agencies

Regulators
Law PR
Enforcement
Other Intel
Agencies
] Cross Sector

(other ISACS)

Dan
Open Sources
(Hundreds)

=%
(http:/fwww.first.org/resources/papers/conf2017/Medical-Device-Security-A-Sucking-Chest-Wound-That-Needs-Emergen
cy-Medicine.pdf, P.12)

Jl

NH-ISAC
Security Operations Center

GOVERNMENT SOURCES

CROSS SECTOR
SOURCES

47) What Is NH-ISAC's Mission? (http://nhisac.org/nhisac-faq/)
48) Why is there a fee for being a member? (http://nhisac.org/nhisac-faq/)



http://www.first.org/resources/papers/conf2017/Medical-Device-Security-A-Sucking-Chest-Wound-That-Needs-Emergency-Medicine.pdf
http://nhisac.org/nhisac-faq/
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<3 3-7> TLP (Traffic Light Protocol)

Traffic Light Protocol

Red Q) o2 A=, REDE TAHE HARE 18 939
e

Yellow |ISAC 397 &/ & A+ AR,

Green | SAC HU SLAEU (4 BF Wl NSO 2k HuE FHY A

Whtie | 484 T2 + 9om 57 A%A FH A W .

A5 NH-ISAC, Advancing the global health Sector’ s Cyber and Physical Security, pp.15

49) http://nhisac.org/cyberfit/
50) http://nhisac.org/about-nhisac
51) Managed Security Service Provider



http://nhisac.org/cyberfit/
http://nhisac.org/about-nhisac/
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[29 3-10] NH-ISAC 7|« 7Id=

NH-ISAC Core Sharing — Government / Private Sector

Wide Distribution
HPH Sector
Intel/Operations

NH-ISAC Liaison
within NCCIC Floor
O Indicators

O mitigations

O Intelligence
Reports

O Distributions

O HHS Notifications

O FBI Flash, e

0 HHS SCC Meetings

0 HHS Distributions

O ONC Grant Project
Officers

O Bi-directional flow of

NH-ISAC €n

NH-ISAC Member
Intel/Operations

NH-ISAC 0O webinars
Members O Table A
Educational Materials
Resources O Developed
Materials

Trusted
Collaboration
and sharing

HPH Sector
Educational
Resources

NH-ISAC
Members

Trusted ListServ
Community

Arg: (
https://secwww.jhuapl.edu/IACD/Resources/AISHHSWorkshop/NHISAC%20Roles%20and%20f uture%20-%20JH%20Workshop. pdf
pp.17) , * NCCIC (National Cybersecurity and Communications Integration Center)
* HHS (United States Department of Health and Human Services

52) MDSISC (Medical Device Security Information Sharing Council)
53) MD-VIPER (Medical Device Vulnerability Intelligence Program for Evaluation and Response)


http://https://secwww.jhuapl.edu/IACD/Resources/AIS/HHSWorkshop/NHiSAC%20Roles%20and%20future%20-%20JH%20Workshop.pdf
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[Z13 3-11] Auto-ISAC Submit Format

Subjects (setect air that appi)

[ apply for Membership

1 Join community Calls

1 Media Inquiries

[J Request Partnership Information
1 submit Information

) request Best Practice Guides

Name Company
Email Address Phone
Street Address City

State/Province Zip/Postal Code

Country

Comments

SUBMIT
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1. W= TAXI/STIX56)

TAXIE= 294 e Bldgd < 54 didk 58 o]l ool wjzem 3w
Berkeley Software Distributions @W=+ 7§ g}o]
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56) Trusted Automated eXchange of Indicator Information/The Structured Threat Information
eXpression (http://taxiiproject.github.io/)

57) http://taxiiproject.github.io/legal

58) Background, (http://taxiiproject.github.io/getting-started/whitepaper/#trademark-information)

59) http://taxiiproject.github.io/community/
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Spoke

(Consumer & Spoke

(Producer only)

Producer)

Spoke
(Consumer

Spoke & Producer)

(Consumer only)

A& (http://taxiiproject.github.io/about/#sharing-models)

(2) Source/Subscriber
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[19 3-15] Source/Subscriber

Subscriber Subscriber

Subscriber Subscriber

A= (http://taxiiproject.github.io/about/#sharing-models)

(3) Peer to Peer
E o) 2Zo] AR AH HARE Ffidle o R Ee Fo ZZo] AHHI)
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2. C-TAS(Cyber Threats Analysis & Sharing System)94)95)

ARTH 2 &8 58 UstA st J= C-TAS o dis] AR
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T MA ARIEE A ATl C-TASE 2834 AP Ak BlacklistE 483 A
T Atk 719 E2 C-TASOA AFH= APAEE A H¥DBE F4lste] 2ks
So 2 AR HPEH| Y A AdBRE &8 4 Qi

[13 5-8] C-TAS to Security Solution A}

0| 87|
KISA @
F/wW
@ @ @ pe——
I [@C 5 di

Export APl ﬁl‘f 73‘;' Bl !E;I_IE—IE DS
s API{FIEDB H) ©) _—
i IP

A AE -8R

AH2 - JEfRQ0I6, Atole] R R £ A
Apol B AlsIALIL 138 Aol AFRI6437])

97) KISA(2016), Aol &AL FE 33 Aoy AF=%(2016.427]), PP.81-83,2016.12.

- 101 -

e
=

=
[€)



3) ARFH 174 : C-TEX(Cyber Threat EXpression)
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