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Summary

In this report, we have selected the areas of traffic safety, facility safety,
and social infrastructure (finance) safety that are expected to change
significantly due to the new technologies. The selected field requires an overall
revision from law system to administration management through the emergence
of new technologies. The trends of market and policy on autonomous vehicle,
smart building, and blockchain technology which have a great influence on
each safety field are studied, and the element technology constituting each
technology was also analyzed. Finally, We research the cases of accidents in
each field and derive implications based on them.

It is expected that autonomous vehicles will be able to operate
independently from 2025 without human intervention. The market size is
expected to increase dramatically to reach 600,000 units, which will increase to
21 million units by 2035. In order to commercialize autonomous vehicles, it is
important to research and develop companies. Moreover, it iS necessary to
establish evaluation procedures according to international standards by provision
of temporary driving system through government intervention and improvement
of legal regulatory basis. In addition, the role of the government is very
important in terms of liability and insurance when a traffic accident occurs.

Autonomous vehicles consist of key technologies such as environmental
awareness, positioning, and V2X technologies. Environmental awareness
technology is used to quickly collect traffic information related to driving and
to quickly analyze and make decisions. Positioning technology is an essential
element in estimating precise vehicle location. Through this, it is possible to
improve safety and reduce fuel consumption by enhancing perception of
surrounding environment and optimal control considering surrounding terrain.
Finally, the V2X is used to exchange information such as traffic and other
objects such as other vehicles and road infrastructure (roads, etc.) using a
wired / wireless network while driving.
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We have studied the limitations of technology development through the
case studies of Google and Tesla which are developing autonomous vehicles.
Especially, as autonomous vehicles are developed, more electronic and
communication functions are built up than existing vehicles. Therefore, there
are increasing risks of security vulnerabilities and malfunctions that are easy to
hack. In response, countermeasures against security threats should be spurred
along with R&D. Finally, it is necessary to upgrade the artificial intelligence
based decision making system which makes the best choice by predicting the
future situation after recognizing the unexpected situation.

The concept of smart building appeared in the 1980s, but it has started to
attract attention recently due to the development of IoT. The service market
of Smart Building is estimated to grow 22% annually from $ 13 billion in 2015
to $§ 32 bhillion in 2020 worldwide. In the Smart Building, IoT (nternet of
Things) equipment is expected to lead the market by providing subsidies for
IoT installation and linking with the already installed building automation system
to reduce energy consumption of buildings. Thus, major overseas countries
including Korea are actively pursuing smart buildings.

Smart buildings use many different manufacturers and various equipment. In
order to integrate these devices together, it is essential to send and receive
data using a common language. BACnet and ZigBee are used as typical
communication technologies. In addition, building automation systems of smart
buildings, air conditioning systems, lighting systems, elevators, disaster
prevention systems, and crime prevention systems are major technologies.
Artificial intelligence based big data application technology is applied especially
for building energy and facility control of smart buildings for predictive control
and fault diagnosis.

Security of IoT is very important because main control system and IoT
devices are interconnected. Security threats that can occur in IoT environments
include loss of terminal devices and physical destruction, radio signal
disturbance, information leakage, and data tampering. In addition, the security
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of communication networks is especially important in smart buildings. ZigBee,
which is widely used in smart buildings, has a lightweight terminal performance
so that it is difficult to encrypt date with high level security. Therefore, it is
necessary to take countermeasures against ZigBee because encryption is not
performed for all communication sections of ZigBee.

The blockchain technology can be expected to be highly effective when
applied to areas where reliance on third party intermediaries is high, as in
existing financial services. In particular, it has attracted attention in various
fields due to advantages such as reliability and transparency due to a
distributed storage method instead of a central server. The blockchain
technology is expected to reach 120% annual growth rate in 2020 and the
market size to reach 3,400 trillion won in 2030. The United States, Japan, and
other major countries have established a consortium in the field of finance,
and are working to develop them in cooperation with industries and
governments to meet the needs of each country.

The element technology of blockchain is cryptographic and P2P network
technologies. The characteristics of reliability and transparency of the
blockchain are secured from the cryptographic technique. In particular, the
cryptographic hash function among the cryptographic techniques serves to
confirm whether the data has been tampered with, and the digital signature
proves whether the data has been created or modified by the actual owner. In
addition, the P2P network becomes more difficult to manipulate and
transparency increases as the blockchain is distributed and stored in various
nodes of the network.

There are various problems in the use of the financial sector of the
blockchain technology. Recently, there has been a recent hacking accident on
the exchange for the purpose of dealing with the cryptocurrency with the
surge in the value of the cryptocurrency. Investment fraud using ICO, a new
blockchain-based investment scheme, is producing another victim. Unlike the
characteristics of a blockchain that guarantees anonymity, privacy information
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infringement, which occurs unintentionally when exchanging cryptocurrency for
legal denomination, becomes a problem. In addition, there is a high possibility
of fraudulent transactions such as illegal fund transactions. Smart transactions
using blockchains also suffered a great deal of damage due to multiple
vulnerabilities. In all cases of accidents, to apply to financial sector, main
problems are low security consciousness, lack of relevant policy and
insufficiency of technology, and lack of technical ability rather than the
problem of the blockchain.

We have examined new technologies in traffic safety, facility safety, and
social infrastructure (finance) safety, which are expected to have a significant
impact on securing and strengthening public safety through the advent of
intelligent information society. It is expected that it will be used as basic data
for improvement plan and policy task in aspect of law and institution in the
related field and administration management in the future.
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In 2035, AV sales will account for Sales of AV features are expected to grow from about
25 percent of the market $42 billion in 2025 to around $77 billion in 2035
Market penetration (%) Sales ($billions)*
50 80 77
« Partially
40 autonomous: 15.0%
» Fully 60 39

autonomous: 9.8%

L \ a2

» Partially H

autonomous: 12.4% : 40
= Fully
autonomous: 0.5%

20

20
10

2015 2025 2035 2025 2035

[] Partially autonomous vehicles I Fully autonomous vehicles
2} BCG analysis, Revolution in the driver’s seat, 2015.04.

H2e A-Y OF 9std, AT A1 FEE 2025d o= 4209 2
H7kA F7Fsk 2035 el 7709 3= 100 |3t tiF e Aow o4
st 203539 A&FAte] A4 FEE AAY 25% FEE F 3,0008H =

Z 7

g4 AEFd AT 1,20080d, F2 AT 11,8007l o] A

6) IHS Markit, IHS Clarifies Autonomous Vehicle Sales Forecast, 2016.06.
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7) Navigant Research(2013), st=4 1335, A&F3 A4 ] BIA-S ATh2017) (RQ18)
8) James Arbib & Tony Seba, Rethinking Transportation 2020-2030, RethinkX, 2017. 5.
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OmniSTAR WASS/EGNOS Network RTK

INS Aided GPS

Co-operative V2x
Localisation

Radio Signal Strength
| Triangulation

| Featre-besed Localisation >

Z4] : KATECH(| A ), A&F3 o] /e F of-s3<k, 2014
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=4 A IAEZE, AsAE AY F9] Ve T, 201507

ZH T Multi-GNSS(GPS, GLONASS 2 GALILEOS] Z=)E 4215}
Al 2Elo] o] J83l Flo] 9lom dH RHE QX AHIw

sty 1A FA BV A9 Fo FAANA=E A3 ESA
o},

HARE Tefe ek a3 Agxdor gudd AASS o83 =
28 #4d A7 ddHJ o, AAgd Sensor Fusion)7l&e F5FHA
el(Dead Reckoning, DR), AW HAAAE Fo= vdth 19 2-27L
g Nz=EE9 H5s vlug W&olth

(2" 2-27] 5% AAMed A28 A vl

L]
F e

I errestrinl Hadio
GPS + INS
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DR + MM + VB
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GPS+ DR + MM + VB
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WAAS LIPS }

o 25 50 75 100 125 150
IR : Dead Reckoning (Gyro + Odometer)
VB : Vision Based
MM : Map Matching
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Autonomous Driving

Google's modified Toyota Prius uses an array of sensors to navigate public roads without a human
driver. Other components, nol shown, include a GPS receiver and an inertial motion sensor.

LIDAR POSITION ESTIMATOR

A rotating sensor on the roof

scans more than 200 feet in all
directions to generate a precise
three-dimensional map of the
car's surroundings.

VIDEO CAMERA

A camera
mounted near the
rear-view mimor
delects traffic
lights and helps
the car's onboard
computers
recognize moving
obstacles like
pedestrians and
bicyclists.

24 AYPALRZE, A

oft

A sensor mounted on the left
rear wheel measures small
movements made by the car
and helps to accurately locate
its position on the map.

Four standard automotive radar sensors, three in front and one
in the rear, help determine the positions of distant objecis.

24 Ay 29 7% 53, 201508,
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[29 2-35] V2X &4l 7l& &7/
V2V - Vehicle-to-Vehicle. 2018

Alerts one vehicle to the presence of another, Cars "talk™

Vehicles communicate with cyclists' V2D device and
vice versa.

using DSRC technology.
2017
V2D - Vehicle-to-Device. E

V2P - Vehicle-to-Pedestrian.
Car communication with pedestriaon with approaching
alerts and vice versa.

V2H - Vehicle-to-Home.
Vehicles will act as supplement power supplies lo the home.

V2G - Vehicle-to-Grid.
Smart grid controls vehicle charging and return
electricity fo the grid.

Wy
Wi
V2| - Vehicle-to-Infrastructure.

Alerts vehicles to traffic ights, fraffic congestion, road ’)0?? ?O?O
conditions, efc. T i

<% : MAHBUBUL ALAM, Vehicle-to-Everything Technology Will Be a Life Saver, 2016.05.

2019
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ITS(Intelligent Transport System)< A& &
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A B3t ZaolE s vEin,
3E 2-22%= d@ER) ITS ¢F C-ITS9 Alo]d S HoFTh

<FE 2-22> ITS9} C-ITS =po]H

(R ITS C-ITS
=20 AY I B w2, AR, AR A WA 2 A7
- P EAXRHO] AX /AR Rx]7} Ax|E] EXA KA
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faomnz

A2 842 A4,
@4 AT 52 0/ A2

A FEaFATY, CITSe wEehda HA = /A, 7 &, 2015.06.

U e 43

HToe AEFA e def FE Aofste Aeat - Jley 2
2 o= Epsd Axnel dgel shssiAEA, §s Fo AAFA
Connected Vehicle, C-ITS(Cooperative Intelligent Transport Systems) & T+
Z2AES AYsgon], A4 E2HFL 24t AL A} =&
NS HHOE R&DAYE S F3 Folth. Va2rle2 F&2 V2VEA 7|3
Aste] ITS 8 C-ITSA 28, QlZe} 95 =2 A2slo] ZgHch oo ©g
Y - 9 V2X 7=(Z&58, CITS)e A7 Haks Ay Rz g
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15) =g A-4, C-ITSe wFetd s A= MR, 273, 2015.06.



NCAP(The European New Car Assessment Programme)ol|A= 1% 2-363} 0]
A&F sAe AT HZE AU s /Ad 2 A Folth 974 HZE
A e+ &, BER 53 Zo] A oy TRt TS = Qe o
Y3t wF Al ) H2E st AS or| gt

[Z1% 2-36] Euro NCAPS| A4-&F8 =} HZE AUzl

§ Car to Car complex scenarios

G
EURQ

|

In development
at UTAC CERAM

Car o Bycicle
Crassingg scanaro

Car to 2-wheeler
Powered 2-whealers scenario

Caor fo Pedestian
Headon Turming scenaria

Cor to Pedestion
Night testing

Z] . Alain Piperno, UTAC CERAM, 2016.11
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w3 £8 ZFA4 F% R&D T EA E(Horizon2020) 4= “Automated Road
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< XSt JeH e AREE 34 Y Tls,
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NHTSA= 20139 A&53 ¢} #-( “Preliminary  Statement of Policy
Concerning Automated Vehicles” & W) st FA1Q0 AAWEES A ASHA
o I YgoAEsE ALF3 GALevel 1~ thsk A5 2L o] #3 U
£33 FAe 20208 7R BE AE&FPak A ~El(Partially automated vehicle
system)9] =99 =& UBl T £33 vlxdWwFFUS DOT)= ITS JPOUoint
Program Office)& %3] A& ¥ a5 Al ~®l(Intelligent Transportation System, ITS)
o] Jidrstd et w3 ITS JPOl+= A7 4l A&F3 Aol +HH AT
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Z*] : Automated Driving Roadmap, ERTRAC, 2015.07.



3 ERTRAC(European Road Transport Research Advisory Council)eoll A %=
=3 up7A 2 AT 2EE S st e, 20309744 & 6 Al(Level
0~5)= Fi3ta Ut

FTe AWER - NYPAERe] FF FAOE ALFHA - AvLET A
BE dystgon 0159es AeFa 28 /17 £Y % 289 e A
o] Y AT ALALL BEAAT EF 20203 AFVAF T2 TP
=g A BRI 5 AL

A7vxE= el MIT 3597« " (Singapore-MIT Alliance for Research and
Technology, SMART)> &3 F<l € Al(on-demand driverless taxi)e} A& 53)
&2 (shared autonomous vehicle)e] =28 H2EE AlgFoly, g H
T ARG gL ZY &= “o] Jlee Fdl FHAloIdo]l s8] HY
4 gHe e dFasEe] A FAHEE 234E 2 F AW

C A e

NEARRD FFEX | (nuTonomy)+ Zd7FE2 =29 A4 7] A = 2~(One-north)
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QA E T AYS 7IA2 Aot TS Smart®-2> 201413 oju] A7lxE =9
AFANE o= 7oA Asa g@s Ad 713E Asg AT .91% of of
AEl 2 2o FAIZE AU A A GA Y H2EE olHd £33 9
AuE) 2 A A 2HE T Ut AVEES AFE= FHUESIE
gk BT AE A FEo E2 Ao Yo, AVIEE EREA Hxe F
ol BIAI7} AFA 0T AT L3S AAsIIT

o A= EPoSS(European Technology Platform on Smart Intergration)oi] 4]
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(E 2-23> A&F3) 2o 3dk4] Milestone

g2 E A7 gaes 034 7128 2 &33P Ay
T —
=317} SK_},‘}E;] "ltra];f]lﬂ: 7j]arE ;c}hauffeur
Milestone 1| 20209 | AtEat Hgez | 0% (RS %)
B .
(motorway) = ay517 highway chauffeur
- . . 5
. A=A} MaT e hlgher_ AD highway autopilot A—>B 7t
Milestone 2 | 20251 L& A3 / AR AMgE Alls
(motorway) EeaEe HAA9S 59
Al H X5 i i Al3F712a ™) x|
Milestone 3 | 20304 E_U syl highly AD(dglvirlesi |F71=499) XY
(city) w5 / ZAE Ae37s @AY Aol

7t & KEIT, PD Issue Report, o] 2A-&F3 A5 7] 2 =9(EPoSS, ERTRAC) &4, 2015.12.

(13 2-38] 8 Z+ Eopd 833 ==wl 2 Milestone

/H;IJZD ﬂ /Hﬁ_ﬁ\\

2025 2030

Tachnology Inslde

Infrastructiure

Big Data

System Integration
and Validation

Legal Frameworks

Cendiinnal
R o T e e

ACTIVITY FIELDS

Highly swramatar Highly autsmaiod
i

e e o H drivieg fLavatayon Ll siriving (Lawwt 2)
fpivb= e e e g Hw e bl sl i ouivba

complan d-iving
environments

MILESTONES

Z* . Buropean Roadmap Smart Systems for Automated Driving, EPoSS(European Technology Platform on Smart
Integration), 2015.
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Q1 SARTRE(Safe Road Trains for the Environments):Z=Z HE= A3} 3137
Zlegs ZteE ER 2 2965 JledT4A T TN 7] At dFH o
2 gRsdn. =3 20129 29doA AP HEEqAE ZJFY A
gk A 7E SlTh

g Pl wEFHAANE Feo ASFPA AE3 A tinlE Sl A
2 A A Sl ew, vl T W=, =8, dd T 8719 AF
2} Al ZzP A+ CAMP-VSC3(Crash Avoidance Metrics Partnership Vehicle Safety
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g 4Z%7 2 AE Foly Sl HE 1d A5 Y I Folnk
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(19 2-39] m]= M-City

Range of Roadside
Signage. Lighting and [ =
Traffic Control Devices

Statianary
& Wechanized

Wids Variety of
Aepositionatie

Wide Range of Simpl
T and Complar
Readway Geoms

A
Repositionable
uullﬂlng Facndes B

Automated and Wirslessly

Siationary and
Connectad vohickes

Mechaniesd Bicycles

it WIODINIY Transformation Facility

A http://www.mtc.umich.edu/test-facility

29 dlol A % ASTAZero(Active Safety Test Area and Zero)d] #A-&F3 A3d
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Cyber Security Attack Points

Critical Vehicle Data External Interfaces

» Engine control unit + Keyless entry

+ Tire pressure monitoring
system

* Transmission control unit

* Body controllers (locks/lights) 5 o
. X communication

+ Air bag control unit )
= Satellite data

+ Steering, suspension, and

stability « Sensor and camera data

Infotainment & Telematics

* Vehicle data from OBD Il, GPS co-
ordinates, driving patterns,

OnsStar’s decision to keep track of unsubscribed vehicles and sell
vehicle-related data created privacy issues. In the automated

diagnastics scenario, there is a high possibility of a car being compromised.
+ Internet, smartphone interfacing, Heavy dependence remains on an Internet network, and the
Bluetooth, Wi-Fi, app store exchange of data is to be managed properly. Encryption of data
- Radio and media streaming exchange will bring third-party security solution providers into the
value chain.

4] KATECH(| A ), A&F3 o] /e &F of-s3<h, 2014
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17) Powell, J.A., “Intelligent design teams design intelligent buildings” , Habitat International, Vol. 14
Nos 2/3, pp. 83-94., 1990.

18) Everett, R., “The ‘building colleges for the future’ program. Delivering a green and intelligent
building agenda” , New Review of Information Networking, Vol. 14 No. 1, pp. 3-20., 2008

190 AH. Buckman M. Mayfield Stephen B.M. Beck,“What is a Smart Building?“, Smart and Sustainable
Built Environment, Vol. 3 Iss 2 pp. 92 - 109, 2014.
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g4 E WY 15 (European Intelligent Building Group)®} W]

174 (Intelligent Building Institute)el] wt=2H »nieE H
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20) Shengwei Wang, Intelligent Buildings and Building Automation, Spon Press, 2010.

21) Abdul Salam Darwith, Sustainable Green Smart Buildings: Future Energy, ISESCO Journal of Science
and Technology, Vol.12, No.21

22) 1%, JHAAAE W3 BA A 2Hl, F7=8YFEst A3E, 1999.
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1980 ool smbE Wyl do]l FAS HA ghot, 1980dT ol
Fols AE Ax" 52 AEHI} o] FolA7] AFAT FANOE Rk B
2, 2UAI0], WBA2=E Aol 27 Aol WE Ao Fo| ARAEIH A
A3 B4 A5 Azgle] Azg FEE Bl HUT. e WA B
Ae S48 715e Ad AzxgS0] SR F 297 Bek Axdle] B
FrIgon, AEel Jh 87 AZUE BABI) el Helom,

1990 ol = dEx53 Al2"F T4 Al2Hle]l FFEAeH, myls &
23 AFEA YEJIEZ o]L3ld 92 Aox /59T =3 £33 YE
A% AUl Z2EZS o83 FAlo] Jhesiddd we dE FFY T Ao

7} 7FsskAl HAw 20008 tHe] oA E dEZgolx UESA BF Al2H
(Enterprise network integrated system)o] 73l we} A& ZF Al =Ho]

MR AEo] ol AeEd FElH 5T + A =R 53] FR7]=2
oz JAEUE o83 XN B 94 He At AFEAT (2" 3-
D.

23) Cabriel Fantana, Stefan A. Oae, Evolution of smart buildings, Proceedings of the 2013 International
Conference on Environment, Energy, Ecosystems and Development, 2013.
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ENIS

(Enterprise i
Network Integrated CEH”';HF;,%%%TWMWH
Enterprise Network Systems) | fm—m—m——m= After 2002
Integrated Systems Remote Portfolio and
Helpdesk Management . CIEi i Ceﬂu;;ar Cogrgunfcatr‘an
omputer Integrate bice & Data
Computer Integrated  AEole docess” - C0Mig L 2 1995-2002
Building ~ — =======
Remote Access Integrated
_w'gf_ﬁgd_e@ Building CD:‘?IE’?]?JE:E.EE%{]H
Building Level Automation Systems
Integrated Systems Systems 1890~1595
; HVAC &
ecgl: ity Other Text & ]
ﬁg}% Jﬁfﬁﬂ, i Pr CPlant| Data Voice Image
ontrol -
Systems Control 1985-1990
Electrical [ EDP & |Telefax & \pice
: iahti Data Text
Single Security| Access | HVAC Lighting, Commun-
; Lift, etc. | Commun-{Commun-| 5 -+
Function Control| Control | Control | gontrol | ication | ication | 'CAtOP 1980-1985

/Dedicated
Systems

Before 1980

Single Apparatus

<3| : Shengwei Wang, Intelligent Buildings and Building Automation, Spon Press, 2010.
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The four Es ~ Examples

Economic Reduction of 24% capital cost (Bowen, 2005)
Return on Investment (ROI) of |0 years (Kelly, 2008)
Command more rent (Burr, 2008)

Efficient Reduction of 36% in running costs (Bowen, 2005)
Energy bills reduced by 20% (Johnson, 2007)
Lighting control reductions of some 30-40% (Ratcliff, 2008)
Identity and Access Management strategy paid for out of efficiency gains
(Tizard and Mockford, 2008)
Energy cost savings between 10% and 50% (Shapiro, 2009)

Effective Small productivity gain (0.1-2.0%) large effect (Woods, 1989; Clements-
Croome, 2000b, 2005)
Reducing temperature — higher productivity — |.8% for every 1°C
(Niemeli et al., 2001, 2002; Wargocki et al., 2006)
Increase in quality of learning as a result of higher productivity (Everett,
2009; Bako Biro et al., 2007, 2008; Clements-Croome et al., 2008;
Wargocki and Wyon, 2007)
0.5% productivity increase pays back within 1.6 years (Wyon, 1996)
| 7% improvement in productivity — RAE (McDougall et al., 2002)
Increased rents by 2—6% (Eichholtz, Kok and Quigley, 2009)
Occupancy rates 4.1% higher (Burr, 2008)
Higher income growth over 10 years (Baue, 2006)

Efficacious  Sustainable environmental approach (Edwards, 2002)
Carbon saving strategies (Carbon Trust, 2002)
I5% reduction in global carbon emissions (Thomas, 2009)
Focusing on quality of learning (Everett, 2009)

<4 : Derek Clements-Croome, Intelligent buildings ~ An introduction, EarthScan, 2014.

FHZ 2rtE 192 ICTE 7|vte = e Al=" 717] 219 4444 (Machine
to machine connectivity)a} A}8=}e} Al2®Hl ZFe] AAAJ(User to machine
connectivity)o] ZAz=HE AFS Hola 2. AntE WY o] o] i AAAL
A A HEe wEl AR 7S E8H0Z AT 4 YA sk ~
ntE WY dE AR dE A4 HYEs Fetsta oo mE V)7E &
o =M oA B &S AAE F Joh dE =0 vT W Eof AT} w&

24) Building Efficiency Initiative, What is a smart building?, 2011
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1) The Edge ¥4

201613 BREEAMS] o3~ 415 A& &Y o= HAAE The Edge ¥
G218 3-3)2 AAAA 40,000m’E vdg=e ¢xHEZw] 9t The
Fdge ¥de 0TS o] &sdke] 30,000/1¢] 2utE AA7F BMS (Building
Management System)ol] AZZ o] HAEL AHu|AIAEH-E Aojsta Ut AutE
A= AdFF, B35, 59 255 AATo=E SA351 ol w3t AlX
Ho] §&& Fugsta ot 53] 0T9 As== BMS A|2HL2 ~ulE AlA
o] ARE nig oz AE 20mE Uro] Wy, 7] 2 xHd g Al

A1 E sk U
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a, Ao 59 2o BVE 24T = At ogd ZFAEY UE AL
2 ol 71Eo] HH = AE AFE sfEe] tig YA AEFS BHoF
71% gt} 10T 7]¥ke] ~vtE BMSe| 89 = The Edge W2 dukxQl 21
2 AEH vt ©x] 30%9 A7) oA|YAE Lvlsta ok

25) Braendrecht, A., The future is now: five smart building features transforming today’ s workplace,
Forbes, 2017.
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<% : BRE, BREEAM Award 2016 Winner, The Edge, Amsterdam, 2016.
2) Pennzoil Place 249

st ~mE H‘%‘.‘li HAAIZL AEA] Aot ml= Fadol] A
Pennzoil Place &2 Az 1975do] SF=HAT. dE9 FFE AAHAHLS
140,000m?* =3t 37709 A YFS R dEo|th AE9 Wi A~
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=% . CISCO,Property management firm creates energy-efficient smart buildings, 2015.
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26) International Telecommunication Unit (ITU), Intelligent sustainable buildings for sustainable cities,
ITU, 2015.
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=2 : Wong, JK.W, and Wang, S.W. Intelligent building research: a review, Automation in Construction, 14(1), 2005.

A=A A 28] AP A A|2=H o 7|HEE o8 7| v ELI Ao
71712 FA0l dn. HEE 7|7l AEY A¥ Ax"E 4A7], &§47], &
715 ol&3ste] AofsiH, UIEL A Ao 77+ /HE Ao7|71E FHEH 57
#e] HMEYIZ dZ28T 5 Y UEYIE ity oe =2 ojgul (Etherne
02nE 7bto g FAHEG (13 3-6).

27) oyl 78] 5417 (Local Area Network)ell &=+ #HAFE 542 71€9 shvZ IEEE 802.3¢]
we} A, g4l dol8E 1 Gbps (Gigabit)e] whe £=2 AT 4 9ok
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Network Field control network
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Field control stations

Network Field control network
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Control Station | I || || | | | | |
Field control stations

Central management
station

Netaork Field control network

| I I | I |
Control Station [ || || || | | ] | |
Field control stations

Monitoring station

=3 : Wong, JK.W, and Wang, S.W. Intelligent building research: a review, Automation in Construction, 14(1), 2005.
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Backbone LAN

DB * MMS : Mobility Management Server

*SNMS : Smart Network Management System

= *IDB : Integrated Data Base
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Z4  FAR, €97, o)A 2, 2uE UgoA ~nE HE I #e] A2He] 73 KNOM Review, 14(2),
Derek Clements-Croome, Intelligent buildings — An introduction, EarthScan, 2014.

4. ABAESHA 28 )%

D AeAEA o] Al2H

=AEs Al2'E FA A7) Ao, JduA &, A &, AR
ﬂﬁl AdE B, s A3 B 249 Jes F¥dY. 2ntE 299 AE
A-sAo] Al z'l2 AEe ZAAN], Ar]An], BAAR, =HAR 5o #Ee}
Aojek & A, Het, SdAA ol e 7eE st AT (L™ 3-8).
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FIRE L&) LIGHTING
Functionality Schedules
checks Occupancy Sensing
Detector service
Fire, Life, Safety PEOPLE MOVERS

Breakdown
SECURITY Maintenance
EHOZ{DI'S Traffic Performance
Integration L COMMUNlCATIONS

Voice/Video/Date
access Hf——- "
il 24/7 Monitoring
Buildings Breakdown
Occupancy Plant Tuning
Feed Forward Eonditioned Monitoring

ar Park  Utilisation

ENERGY -_ '
Utility Monitoring HVAC
(Elec/Water/Gas/Oil) Air-Handling Unit
Tenant Building Boilers
Air/Water | Pumps
Heat - Fans
Lighting E ) Energy Control
Back—up Generation Variable Air Volume

Air Quality

=2 ¢ olEf R, LR oA A A 2="IEMS) FAA, ARIAE 45(10), 2016.

AEATA ] A28l g ZH Ao (Direct Digital Control: DDC) 715
= ZEE NE Ao 71717F 28] AR wEl AE Al obE = WAl oA o
A Ao] Waow2 HIEA HAo. dEAsA A" A E2FH Ao}
oz #AEAAE FEAT. EHA = TA AlA2= Ao (sequencing control)
o} 2 A2~ Ao} (process controDZE Us & ATk A|E 2 Aloj= AH] 779
AbE AR AL =AE AAste ZoE HEHoE AE9 Bl & WF
719 Aol R FHizof Aojr) ok Z2A A Aojs S AT e A
o wel Au7|7 Y ALE H& o 9A Ao AeE XAste JoE EH o
2 A& 25 Ao, F7 Ao, Ao ol At

2) oA ] A o

AAA B A= deA-53 AN2Ee tEF 7eoz2 HE] AESt
AUAE #F2A7I= A Hdee] 73 HHT dad <
A-s A 28 o] oA B A= A F A B o® o] Foxn. A
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| Aloj= Aul 71719 Az AAE HEY Azt oer 24H
3, F WA Bl HAHA S (Optimal controD2 7]7]1& oy x| A ek
o 5

L

HA Aol= 7he W9l WelA Aol W9 ge AAA
A A2"e] T s Hdigtshe A= =

2ol HH A LFE e =xwste 717 8 ASEe S4& 1Y
sted HA o] wgoz HAR A =S AFst=S 7)7]1E A

ARz Aol ZeE FAZ ZUEPst glof, sy A7
b dgshE A FRH R W & glol, WA 2E s A" d8AE}
Alzgle] A AR S B R 5 Qo AT B Aol 1A
Hi AEAEsAsge SAHos WS st AT Fet
€ 2AFOEA AT B o] AAA AEF v, 2x2YIY T 2P
Ho] S7tA o8 AEdtt

DA A} AFsE AvAE AEAFSE A ~"e] 8 7|5 F o)
yoltt. o] 752 717159 A ARE 7HEsA st 7171 o A
I} ZEEHA 1S VHESHA st ZMEE AaATIE EF7F . ol
2 ~vtE Aule AEATIA2ES Tt dE 9 779 &8 HRE 9
5313 ol& ATl E BAFCEXN JhsstA "o 53 IT 7|€9 ¥#2= <
skl AAZE AZAATA &, 71717 &1 Y W S4FoE & HeolHE
sl 2 BAste 343 717 &8-S AASA oY 84E EEF3E Aol UF
SotAl H AT

28) AmAgelt HdEe] &5 F AF An Az®Ho] AAEAAA AT} des 20S FHAII=A
Flsta dAEAS] a7xde FFFES 77IE 248t AL 2o
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A2d NE A sF

NAzA 7138 2EHEHA ddexge 20159 A% #% (F 3-9)°
I~

mE2H 2ulE Fo] AR RS 2020871A] ¢F 1309 Eofl @8 Ao R o3t
I Qew, 53] st=dojrt Al A= BlFol Hlalste] AZE o] H
MUl 2E FF QA AA AGAM AAsE TR} FE AOR dEHT
itk Edh, 2vlE o JLEUZ} 20179 RES v A AE JE2 AF
Hdoew E3] | #Y e gE 7 AR Tt & AoE YEw
o (29 3-10)
(28 3-9] A AlA 2ntE & AF AW
% Total
Consumer Spending Global Service Provider Total Available Market SR Home
$B Market
590 60%
JServices 55%
53%
$80 B Hardware
$71 50%
$70 =e=% Total Smart Home Market
41% $61
560 40%
$51
550
542 30%
25%
G $33
$30 $24 20%
$20 $18
$12 10%
$10 $7 E
o o N
2012 2013 2014 2015 2016 2017 2018 2019 2020
© 2015 Strategy Analytics

<= x| . William Ablondi, The global service provide smart home opprotunity, Strategy Analytics, 2015.
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) 2=

(2% 3-10] 2tEFe] 7% A%

expectations ConnededHome

Virtual Assistant DieeplLeamning

A Intual ASSISIams Machine Learning
IoT Platform Autonomous Vehicles
SmartRobots g Manotube Electronics
Edge Computing ; & — Cognitive Computin
AugmentedDataDisco\:ew% .\«—Ellgockchain R g

Brain—ICGmputer Interface

Volumetric Displays
Quantum Computing
Diigital Twin
Serverless PaasS
5G .
Human -\\ugmentatlonzﬁ.

MeuremorphicHardware @
Deep Reinforcement Learning @

| smartworkspace
Conversational Userinterfaces %

|
Adificial General Intelligence

| aommercial UAYs (Drones}
QCogniti\-'e Expert Advisors

Enterprise Taxonomy

* il

and Ontology

A\ Management -

Software-| Deﬁned e (E\.rinugn Reality
Security

40 Printing ! ”~
Augmented Reality 1
\.?:.
Smart Dustﬁ
7’
: As of July 2017
Peak of
Innovation Trough of = Plateau of
Trigger Exgglci:::idons Disillusionment Akopesaf Enlightormant Productivity
s |
time
Years to mainstream adoption: ohsolete

O lessthan 2 years

© 21to 5 years

® 510 10 years

<> . Gartner, Gartner Hype Cycle 2017, 2017.

A maorethan 10 years

@ before plateau

A8 3AFel McKinseye] ZAbo] wEw wmj=o] AnES FEE= 20154
1709F 7FFoll A 20173 290%F 7F-2 A7F 31%8] 78S Hol, 4O T T A

ca% Z7he agi AZHUTH (2 3-112),

2ULES 77| E

A of 16%<] <A77} ol

bR 2 A9} e

T3, McKinsey<]

7FA 2L

2ZULEZ V)7

o vl & AR ionﬂ é_lxﬂ dojd 2tEE V)7 & A 2 B #dE Al

Fol 7HE E& Aoz ey

29) McKinsey & Company,There’ s no place like a connected home, McKinsey & Company, 2017.
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(18 3-11] V= 2mEE S A% B

Jie :
LY -
A N Households .
E X 3x
» with +$100K = .
- income are: more likely to more likely to have - .
‘;‘b . be connected. multiple devices,
ol o
wr
rs?;"u as
a 3%
K
¥ v AT g
A [N a

o
3 "I— ’\g\ o
Fae s i e g R 2%
-\ q?"e b e a
l ' 1%

Wallne Smart Smart
Monitoring Appliances Entertainment

1. Conneated smoke/C0 detectar 1, Connected thermostat 1. Vitals data uploading 1. Connectad washer/dryer/dishwashar 1. Multi-room music

2. Aemote video 2. Connected lighting 2, Connactad scale 2. Connected stovadover 2. Seamless audia/video playback
4, Connected lock 3. Connected enefgy tracking 4. Eldesly/child activity uploading 4. Connected refigerator/pantry 3. Room-controliing home theater
4. Connected leak datector 4, Connected lawn sprinklars 4, Connected pll case 4, Connected cleaning/vacuum

3] . McKinsey & Compnay, The connected home market, McKinsey & Company, 2017.

A8 AZo 3k ~uE 4y
Memoorie] Ao w=w ~ue W
2015 1309 B4 20201 3209 E=

A3 ~uE WA [oT 7]7]= IoT 2 ]
AEAFSA 27 dA To2 A=Y odyA &vE ZAFE 5 doJA] loT
A 7)17] @ AB27F AS AES AS o S9th Gartnerd] WEW T
AEL 0T A2 Al 7 g«l U= && % HE # vHL&E < 30%
A 7 Jde A2 Yegton, A MAXHORE Fd8 dE AXH 0Ty
71719 s=A= 20173 7305F Aol A 2018 o= 1,070%F 7ol & AS =2 oA
599 T}.3D

o
,x
O
2
i
ol

T 9o A= [BM2 IBM Cognitive Building solution< 7)'#3}e] Building
Information Model (BIM)& ©]&3}] AES 4 dloly JRE 7lA s, A
Eo AHg Y-S shgely, drld R Frel AdFste] Watson 0T ERES &
st HA AE Aojyl o]Fox = MHAE RIFE Aok (18 3-12). IBM
o] &2MHL HAZ} AEIE EdlY AERS gz AYsT, T F
I} Aol #AE Aol H A st Aot

30) Memoori, Big data for smart buildings 2015 to 2020, 2015.
31) Gartner, Gartner says smart citeis will use 1.6 billon connected things in 2016, 2015.12.
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[1¥ 3-12] IBM Cognitive Buildings

I
=7

g

Envionmental! -~

.
5 !

<= . IBM, Cognitive Buildings, IBM, 2017.

TN A= AAAAANA ~AntE WY 53 AP £FAA bIoTE 7fdsts
on, FxAY], 24, A9 % & dulo]lx, CCTV, 255 AA, Ao E 7]
7] @ Ay A2E=EE [oT ¥ AnlE 3

+9 HHsE AANAFE €74 ATsta Ao (2" 3-13).
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(19 3-13] A A=A b.loT /\u]-_l‘;'_ g 23 g

3rd party MH|2HE

)/ MR
A4 A AL, bloT &34, 2017

o];‘qa /\]-0—17;‘”oﬂ/k—]l—_. /\u].E l:‘_l_:]
st, ~ulE WY AlA ] AtE o

h =
= A AEe 9% e AR AFHow 3

ol
HUAE

N
i
o ol
o

WO Z/H o o%
Qo AR 2T 3 Al A
A o]k,

X
fr xe

2. 3% %

S 95te] ICT 2 0TS} AAR
R FEE sntE 99y 7@

segers 27 Aol AvtEuge] 74
AZUIABY A 2T B AAFO A

g Haxo2 AYsw Ao

TEAFTEE 7] FYHIAGAM oA depHola &4 33kl FA
H49 =S Hste ICTE 83 AvtES By gd AFe st v
g FYv5e FEsta 910111, TAH o= Olii*l dAA ] Ht 5 #H
A 7les 58 2MES BHae AT Ade Fdista Ao ol& 95ty
nEE AESE s H%A}%ﬂoﬂ e d7E 2017L:10ﬂ Aasigon, 3 o
T HAE B ICT 53 g9 g 2 293 As) 2 A thed =vp
E ¢ F9 7lee ALsta o
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20159 69, FeFEHRE F371EFREADANAE ICTsh B 443)3}
g % A Astel gy

ATtE F 7% 8 2vlE F OAE 2 A
27b BRHE AR AP AT 2 HAE 8920 THL Folo] 72T o
A%e AWk Yok

A EAAATANAE B ary A 7 ENBAYS] FH O K-MEG B
g AYdte] 2ntE 19 WP oux] YAk AEe TEHOR 2P A
2 ouA AEL FET F Ub AAH £TAS THek] YA AEo| 2§

)& FFR(GSA: General Services Administration)E A0 2 AE9 o
YA b e, D% Bele BE WA AR ALAY BEE FAL BEE
2utE A9 AL 835 At GSAS ~ArmlE ®HY F3 AHAe EJ) Ayt
ARl dg A 75l AFAA BIF 750 £3E AvlE mEPY Hdx Y
e ZxaT AT

[29 3-14] w]=+ GSA®] Smart building &4 &2

Strategies Benefits
Enhanced
Enterprise Operational
Management Effectiveness
Enhanced
— Productivity
Systems 7 and Improved

Integration S 4 i
Satisfaction

High e

Performance Bullding Systems EEﬂr;;?'li

Building Core y

GSA EEXNE "Integration of SMART BUILDINGS Technology in GSA PBS", 2010
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=2 ¢ olEf R, L E A A A 2="IEMS) =FAA, ARIAE 45(10), 2016.

)=o) o XA (Department of Energy)oll A+ 2utE ®1Qd o] AEo|A AH|
717124 B4l 29 £F3, S84, duyA As 3 gRE Ao 7Y
A R HAFol At Aot olF Fdt AvtE WWy AuE JgEE A
Aste 71E9 dEw-& /MAdsta, dEY oA Avje A0S ERsta Ut

Jo
inls)

k=)
(m
ofl

ELNA 7H%°ﬂ Eﬁd A= H550= }37_ ‘E} =731,
= AR, 2=rtE =9t dAAs HEe dyx
A3, =4, Aol AAMAYAHA B oA AR F
TFHY Aede FEsH, vAHo R HE AREAY
2 FHsls Zoz2 % «13}931‘:}33) —E—‘?S], TH 9y
=, 2050 @7bA] AEHE9 ghuEs 90% A7
2030 7kA] 30% S7FA 71+ Zﬂ% %“33}71 fste} 2w

o L 2 o # 4 o
Q
ﬂ‘“ﬂ.l-lﬂioﬁ

N o
PP EoE x
d¢ w2 tlo 2 ol ol Mo

A

b
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N

o
k)
i
= _léi
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o
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T
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4o
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32) Horizon 2020 =138 2014@FH 20208714 7@ &< <F 7869 =& —Erz}é‘}% +
T Z2aow fyo S2¥ BAYS %i}o}ﬁ 1 719 AA &4sts B2 og 3

33) Frances Bean et al.,, Opening the door to smart buildings, Building Performance Institute Europe
2017.
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(729 3-15] 73 Ao 3 A 2vlE WY

AN INEFFICIENT AMBITIOUS
- DECARBONISATION TARGET

BUILDI

AN INCR

VARIAB

Improved
5 M ventilation
. Increases by
houses 11% 8 1 °/o
In Europe have productivity reported
solar on roofs greater employes

retentian

INCREASED TENANT
INTEGRATION M propucTiviTY i ATTRACTION
Smatt IIENESJ':\BL S et
ma
technology saves 5 KETENTION Autcmation
on aw:;’a ge reduces energy
consumption
Eﬁ.‘é’s REDUCED by arournd

MAINTENANCE 27%

REDUCED IRTIINTTY in households

ENERGY
CONSUMPTION

EV combined
with PY

decreases electricity Nest reduced
dependence " INHTVALIVE perak load by
of the grid by . BUSINESS

9 e MODELS 55%
68% INTEGRATION y N through

OF ELECTRIC (] N demand
VEHICLES rEponse

HEALTH
ENERGY &

STORAGE COMFORT
DEMAND

FLEXIBILITY

N={—TMMmMZMW ULMmoOZMmMrer>I0

SINyanggg anL 8%

fewar short-term
slck leaves

Self-sufficlency
of PV increases to
70% Undar the influenca of
dynamic pricing, user
behavior
can changein

60% 1 95%

of househalds

surces for the examples: WGBC, A Moran et al, eubac, SEDC, Copper Inst, NEST, DG JRC M. Alirezas] et al. www'hpi e.eu

<% : BPIE, Smart Buildings, Beyond the buzzword, Building Performance Institute Europe, 2017.
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A3AE 84 71&E

1. &ntE dge] &4

AL 7529 248 EAW(LAN: Local Area Network)oll A AF85 = E41 v
Holl= [EEE 802.3 Aol mZ Ethernet, ANSI 878.1 ¥3<¢l ARCnet, Echelon
3 A7 A& Jfurebe] ANSIEIA 709.12 A% LonTalkel ISO 16484-5¢] T2
°] BACneto] & Ao|t}. o]F BACnetS AEAn| ok 714 deg AH&E 1

A= AFFA Y FFolH, NE 7]V Eﬂ““ﬂr T Ao ¥ zoE B FH
frestth. =3, H e FA SAlS e ®E 3 AA R AdE AE3 AJ2E
of /i 9 Hgo] o]Fojx|aL }y\q'- oo ol AHoAe ArtE Hgo gixFH
°l EAlutw el BACnetd} Zigbeeol thsle] 2w LE}.

7}. BACnete] &3

2ntE Jge gL MZ 2 A RAR}F ke AH)7F ALEETY o]e g
ZAHE tUE T Aostr] fsliAe FEe doE AFES HlolE 9 F44l

o] HFHolt}, ol& {5t w=F 3 x5S (ASHRAE: American Society of
Heating, Refrigerating and  Air-Conditioning  Engineers)oll 4= 1995
BACnet(Building Automation and Control network)E &3t om, o]F SO =
A FFo2% AT

BACnet ml=53 283 2AgAo] A JAV TAHol HA =53 7l
e g T2 EFo|r, AA AT sfdo] ALH A2H AT7He] L9 Ao
EA-& 7R3 lth. BACnet2 OSI (Open Systems Interconnection)2]
|S(=8F, HelEd s, WEHIS, AT, ZgAHo|AS, o=
Hlalste] 4719 AlS(EE S, UEHNZZ, HolHdAF, ofFeAelA

) E Gt tH(Id 3-16).

BACnetol] 717158 EZE3d 21709 B4 AAE AHolxo] AlxdHl 7jdo
FAde FHeA, Az & AxzdAdA Te AF TolxE AZI Tl

2
7hssHAl H AT, =EAlS2 HelHE A7|F AzE Wddsty Auss
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EgF o2 AAsFE g .
sl A HE Ao IS <,

LAN(Local Area Network)2 FA=o 9= AL 7+ —ﬂ-—-‘l’ 3 7&«] FAlo] 7
SIE S St

[19 3-16] BACnete] A= +=x

BACnet Application Layer Application
BACnet Network Layer Network
ISO8802.2 (IEEE802.2) | MS/TP PTP BVLL Data Link
- - i LonTalk
ISO 8802.3 .
(IEEE 802.3) ARCNET | EIA 485 | EIA 232 UDP/IP Physical
BACnet OSI Model

=4 0 T, A, 2EAEsE AR Vewd A5S44AH 50), 2011

BACnete] 54 <9 st AdEUFAS A4o] = Zolvk. BACnet
BACnet Virtual Link Layer(BVLL)E ©]|-&3} BACnet 7]7]¢} Internet Protocol
(P)ﬂ]4<ELEIPA§j£ﬂLdﬂ]aq-MMM%MMEI%Q%NH%WQ
BACnet/[P 541 7120 w2} BACnet 4155 FIwE A 717152 oltAet

T P U ESZ 92T & At F, olgd Vs or sty OJEHJO] AAaH
Folgtd offoAgts Alz"o HA H&ED F+ JA AHIE 3-17).

34) WA, MEE =

AN
[k

2 EF BACnetell tigh a1z, AHIAE, 32(9), 2003.

- 113 -



BACnet

. || Web
Workstation - Browser
BACnet/IP
Web Server

BACnet/IP

\BACnet/IP
I O N .

HVAC HVAC Fire Lighting  Security

Z*] : Shengwei Wang et al., Investigation on intelligent building standard communication protocols and application of
IT technologies, Automation in Construction 13, 2004.

. ZigBee2] &3

4 B4 Aol J1ee AE A%H Azme X wE AAH 2AH @
AE 28Y 5 Y= N2 4 2T Yk E=F, oA T B4 A5} A
~He AR e FART £4 NS TEY 5 Ak Aow A 3
. FAH A Juke] AxEle Hgo] fold, wEo ga, WES A I3
A, s Aade] 47 24X 5o E4¢ Yz Yot

Wi-Fis 22 71717 249 P 45 zHe oty A4 4o TCP/IP £l
T2 AMEHT7| AEAFA o A A9} o] JNEH 7]7]9} Ao o] FAlEo] W
A Be ALl Wi-Fiel AHge AgslA @k Z, Wi-Firt APE 7t =
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g FA Y 2 9 AF TS FATHE ZigBeew AMEEAl 2 FA A
A Y EY I F 7]so|tpH). ZigBeed] FA UEY A FAL Startt%, Mesh
T% 9 Cluster 727} At} ZigBee:x A A= 4An] 2}k 65,5007 o olgg 2 4
EYI vt FE /A= A™S 7HAY, [EEE 802.15.49] =S w=1 9t}
(19 3-18).

ZlgBee,_ LED zmAloje] F4 AEE EAZOE ALLEHHA A TR}
AALL dor, 2uE -y FofoAs AutE oA e M2M #okdl] 385l
A ‘5‘1 ZigBee E AF3} TFL ZigBee} BACnete] Al2=®l Ao digh
Z2ESS Agsta glow, v= JAgH ]3] LEED IS0 wkg =
AT

_llm

BACnet3} ZigBeee] HWES = F4 ¥WH-S BACnet¥ ZigBee7l XS UE
Y as F=3t= WHMSTP: Master Slave token passing)3 ZigBee”} BACnet2]
T4 B4 Vles g9ete WHol o (" 3-19).

olelgt ZigBee T4l 7l =W, Wy F A T AU FAHLE
7bsdtH, ol& B3 oluA A tEo AHl 7|7E9 MEST 2 o] 4
<+ AH o] Ut} ZigBee ®W4]-2 Schneider, Johnson Controls, Phillips &3 22
AA T dANA AHER o™, FUelAe 225 A-oA I AL
M= HEZE olFE AU YolA ZigBee Wale] 4 UEHF BAHS 53}

o FA T AE st ATh

35) FA T, ZigBeeo] V& % &, AR B4 3006), 2013.

36) Leadership in Energy and Env1ronment Des1gn/] A2 ml=m A Y Y els] (US Green Building
CounciD7} 7H&sle] A F9¢ AFAAZEQIZAEE 6714 H7} Hofel Xl% Fsd BEA, 284
ol ZAgl o), ABoAA| ek NEA AA, Ay HH A et AEEe] ARNALLS B}
sk Aot
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(1% 3-18] ZigBeed] 4 T2l UWESHZ F+x

. PAN coordinator
@ O Full Function Device
Reduced Function Device

<% : Schneider, Zigbee - Setting standards for energy-efficient control netwroks Schneidier.

[ 3-19] BACnet - ZigBee 5% &4 U EY=A
BACnet{y

(2 Jimed

BACnet/MSTP

|
1
|
1
|
1
1
|
1
|
1
1
1
|
1
1
|
1
|
|
|
1
|
1
|
1
|

(a) NET 1 (BACnet/MSTP)  (b) NET 2 (ZigBee with CBA) (c) NET 3 (BACnet/ZigBee)

Z3] : Seok Cheol Park et al., Implementation of a BACnet-ZigBee gateway, IEEE 2010. 2010.
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2. 2mE Hgeo] A7|e
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W EHE dF Ao T A8&3AdH 74 4R FVIERIV], B,

7], %, ¢4, 7%F A4 Fol Aok WdHIFEA LS QLAY JAdS A
TOF woste] FAHAAREE ARSI, AMREHA ge F3t dEiAeE AER
27t F2E AHOE At 7IEol Jhed AT 2HA S Aol A}
S Fo] mE 2o Ao Fo] JAHY 7IRte 2 JlEsith. AvtE Yo
Hog A Al2"2 AT, ZAAIE CCTV, Y 3R 7les 25 o
o, o]H g 7]Fo] AR FYoA AU ZHro R JlEsi.
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[ 3-20] 2=vtE Qo] Fa Axg 8 7]E

Intelligent building
systems

Software/program

Hardware/device

Recent development

BAS

HVAC system

Lighting system

Vertical
transportation
system

Fire protection
system

Security system

Communication
system

B Standard Protocol (i.e. BACnet,
LonWorks, etc.)
B Direct Digital Control (DDC)

B Software program such as Duty
Cycle Program, Unoccupied

Period Program, Chillers Optimum
Start-stop Program, Unoccupied
Night Purge Program, Enthalpy
Program. Load Reset Program,
Zero-energy Band Program and
Heating/cooling Plant Efficiency
Program; and

Other specific programs for

HVAC operation
Occupied - unoccupied lighting
control program (time-based
lighting control program); and other
specific programs for lighting control

Specific programs for lift
operation and monitoring

W Specific programs for fire
protection and detection

W Specific programs for security
protection, detection and safety
system

B Private automatic branch
exchanges (PABX), integrated
service digital network (ISDN),
local area network (LAN) and
Internet system, and other
software program enabling remote
building control and monitoring

| Network control units, operator
workstations, network expansion
units, application specific
controllers and sensor system, etc.

W Air handling unit (AHU)
controller; distributed controller;
fully air-conditioned variable
air-volume system (VAV) controller,
centralized chiller plant; heating/
cooling elements located across the
occupancy zones of the floor; and
other devices such as pressure,
temperature, flow sensors, etc.

Charge-coupled device (CCD)
cameras, intelligent lighting
controller (ILC)/lighting
management system controller,
motion detectors, light sensor,
and other device such as touch
switch, etc.

m Lift sensors and passenger
detectors, neural network-based
controller, and other devices such
as CCD camera, etc.

| Intelligent fire controller (IFC),
fully addressable automatic fire
alarm and detector (sensor)
system

| Intelligent Access Controller
(IAC):

| CCTV surveillance, e-Card access,
motion detectors, mtruder alarm
system and special presence
detection sensors

® Traditional telephone systems;
aerials, transmission cables,
amplifiers, mixers, splitters, repeat
amplifiers, attenuators and final
TV outlets; and dish antennas for
satellite communication

B Use of Web-enabled devices for
the building automation system
which allows remote building
control and monitoring by
mnteraction of the central BAS
workstation with the remote
dial-up system via modem.

® Computer vision system (allows
counting of number of residents
within an airconditioned space
and informs the control system of
the distrbution of the residents)

B Internet-based HVAC system allows
authorized users keep close contact
with the BAS wherever the user 1s

B Intermet-based lighting system

W Advanced drives and artificial
intelligence based supervisory
control

B Computer vision technologies have
been used in intelligent building in
counting the number of passengers
and to aid lift control

® Sophisticated fire alarm systems
which include stand-alone
intelligent fire alarms and
intelligent initiating circuit sensors

B Internet-based secunty system

W Use of Web-enabled devices
which allows remote building
control and monitoring

=3 : JKW. Wong et al., Intelligent building research: a review, Automation in Construction, 14, 2005.

7). dlolE e} 2nlEaY
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AR, & AU &%, £5%, CO2, 717] &4 2=
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Building Steady-state Data Building Dynamic Data

Building
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HVACE&R System
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Equipment
information

4 FTE YA,

P93, 18(2), 2017.
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Sha Gtk (19 3-22). AMWlae] WEe AR ol WHe wgos Az

- 119 -



S 34, delolE Z1EE HVAC olu A #4 7]

Y
off
otk
e
R
2
1%
S
«@a
=
Do
S
=
o

S5, AA At FEGA F 4 GEe thole Wuoly B Fee
Aol gl T2 UiES WYL Bl exxdr] Al AYAAT
(9 3-29). ®&, tholzle AT FHS Fake] BBl PC ke muke
#el g dole 3 MulaE AFSL YUk

- 120 -



S EERARS)

=3, BuildinglQ slAbe &9 Bldlelg et Fehes VW 84S F3he]
=2 oA el g AR2E 83T dEHR] et 53], W

A= HolHE 43t A& 99 HAF AH2=E AFste =AF< b ol
H 75 F3EH 3= AHl=E BEFsta o I9 3-24+ BuildinglQARY] 7]
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[Z1¥ 3-24] BuildinglQ®] 717] sj&l &2 An) 2~

[} Building 1Q in Action frmme O CUONE SUC

Baseline Power

BIQ Optimized Power

Power (KW)
(D.) aamesadway

n— Time of Day
High Peak/L.ow Demand Charge Tariff

=3+ A4, HdelE 7Nk HVAC olvA] &4 7l< &, ArlAd, 45, 2016.
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stRor, ASE oyx 9 247l BRAA &F7]H] g A Aol A]
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[T19 3-26] AEdAE 3T AVAALH A=

(a) PVER|E4 (b) PVEE O &

Z . 2§ e, Machine Learning: A&, Au A, T8l HA3, 29Uy, = 1dUGHo g,
18(2), 2017.

VARG AR A 2"le] n dAYoly A|=Ee) A g8 Ha

, BE Al dde HWa ofd g A E vg Foe=A A
o

7Rk e s FET £ U ZE7IN FHE o AlzEol B A A4
ol e A ALY F e WHoE I Y I A" diFoR oy
ARE P2 9 AFRE PAS 7o s wdg vrED ¥A gloly 7w
M 451 2ddelHrE 2% A, 'A £4 = 7IAISE (Machine

learning) 71¥W& A &3th 347 WH(Artificial Neural Networks)2 53] 1%
oA X Zlcke] Wo] FEEHE= EHH: 7o g dolth. 53], FHZoe Ad34AH
S ZHte 2 3k 7)A S V€ E o9 &Y= (Hidden layers)S 712 9
g 7lHo] AT AREHT vk (IF 3-27). thEZQ] AtdlE " E
A3}t o= (Early detection: Prognostics), 23 ¥l =% (Diagnosis)et 7§ ®

l
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FZ(Advice)>.2 FA = += Deep FDDeolt}. 1¥ 3_27‘_0__ 2

e

2

£ Agstel ololde] 14 Bstn, el dAAL EEH
k. olgd Gy sge AntE wgel A4y sEE HHY
o},

(13 3-27] Deep learning 7|%¥F 17 2| 21

g A=A &

AFEE = Al 2EH oojAS U o2 Deep FDDE A -&3F Al#| &, Deep FDD

dE HoF1
o7 o3t

Normal operation

Normal data
1l
Data processing |- New training data
Pre- Fine
training tuning — W
2 Virtual sensor
Deep autoencoder

Early detection

Anomaly detection M Operation data

|

Diagnosis

=4 09, Q@ H49S o] &3 A9 X A Deep FDD, 1Y, k=41
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[13 3-28] Held 71d oA A

Outdoor temperature Suction temperature Discharge temperature

J: e &
& a g > AUtDEXamiest[row_oufFiers,|
& - 4 & # A tibble: 3 x
| Tout T4

Elec CompSpesd
bl =dbl=

db 1> bl E
175,183 2671.445

<
1 27.10 10,B456Q 1

: : & 4 B 4 |7 27.35 116260 46.56000 Jr92.296 2216.738
g P 4.-’ = 3 27.60 11.66508 4500897 §235.357 2724.275
' P B - : Wt ,
P o g
&
) 5 % s P ® A
I Indos oy
=4 &Y, |9 Y S o] &3 A XX eDeep FDD, 1Y, =1 Y H 3], 182, 2017.

7 2440 B AAEA A =H

sulE WYL Aol AAE P EL) AT EUA] AxHe T
Zai7] Bk YAl AxRle 2 wENE Y, AAE, AAFE B
J Y 3299 e JE TxE ZErh ANTE B4 F 2vlE

AFE 7S T 2nE 729 FRole HEA B HIHZAo] e, H
HZo] Agl7l 10cm oW HHZA 2ulE =7} w@o| AHgHATH HIFHZ2
2UlE 7l E3 159 H$o] QFEHE AlM AZslw AR 53 e
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o] A=, PIR (Passive infrared detector), o3 7FXA|7] 59 =F7F 2
o 5A I AAs 58 RaEdol & AXYU AF = XS A=
A AU A7) s FA7] 5ol AMeE

[23 3-29] = dAf Alz"le] 7484

Control panel
[ 1 I
/1 OO O
Door contact O O O
I
L 1

O

Reader Exit button

Electric
strike

<] : Shengwei Wang, Intelligent Buildings and Building Automation, Spon Press, 2010.
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=

=

=23 (A:Actuator)e] A o]

K]

3278 wiwtkel A A GA7F AAH o of
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[Z19 3-30] 4% A Hd +4

O O O
[ 11 il
D A
i it i
D A D
Control
panel more loops
= 2
D A D
f I R
D A D

Shengwei Wang, Intelligent Buildings and Building Automation, Spon Press, 2010.
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38) ol g, FAE, Aed A=Adv I AAL 5 Uk, AniAd, 46(10), 2017.

i

- 129 -



oV

A5 AV A Ae, dE ALAY 2~

10

[Z1¥ 3-31] 3}A)

A i
(a) PE sl 7| ASE

7,
<
3
80
o
/N
)
<]
UF
_.._Alru\n_
KIr
©
O
Q
—

7
<l
<F
0
e
N
|| =
2l &
O | | o
N
oy
KI0
of ||| || =
< 5
UE ol
& X
K
©
)
e
—

(b) RY 2mljl7| ASE

AnlAg, 46(10), 2017.
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(2% 3-32] &71%3} Adu dA I3 fF=2ls Z

o) ST} 24 50| RENS
ol , FAH, Aed A=AH| %Jﬂrﬁl AA L] F= WE, AnlAg, 46(10), 2017.
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ox.
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Hdo] dEH AL HAT v Yok [oTSHAANA BAASE & de Bt AH
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I | 1 1
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il 11
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<% : The Fintech 2.0 Paper, Santander, 2015
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49) CoinMarketCap, https://coinmarketcap com/, 2017.9. A 7]
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*** An Ethereum smart contract to sell a website for "5000 by March" |
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51) Hyperledger Whitepaper
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52) wikipedia, Cryptocurrency

53) " A" #4;HDigital Currency)= 71E9] 213 FEH(FHolY A#H)ete 2 543 7HX]7F HA
g FEHE AAEHE sHE AT

54) ofol {224, ‘7R HlEFQ 7H3lH fAFSAl 564 A , 2017.10.18.
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55) WEF, “Deep Shift - Technology Tipping Points and Societal Impact” , 2015.09.

56) IDC, “Is the Future of Financial Services orgs in Blockchain?” , 2017.03.

57) Gartner, “Top 10 Strategic Technology Trends for 2017~ , 2017.03.

58) Bain & Company, “Blockchain in Financial Markets: How to Gain an Edge” , 2017.02.
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62) Ukraine to Let Foreign Investors Buy Real Estate via Blockchain Technology, Finance magnates, 2017.08.
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N EEI ‘gl 2z MAA ¥ (Arizona Electronic Transactions Act)' 2 7jAste 2=
- A 71= 718t A9, AT 5 A= HEA 52 A4 (2017.03.)

weE ‘HEEZ =79 (Vermont Rules of EV1dence) = AIgsted ESA10 7I¥F AR
- £ oA (1913 Blockchain enabling, 2016.05.)

U2 0] defieo] SEAIY ojYMEBE S (2016.11.)

=7 @ SPRi, 54 dBlockchain) 71 2] tFd 2 - AR A &8 AW 9 AARH, 2017

n) = =@ 2 Y3 (Securities and Exchange Commission, SEC)& E24|2l
7 15 Blockchain Working Group)S sl EEA QA #3E A o]477}
DA & divlste] LIVt Vel HAERS VM F JEE FvEta 9

)= Zd o &2 A ¥ (Depository Trust and Clearing Corporation, DTCC)l] A

=8 =249 24714 Axoni E R3¢ ¥ FAE FA S WA
EZA)] AEZA S MASIE T ESAQA 7€ 7tede U4
2l

g sRsk 4349 AEE A

TN FE =] Fd2YQd FHAdR23Bank of People of Bank of
China, PBoC)2 2017@ 1€ EZAQ 7Iwte] 7AstHE Aldstst. =3+
2017d 6= EFA] H JAFATH 2 AVeE e A58 —’F—ﬁ@

Aoz oil 712 HFE AAO= S/0d A Algs xS AT. o4
AA Hae Q=g = F§ & 9
N =

A] xi=
% A, F§ VEYDT Bl A

=
L= d
il

-

3}
o},
FTATFs o] TP %%ol‘i%ﬁﬂ(Bank of People of Bank of

China, PBoO)< 20174d 1€, T= AW g3 B=
2E3H o 20173 6L S/ d i Al gk *Hivo: H]-‘T‘* /‘P‘%}& 1

= Bl
Atk old] wWEwW BE2A9 2@ JAFATH 2L AVE ALS HIHow F
A AL 7L AA Aol dze}h 7, F§ Bope] A A, FE 4
d wE} AL AP R F WEAT 2 A" A 0 B AdA 2

65) coindesk, China’s Central Bank Vows to Push for Blockchain in Five-Year Plan, 2017.06.
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66) coindesk, China’s Central Bank Vows to Push for Blockchain in Five-Year Plan, 2017.06.
67) LG CNS, IT¢} 589 §F-EFA<lo] =84kl A= |3, 2017.03.

68) Nasdaq, Chinaledger White Paper Outlines Industry Blockchain Standards, 2017.01.
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72) “Russian Government Announces First Blockchain Project” , The moscow times, 2017.10.
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TEFEALE ESAQ AXAILGLS NH, mlgojAlds, 23, il 5 2049
N SAAE Zodsta o JASABRIF, a5 FALE HAEA Sl disl
FEATE AYHLA Ik FEEAYY DRI LS A FAAZAE BE
Al JAFo &2 dAste 35 A JASAAE Mdsta ot E5AUES &
& A% W] AgHTtH sulAE WE Hek dFol} AEH FE gl
g e IFo R oY FAAE EHA ol&o] 7teT AR HiG

(23 4-43] 23 EFAJ0 HaAd AA

AT =
5| 2A} 7lEnE AL St/ g2z
= Zo2Ees| = e - FH/EEEE XS
" BrE W TAREoE| | [ MuiEEEs = ShE/7 e i
. Hmasiof|  olmrleEEs » S=ota) oitie 2

4 . FY3 HEAFE, 201611

e
b
Bl
e

Qe 20179 49 BRI FHeE CAZARUW0D BA 7
J0 AL YRR dgEe] BEA JEe BT BT
|22 THY dHol WAL HPFL s A AUl
s A4 wFwel RAA) AZdor Bk BEAAL BT
MAZE ARE WD PANE AFT W 5P A oRe} W ARE 2

o 2

33 ol Asad RoE nalth
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AR} ARAE FHOE Aito] hE AAALG 8 OAY FF Aux B
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Sl

A7 EE 20179 WEFTEA FUAL TRAY A BEAAL =8
o e =4 Y¥ol =gt ARAT YA ARSI AYLL W
Fulo] AH AN WEE EL FEO| Folste] TEHAZY BE, ZAEE,
rEo BA 5 72 PAMS RUSAT. AL A9, i A7
Ak FAAEA v, Lehel FAEE A2N(ARE) T FF - FHAW 2
of EEAUL U AEE AFHoR AP Yok LTS A
37 S8l AUEe DEETR, AZHPIU A AFRE SFwolo st
BEAQ 71&e A4T A5 FdEo] AARRA L Folsd LA ¥}
7 71we] MARRE & ol 238 F57t shssth AFEF e ")
asiEel T 9 AW 7 AF 7ol @ & olulz wEE & vk A
B FAEA dlvje] A% FLA BULA - LA BulaTt BEAA A%
2 ol g3tE AL o, RH] o, FAALE 9 - MET 5 %A Ak

A3E 84 7&

249 84 J]ee A dEr]&(cryptography)® P2P U EH =
(peer-to-peer network) 7| &2 FAHET o83 84 7]&9 o222 ojn] F£4
| Aol AHE A 53 Holy FA4 <l id B4 I3+ Al2H
o] EofollA &85 k. EFAR] 72 7= 84 Ve EAES
tfslele] ‘Al FA(reliability)” ¥ ¥ A(transparency)’ o]gl= SR
sttt o HoAe EFAIS olsfiste H Bag 84 Ve d5rled

P2P Y ER A 7|gol #s 3o

;

1. g3«

W rREA F A B4, APUNFF FE A A MEFEAT 2, 0170
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(cryptography hash function)= Ho]E7} W ZE =X
, A AkA H(digital signature)& ©lolE}7F A F2l(owner)oll

HA=AE TEIH

(o0
==

o
s
{

2

L o 18 oH
_OIL
k]

N L
o 18

g
X
T
-
o

ol
=
0

A BEAANA G
sk gsrleds deld A
AES™9} e thH7) ¢Est Fu

M1 71 (private key)2} &717](public key) 71¥ke] vl A 7] I53 LdudE, F
W71 71§k F2(PKl, Public Key Infrastructure) % wj-$ thksict.

o] HolM= £
AR A el A
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ol
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g_?i,
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sAAelA A AgHE 9
g
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7). ¢&3H# s A g4 (Cryptography Hash Function)

dasta S ATE Astr|o] SHA AT o thel WA AW
AT “deole dolo JHEzs 1A H(fixed) dolo Ao ujPst
©— 7 otk siAIggel o3 AAtE AFts BE O OCAAT 52 ‘A
& oolgt FEY siAgTE 22 4™ i 3 2L siAEE el
] ol A RS T Y=He A &E(fingerprint)’ olgtn % H3kTh L& slof A
© X dH€o=2HEH Fu AT dolY e ‘AsMdigeststx’ ZHsr] W
o ‘W AR o] A ~E(message digest)’ talx o}

di
AE =of, AAEA Bol AR&st= %’ AAAE o]&ste] R 3§

()
NF5E BE 5 Ak % BAAE URA A8 Bns Bdd & 45

75) Advanced Encryption Standard®] ¢FAE mlZEZ7]|&dATFANISD o&) AAD a3l w2

76) Message Authentication Code2] FAZ mW A x| 2] HEE 8H2lslr] Q) AlEHE= AR

77) Password-Based Key Derivation Funciton 22] ¢Fxt2 AF&A7F Q83 g A2 HE QAR 7S
ARG 25 g s

78) Ron Rivest, Adi Shamir, Leonard Adlemane] &% 7R3t vthd 453 dagFoez AAAY 5
Be Fofo A AR
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At B7} i3 & W, AE BE vx 23 T UHA #@e AE o AR
q& =01, 7 % 5 =27} Foh. YA ALAE o] &3t HX = x % 5 (&, x&
Fo Aot 22 s Aos) EA Ee el B xel dis Ho<= 0, 1,
2, 3,4 % st oz v HY] e HO= siAgdretar 22 & Aok

(39 4-44] 344 F5 A, BE BAD YHE 078 15704 jReAFE o)
S

Qg Al g4 ZTREAZY

AAFFAA A= BE gl o FUF AAFel e AF ol
‘3% oz} RET. 19 4125 2E EAD AUl s (00" R
‘150 A TBE FE SAFSE dehath & CE4F e 03 OoF,
Q7 e 01 ©F 27 opg@ek sl QAW o Agel F
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Nxﬂ b5 5H7] A F4EE  ‘MD-SHA )2 (family)’ 7} thE = o]t} 1990

S0 MDSHA SNzl ARAROL uo Aoy WAL 2w
wholl MD5E thAlE itk 1 & MD5E 104 o4 98] ALH o, 20049 =
o] gt AFEH o3 MA FHEFEATE HAA FHANA Hbe] FIFES
TA g EokollA dF AEE B 1O o9 EoldA e He AMSEA et

0-1N

MD5E thAe “2r#3t s|A] FEF=(Secure Hash Standard)” ol#tE ++3 o}
Z 199343 £ mHREF7|EATANIST)= SHA-0 F7istE oy Bt FA4 kA
o= utE #Hr)ska 1995 SHA-1S H#E3tgth SHA-1L 2% Hmo] Ak =2
zv7] W&o gA MAA F& Aoz "Wojgkoy, 20059 K- SHA-12]
g W30 FAsts ol X IaFHI HFE Aol wEA T
A H o2 SHA-1 AF8-< A FHDEPRECATED)
33 ot :LB‘ 4—1301]A19} o] 2017L4 Google 7€ 3 CWI 42HET AT+4
of ¢Js] SHA-1 & ¥4 A2 E AFstHAA SHA-1= 7R a kot

79) Xiaoyun Wang and Hongbo Yu, How to Break MD5 and Other Hash Functions, EUROCRYPT
(Ronald Cramer, ed.), Lecture Notes in Computer Science, vol. 3494, Springer, 2005, pp. 19-35
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[ 4-45] Googled} CWI k2HEZHE AF4= 22 SHA-1 #ts z= A= ©-& PDF
EAE WA Aol Eo] BJ (= PDFE ubeha Hj 7, Whd $-= PDFe=
vl 7, 28y SHA-1 ghe )

SHAttered SHAttered

The first concrete collision attack against SHA-1
htips://shattered.io

G Google

The first concrete collision attack against SHA-1

=

Google

Marc Stevens Elie Bursztein Marc Stevens Elie Bu!szw_ln_
Pierre Karpman t,l?ﬁ( ‘:I:L::;:z' Pierre Karpman A\'r;?:cﬂl:f;uzl
38 76 2c ¥7 F5 59 34 B3 4D 17 [ ] 38 76 2c ¥7 F5 59 34 B3 4D 17
9 E6 Ad C8 0OC AD CC BB TF OA — SA E6 A4 CB OC AD CC BB TF 0A

SHA-1 SH{A|Z] SHA-1 SHA|Zt

=4 T EE WE ATA

SHA-19] #H<ekAd& Hehsto] SHA-224, SHA-256, SHA-384, SHA-512 5o &

a1 ©o]E SHA- ZE‘r 23 . NIST= SHA-2R o £+ © <43 SHA-3E&

Eo}@] 2012d 71& dagE3+= A & Keccakol 2= ¢ lﬂlﬁg SHA-3
Al druElEo R AdASAI, 20151 SHA-35 32 LHEIATHD F 4-29
MD-SHA s dl2] &arz]& o 611*]37] Het %——C’a— Hlalskal QAT

<]

rlr 1o o]-J 5|

80)
https://www.federalregister.gov/documents/2015/08/05/2015-19181/announcing-approval-of -federal-infor
mation-processing-standard-fips-202-sha-3-standard
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{3 4-4> MD-SHA w9z &gl vl

ERER
qduE (H]E) Kol usl) upde
MD5 128 F=94 1992
SHA-0 160 F=94 1993
SHA-1 160 F=94 1995

SHA-224 224 112
2001
SHA-256 256 128
SHA-384 384 192
SHA-2
SHA-512 512 256
2001
SHA-512/224 224 112
SHA-512/256 256 128
SHA3-224 224 112
SHA3-256 256 128
2015
SHA3-384 384 192
SHA-3
SHA3-512 512 256
SHAKE128 d (29]) min(d/2, 128)
2015
SHAKE256 d (99]) min(d/2, 256)

HIEFRQl 5 EFAQ 7|soA F=2 AFE-H+= SHA-2569] diall & © AA
L 9lojo] Aolo] YHZEE Hto} A} 256 HIE S Zo|9

Hzke =83t o & S0, SHA-256 3] “I am a researcher in SPRi.”
= HWH g E 4-59F e Agks &¥3t. SHA-2562
256A8] o] o)A Zhe E™I=d BE 64489 16752 F7]3H}

8D AFHE Aol wel 7ol EtAAN HZ VEoze 112 ool X &
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{3 4-5> SHA-256 <A

olaiz}h

Q1 =4 7F | am a researcher in SPRIi.

64185294D7DDEE6CF1D31701184B323C314C07D1C359A227D0A0168A14ABF
E50 (644Atel)

01100100000110000101001010010100110101111101110111100110011011001
11100011101001100010111000000010001100001001011001100100011110000
11000101001100000001111101000111000011010110011010001000100111110
1000010100000000101101000101000010100101010111111111001010000
(256Xt2)

SHA-256

&
do PX r

o
1
N

f74423cd34c1d66c9a0c36b918eb2d
9e993a49b96ecfc29cdad2907634c4f
ed4

6af0630712b3922e78124d06beebeb
ece21adc81fcebd8659ad9dc10a570f
016

SHA-256

1111011101000100001000111100110
1001101001100000111010110011011
0010011010000011000011011010111
0010001100011101011001011011001
1110100110010011101001001001101
1100101101110110011111100001010
0111001101101010010010100100000
1110110001101001100010011111110

11010100

0110101011110000011000110000011
1000100101011001110010010001011
1001111000000100100100110100000
1101011111011100110111001011110
1100111000100001101011011100100
0000111111100111001011101100001
1001011001101011011001110111000
0010000101001010111000011110000
00010110
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EZA] TlwodA dE5TH AATTFE A 7HA BEHOEZ AMSEH AT
‘sl A] Z<2lEl(hash pointer)’ ZA] 83 &S sty B2 A A £l
He 59 E5& AR A48 F& 987 &850 HxE o5& glste 9
= FYP3. F, fA ZAEHE B9 FEA A T8 d4EEs T
=3

A EAJEHE ‘AdE2E(inked list)’ ¢ B3 AAS 72 Aok A
A 2E& e WEgd ™9 HolEHE AAT w AH&ste WH e sty
2 Wrgd dHolHE wAH R V&R ge Aol EAHolty. &, 1¥ 4-16
o e} o] W=Ee e o fXo MEL HolHE AAsta T HEE F4i

=)
ol Holgl el o F1Es] F=th olFA Fo=A T A HA Hloly
Fat 4 AZ2" 2 dolHdd I8 + AA E.

1o i

[1% 4-46] A28 2~E(inked list) o A]

Head

L Data > Data

Data -_l

Null

AP 2B} mRTIA R A EAYH JA o] HOHE eV d¥€=
oh 19 4-17°0A4 HO= 7Hel71a e dloly &5 siAlgte yetdn. z
dolg &5 o dloly £%9 siAgt= 7HAA 7] wWZel 7 viAl
tolg E59 siApY &1 gled d4dd BE HolH £5< e F Utk
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(1% 4-47] 3| A Z<IE(hash pointer) o Al

H( )

prev:H( ) prev:H( ) prev:H( )

Data Data Data

A ZAEE AA4EY ofUe AdH HolEH BEe MzE & 4
s Foh dold HARol FESA AANTFE dBRo] 2FW HHH = 3
Aol 913 AL 54 ZETh oHE 40 Qs AP Yol
229 ofm FolgE WA W dolE B o] AW RE BEe
A EQEE AR wkAA Aok webd g b dlolE BEe] A ghu
o o’ HolE WzE 4 ¢ & A Ak

AAAE S YA @AM F71 dHolHE A4S & Fa7kel o3|
HEEHA Adee BASteE d F2 AMSET HAE ABS AA437 Ao
AA FFJAAE FHsH7] A= US54, PKI(Public Key Infrastructure) &
B AFo] AstH Mo MAHo]l Fasity AN o] Hojxs BEFAQ
ZlEoll A AHEEE AAAY BAE JE AFE st A Akl

AAMEES  A™str] fsiAe ‘vlgiAY] dEskasymmetric  key
encryption)’ o ths] Lolof It} RSAS 7S wtiA7] 453 AE 4353
st 719F BEstste 717 A2 vE2Y. S, 19 4-18% o] HlolHE 4&
318 o] AHES e B8 Oo2E AT F glth weEA, HIUA Y] $ss)
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o2,
=

o
-

o stk Hu2 a3t
gt s WAls ‘tiA 7] drssk(symmetric
2 WAl Y% 712 g4

7l &
Sop wEHE T 4 A DEAY 47 FIH FDAEOBE AES 5ol

[23 4-48] WA 7] S=3} 2] A7

=%t 7| =0} 7|

« RSA, ElGamal, ECC & « A

«  29(repudiation) 2 0{4S

AAAEE HA7] 4335ty EALS &3 HAE AN AH
(sign)’ I} ‘& 2l(verify)’ o]zt /MES FdI ot wgA7] d53E
AeAE 718 Aol gtk AAAEAA= PR A1 olA e M
7] (private key)g} st Um =z sUE F7171(public key)zgt 20, NEFo=2
= 717 T o= J1E 7Y SNV 2 5 AAT, AFoA= AW A
Hoe= &2l Aol ¥idsty] wjiEdd &<l Ay dse =ol7] sl 718 AA
EE 55 FE5t ARERHh

M7= AAAMT Ade 98 e A2 223 2 EAR ok 71E
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HE 423 + Ao &, 19 4—199} 7L°l Sl s ,\}ao] 7H°‘?]a e
Al g OE AFE2 JiVIE dEEE & gl 28 " Rl &
oz At T/N7I= olvl &EA 7] Wil /72 dEdtE volHE

[19 4-49] HAAAHAA A7 F7H7]

Private Key Public Key

S|

« AT ALE (verify)

)
F=0rH 2o 2tE) «  ErQIOfIA S 71

ARG A A signold MAFNE 263 Aol 7072 HolHE <

sl Age Tt T AE2 AJINE &S AFERE & 7 7] WE

of mpx] Aol AAl MHstes A 2okal st AW Aol @E‘r. 8}11‘3&

AA MFe AEE T2 T ¥ 9]

astth WrH AAAEL AT F
s3le = Qith wagA AAAEE dHolHe AMY Wz

:d:
g/
N
f
o
1—'

QAA AR A S (verify)ol & FAZNAE A ALE A B o]k
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L Aqe wanh AANE &
A0 AY HolHE B9

=

CASh B7F AR ANE Brha AbgekA &, A AHUS B A4S LS
15t B A9 91 Ful@Tin st of A BE AY FA7IS muje
oz A4stel BY AA7E AB@h of
AT, s, ARY olue mE A
3 o B7F A A WS HHDAHE
FAG 5 917] BEolth. ol AAATL ol §FOZA 1A A

g

ST <1 A A S R ¢ A<
to rlo oo
w
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=
N
i
2
H
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N,
2 2
Mg e

2. P2P Y EH A 7=

7F N4

Peer-to-peer(P2P) W E] 3= #4HE A olA ==(node) 3t HlolEE &&
3 E

AZoNA = e vt AWt &
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I AT, &, BIEFQ] P2P HEQ Zd| Fosta e EE =Ev 19 4-22
At ol A e 727 BE2AAL B D Aok Fum 20174
124 &A 50t 7H Aro £50] AdEA EFAAN dZ2HAL SFAA4
7] 140GBol|l SHkata Qlk. 1§ 4-239 4 9f o] HEFR] EEAQlY] A
e WA F7s Ak
[1¥ 4-50] HIExQ] P2P HESR ZS] & Ev E5A% dAE 717
e 'H
frans:H | ‘ IrL:'“.H[I: fransH{ )
|

I_:I__'_'l
I"—"l I_I t‘—lsl.l_l
i 2 ) ke T

82) HIEFRIS] A WA £52 2009 1€ 3Y 184 15% 5= 4%
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[Z2% 4-51] #]

EFQ EEA29 =7] W3}

2010-07-15
1 MB

2017-12-06
144,909 MB
(141.5 GB)

2016-11-10
2015-11-10 89,477 MB
PIVRIRE 42,;317 361':5 (87.4 GB)
2013-11-10 25,334 MB (47.7 GB)
11,778 MB (24.7 GB)
(11.5 GB)
2012-11-11
3514 MB _
3.4 GB
( ) //
e
.
2011-11-11
529 MB -~

i

<] : blockchain.info2]

HEFQ YEYA FHost= =59 J4E 20179 12€ &) 28 4-24
9} Zro] 1wte] 7] AZo|th tFE w7} Buole} o Bxsu ¢t o
£ xcE e YEYIL F4E £ Y 5o nE=AY 79
HE8o] 1 s 371 FAolth
[19 4-52] E=Q] P2P Y ESHZ =& A3 (20173 12€ A
DETRIBUTION
11381 NODES

’: " :I* '--_. LTI
RANK COUNTRY NODES . "I'—.‘i" . - e
110127 ﬁ" ..:"‘ﬁ; : ot f" .
2 506 116 a,,'_l.- ‘ pe pg o .
uE ‘:':t-: = '-..
Zx] : nitnodes.earn.com

W&S A4
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MEZlAE MEND §AE 98] WESZ] Feld weo mabol

oy

oA A ARG S Bob E5S AL olE EFA L
bt 9 Fst ou, E5 A4 HAGeward e E 12.5 BTCr7F 01 4]
I =5 715d EE A seRE FUIE den Fa=E 20099

e of

3 =
A EE A4 Al S0BTCe| HAFo] FolFTh ol % =5 A4 HA42 210,000
= 2 vty dwrow AT Hi 10&C 3 JHY EFo] AAEHT
ol ¥l tiEF 4d BT "ok AASE v g2 1" 4-2500 A
A

[19 4-53] RIE=ES] E5 A4 HAg ¥vbgr] ag=

21.0M =fe = - e el et RS
N N{5625  0.78125
3 " 3.125
5 | 6.25
E X T 12.5
>
m ¥
= 25 BTC/
o . oc
= 10.5M X
m
g &
o)
|_
/50 BTC/
" block
i | ! | ! | !
blocks: o 210k 420k 630k 840k 1.05M 1.26M
time: zo09 +4 +8 +12 +16 +20 +24
years

Zx] : Bitcoin not BOMB
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Hao Rop E5 S FrIgH. ol EMAMHC] FESHA ¥ AT AT
EfRAAL Hdtdrop). ©® &5 A &RI7F BYUW old EF9 siApE =
43 E5S Ak olw 54 A4S Folof ok © AA ol g
TAE &0 7HE WA E5& WA id E5S P2P HER A 3z
@ P2P U EHZ #dsly J& e U2 =2 RE dAyd E50] &
gt AS AAlo] 7HA A e ESAQA FUkeit © HFTHoE E5E A4
3 e BEANAY HAY AYgFEFEEE wEr o] RE O AAHS AF

(1% 4-54] ol 09 A%7} BotdsE A 5o

1010111010101011101010101010101010...
0010111010101011101010101010101010...
0010111010101011101010101010101010...
0000111010101011101010101010101010...
0000111010101011101010101010101010...
0000...0000001011101010101010101010...
-
727H

* @

000000000000000000000000000000...0000

2N72 =
4,722,366,482,869,645,213,696

2MN256 =

\ v J 1.1579208923731641954235709850086%9e+77
Az FAGANME 54 20& 153 SHA-256 A3 Zolol 3t o
B AT & FojoF @t dollA MW PARE 5A SHA-256 @S 7+ ¢
g3e e A2 AAEE A9 BErbsstt wgA 54 23S S
SHA-256 #& & 2o ZAE desiANAHT. &, SHA-256 3 5 H4& ¢l
@ 7o) Qo] yelol k= Aotk 19 4-263 o] o)l Uekok 3t 09
N7t BETFE B9 71 BokA7] dizdd EAle OS5 oAHfdth 4
S0}, 0o] 72707 Yol EABN = 4,722,366,482,869,645,213,696WH 2] A S Ak
ol FAE F F Ut ol FHAAFHER o] BAE 7] A= 2 A
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[ 4-55] HIE =] % "@’“ Al Fofof st &A

prev:H( )

HErE 2

Nonce (256bit)

000000000000000000,1 d656c4

HI ) | He
Lk ‘ e49a5cdfd0f7 1aaae093a6689
—F— . 87d6%9042¢ ~d93 (1674
Hi ) | HE) HO)[HE) |
1 .
1 T &
|H{!,J Ht\}‘ ‘H{fl i) Hi ) | ) |H:!1 H[\" ‘ 00] 1871 (16%! %=

=, 727121 0 (28 =]0]
BT T A —-.0000090 0

Trans Trans Trans Trans Trans Trans Trans Trans |

52 SHA-256 il gto] ol® 54 HET Zolok st= XS WA 7]7]
Ael AHFFS WMIFAZ £ JE  ‘nonce’ FE ol T F, 19 4-27
o Ao} o] B-Zo] SHA-256 kS ulr] 93l noncedgl= Jolo] e WA
7t# SHA-256& Taflof gt} o= &Fo| x3% nonce # o9 ©E #HES

skl 7] W&ol nonce & WHAA AR T EF2o SHA-256 #hS whE
T At EAE wEA 7] flAAE SAE wEA ALE & e 18T

AFE7E ot =3 2561 EQ nonceE Uiro] AT teo AFE L
EA51H A= fFElsteg. HIA= S GPUSIY FPGA8SH, Al x]Jof ASIC8S
SOl AFel AMEEHI UTh

83) Graphics Processing Unit
84) Field Programmable Gate Array, A A 7}s =% &#
85) Application Specific Integrated Circuit, F%& Y=
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(29 4-57] ¢E3tH Ada ARG <9
2uA|ZH M{EE 1.BB1 T

#1

o
a

e #2

EET:
on
=

B8

i

2 0
L] g -3

¢ #a

E b BRI TR i B
Bitfinex (1 . E0%, ETC, ETH () AL 103,264 BTC #7

=
w
-
w
un

23] : http://www.cionhills.com, 2017'd 7€ & X)

dasty AL AFS AL A7V FEH EATRT B2 Ads
7b 1A HOE 9l Aol Tad AIE RIS FE A ZH(wallet)’
AR 2E Ao HEZAIN 22 453y A= iAol Ae E7hsshA
T A4 Az Had i1Vl Hob A=l wheEl sy F-Ael oS
=2 T At A=, ALY G2 = Aae Azl By Tl a9
A717F Ao] oAret= Addglel dEIHIY LU &AFE Rt

Jo
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http://www.cionhills.com

233 A%} (Cryptocurrency Wallet)

© %}iﬁf & Ayl fslA = 71<17](private key)e} &7 7](public key)7} B8
1= Ao AEE 93] AL NI = dEstEE v F=ag AL

o S
[“_

o %ii‘rﬂl A2 ol A7k TAN7IE At A=

st A2 dastE WHEY I AHEDAA, transaction)E EH T
OJAE AZE9 o J&E& s = &

sk Dzl(hot walle)s S = ¥dl(cold walle) o2 g

g2 el dAH Ao HfEo] no] AAE=A HIT 7t

o
dgle Yo AAHA g HEkol Aol AAZRH HmA b

My qo
oy }ov

o
)
N

]:“l_

|
e
rlo

f
=T e

=L

o>

4] SPRi, HIERQ] A&, s 7ot Aoz iy k37, 2017, 7.

CE 4-8> WEAQ FEohe w0 Am 2o}
A | (@aam) | gaaal Usp) | AR 8 9 |
Mt Gox | 850,000 BTC 474,000,000 | 20118 TEFE | AT qpeel wlESS A
BitStamp |  18.866 BTC 5,000,000 | 2015, 1. 4. | Mt.Goxe} @a] wAb ok
BitFinex | 119,756 BTC 72,000,000 | 2016. 8. 2. | Mt.Gox ol |t Wall A2
Yapizon 3,831 BTC 5,000,000 | 2017. 4. 22. | = A wal Al

=3 s 1A A

4-9o A o} o] A& —’F AL AA R WE2 a3 2o

P2 E F2Mt Gox) Al dEsE A4l Hx A AtElola A
& Atglelth 2010d 7€ A= Wz (Jed McCaleb)2 HIEZJAI AA| 53}
B ARE Y8 vRE Fage YAIES AA HZE2 TS 20149
Aoz Tt AAHS Y] JA7A A HA BEZS Ao 70~80%E 2dk A
A H vlEZ] APAHGTE 20119 3€ FEo| AFses ZF2d A
nl= 7hh @) ~(Mark Karpeles)7} wp&E 2= 2l
s o] wAste] 8757 =) st A%
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HA s o2 7 HEFAQ] 759 Jjek AAF RIEF]] 107 7RV =dds) 3
Al AA 49 7,400%F g8 SAE da 9B Hdd 4k AR ol F
2015d 8€ CEO9Q! mi=z= 71dd 2= ALY, 38 59 do=2 F&5A. 20159
A=A (WizSec)e] z=AF Aol ofstH U}%E -?T 7} Qdoid HEFS 2011
W SRk E g dElhot walleholl A A% =dd3d 2oz A AEo] W

(BltStamp) AATE iAoz A AMZ 5009 @3 Ao HE

O _/

LAY
L 0@
oﬂ (K
r°l‘

9l AHglolth 2011d £ Ed|YolollA AHe nEA-IZE 2016d
A A A l 2919 HIEFQ] AAh 20159 1€ 49 AHE 24 2687
NA= “HE2g2 dBitStamp Hack)’® olgts WAIAE 7] 3,100702] ¥
EFQ ZHE AZFoE 2-3Y9 H<QF F 18,86671¢ HIEFQNS EAZkTh ol=
ZFA tiEF 5009 2 A3 7Ex ¢} st om HIEX®EIZTY ARSE HAA HE
19 12%°l sttt vIEFRIC] 19 3t oA ALY AP = &
AR A& vFo] ks o 3 Y9 A7 FEE AR FAHHEAG.
Z, Ay o 2Ry EEEo HEIIS HAsSE Ft Yd(cold wallet)ol
AzE HEZQIL Izt gt rE 2o gy i EA 5Y & A
H| 2~ A437F Hlom 1749 golH EFQ A= BAdS oF&55H3
=

AL o] Al d&f AtEE 7=

H o]F HA mEZJA A 10%

& % 3huith 20169 8Y 29 3
6 BT

E Y 2~(BitFinex) Atile wHEE F

HAh HESY2E 20149 FFolA A

Fe FIete AlA Ao nEZ] A
2l

Z w2 ZA AMZ 7,2009F @< 119,7 C7} WA Uz} ol= B E]
Yoh gelshe AA vlEzele] 36% H%éu} 2016\ 89 7Y HE Y
AN BE D4 A4S 36.067%9F AEHOE P mX stk BE}

2bell gk =4 BE2 DAl HIEFQ AlA9 A BFX E£3

BFX EZ = 1€2)& A F3ATN. vEI Y= 20179 49 Ao A &gt
EE BFX EES 35t 19 48 =T nddty EEigoy, 14
1EFRQIS 7HA7F 58 AS n8dud ol FAS BAbo] oYz

ofy] &(Yapizon) Atale oA A A WA BIEIQ] Ad s A

87) 100239 &45 Hoktd 100 BFX B2 AlF
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(22 4-58] HIEZ ISl A A

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

Hash Hash ] Hash
¢ | -
Owner 0's Owner 1's Owner 2's
Signature v Signature v Signature
o s
® o
Owner 1's Owner 2's ‘ Owner 3's
Private Key Private Key Private Key

<] . Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, 2008.

‘milkywaymasta’ 2= 71HES A&
# S JFEA Zrth EEW TV AbElel o] 433ty
2o AR1717F rEEE Sd GEIH Y AFAE AFE FASH] o8
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[19 4-59] EEHM L TV A Foll WEZRJ] &fAke] 7i1717F =& 5o g H
g

12 days ofb.&ram
HOW TO GIVE A BITCOIN FOR CHRISTMAS

=4 EEHITV

2o ARH A7} o4
F20] o8 §EHE ASE AW, hF §F Ane d5sH Aga A
ol AFE 1A AN FEH ol BTl =, GzstE A ast A7t
A8 Tl AUAS kR mEex Fa) A A YR &
Foz MU} F2Ho Bj Hs)st HyeA Bk,

. ICO && A7) AHg &4

ICO(nitial Coin Offering)= &ZA|% 71&& ol &3ty 71&d &= 2EHEY
of Exat= wWhalolth. a8y A ICO7F 3 A(phishing), 41-&AF~7](scam), thgk
Al AF7]1(Ponzi scheme)ol] o] &l wa} FExxo Al Fs|E Fa1 A} 20173 9
4 AUt 9 F5 2okd w4A g4l ¢ Kik19® ¢ ICOA = A& 9
A A 7F A2r|Yo]o Kike] ICO 3o URLeletH 7M1 F45 FEI At
E AT Al SEAEHLI= FAAIEOA ‘XA wA| 7] (pump  and
dump)’ S FASE APZIEES FYE A IHF v A = =58
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88) A71gFA&A, 2016. 4. 28.2F « ‘UPAStHE dF WS, UdA ALY HAAY REAE 3

http://www.yonhapnews.co.kr/bulletin/2016,/04/28/0200000000AKR2016042805900006 1. HTML

89) FHAYAZA, 2016. 6. 20.2 “7IA JHEStE 1609 W A Hul, B OwA 27 GA dix
5 F&7|A ¢ REAE HT

90) FHEAWAHZA, 2016. 7. 27.2 “7H3stH o] 3709 TEA AZIGA dE FEHI|LAT R
A5 Fa

91 http://www.yonhapnews.co.kr/bulletin/2016/08/25/0200000000AKR20160825043700004.HTML
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=7 @ SPRi, =W ] 7HdEst 2 ICO #d A FF, 2017, 10.

ICOE &3l Arg< EBEXste =eEHQA Hg 7ey B v 7kx #
ol HA 7] W&o FA Al AFd #wo] FHgsith 7)ol [POdnitial
Public Offering) A& AX|7] 3lAe €A 71 49 243 H wj&d
Sol U 7|FMe wrEsfof sy, ICO A 9 A (whitepapenE F3 71
ARE Fs719r stA @t oo [PORTE ICO 78k 7ol gt 7S 3
7V ARstE A zFUF Bt B fj@ Aol EoF dw FAAY U A=
sttt ICO 7gte g2 BAE W 7ol g ZIsgoly vz 7X|o dig A
3k 4 glo] dssty EdFo Hed It BAAEY “EA v B2 = ]l

3 =4 WA JheAdol AR ATh

ICO A&o 2 AFH 22 o B
ZIdel digk 2kl tisll o) = Hasit ArdAely ZEdo] HSHA
7ol 714 7HA7F =2 H X% 3l =

g Fole AU A 7|d 5= A &= 75‘%7} TF Aok olHF 7
TP BEF2 Gzt AaolM A7

ANAARY] A=A A7] wZol FAANA &3]

ol A AFAMY AAZT} vl W2 A5 ICO 7|wke] T

al
o
Zaof s,

O X rlo

- r

> XM 2 Fo§e 19

ICOEZ FEAg& w1 7| €58 AUE 1A Zolx HAS=E AET &
A7 AARA = vFstth obA 2 dEstd e digh ¥ - A=V AE FH
o] A K37 Wi FAAIE A4S BEAY AVE FElE AEXHOE BT
& A7} wpge] gtk © yolrt dastH e 33 A FAFASEHAY o
A Azt 523 Yo

S0l oo Iel M= ICO7F A A =AY, sflddA= ICO7F SHE

92) http://www.yonhapnews.co.kr/bulletin/2017/06/22/0200000000AKR20170622116600061.HTML

93) = 8HU3 9€49A “ [7ME3s BAZIH &5 TR NH - 7P8st 38 9 333 nex
g

https:/fwww.fsc.go.kr/info/ntc_news_view.jsp?bbsid=BBS0030&page=4&schl=&sword=&r_url=&menu=7210100
&no=32027

94) =W 23 A& FAdstHE 3
A olZe HZ M= 59 ﬁzﬂ% zk

95) ‘7F vlE=ZQ J1AAEHE SAFE4A 564 A | olo)l {224, 2017.10.18.

| o]}\l-,] g AA 33 HAF 7009 A o)A wiEH, 1,000
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< A 71E WES AE3E T Aol EAT

<E 4-10> 1CO° Wit Z=ref A4 d& (2017'd 10€ A

=7t A A% H] 31
Lo | 20174 99 3% Fgusde 53 U BE 102 MY FAstL 712 | L
ICO rolge SRl Hae A a7 @
0% | 20174 79 0]F SAAUYSEOE 1CO0] H EUY A8 A
@7 | 20179 99 93 FAUSFSO)E BE FEe) 1CO AR 2K 27
g2 20179 99 52 ISUSASFOL $2 50Y Ouol B 4 USS YH | 4
WlEE | 20179 89 A7lEE 2§URIRMAS)S o0 SUNEY A8 A
nopa | 2017d 9Y 2912 IFUSAFINMA) 2905 78 et A% o | o
(o]
ORIIBIZIE | 20174 9% 1CO A1 Wa L 109 T sfol=akel W A
. mapa
Bt 292 lico a4 2l 5 o
ox | 2017d 99 8% SUEAALASICNE 1CO0] ol RABTGE AY W |
o5 SRR

¥ UE

=74 A& 7IA AT

Z2e 20179 89 309 FZAEUF S} 7HE ICO Feolo BAH3
2l e olgks AA IC0S B3 Agryol F2aUA AEAA 2

7}
|
AME RS Blwz & Z2aE 7193 AT Fasinh ol F 949 4<d

n=2 2017d 7€ FH

A
AWY 9 BHoR Hu 3

% Ay %Ml 488 WAL XH;’- =g 3
del Fojolt FU A4E W AL A WF FAY FAE A80
Weolth AT, 100 AF =T W2jo] POSt ALy o] ZAM FA
Age 9T & Y Ao By Uk

96) http://biz.chosun.com/site/data/html_dir/2017/09/14/2017091400899.html
97) ‘Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The
DAO’ , Securities and Exchange Commission, 2017.7.25.
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M ol= =l 73 74\’/11/\01] gk A ARz o]
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98) =& ¥3 9€4YA “ [7M3EE dAVI® &5 TR AH - 7H3est 3% 9 a3 BRex
g Fu

https://www.fsc.go.kr/info/ntc_news_view.jsp?bbsid=BBS0030&page=4&schl=&sword=&r_url=&menu=7210100
&no=32027

99) w993 949 29¢A “[HEFa] 7|#E XA HAHES A% [7PEs A7 &5TF] A
Z” RzFazxg Fa

https://www.fsc.go.kr/info/ntc_news_view.jsp?bbsid=BBS0030&page=2&sch1=&sword=&r_url=&menu=7210100
&no=32085

http://biz.chosun.com/site/data/html_dir/2017/09/14/2017091400899.html

1000 MBN 2=, =] 19] 7Pdstsl Agid B4, AAAE 19, 2017.12.14.
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