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Why OSS in DoD?
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OPEN SOURCE SOFTWARE &
THE DEPARTMENT OF DEFENSE

Ben FitzGerald, Peter L. Levin, and Jacqueline Parziale

Foreword by
General Hugh Shelton, U.S. Army (Ret.)




* Everything was going well for us|militarily in Haitijuntil the

White House asked me to send information in a specific format.
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the format they desired.| My team contacted the vendor for helpland,

predictably,| they refused to modify the software to help us. This is a
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 Today, the U.S. Department of Defense|(DoD) is one of the largest

consumers of open source in the world.
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http://www.wired.com/2010/08/cia-software-developer-goes-open-source-instead/

CIA Software Developer Goes Open Source, Instead
BY NOAH SHACHTMAN 08.04.10 | 10:40 AM | PERMALINK

5 Z2 27|18 & X clean/fix/modify & 5= QUCHH?

» Imagine if only the manufacturer of a rifle were allowed to

clean, fix, modify or upgrade that rifle.

* This is where the military finds itself: one contractor with a

monopoly on the knowledge of a military software system.”
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Why OSS in DoD?
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https://federalnewsradio.com/on-dod-podcasts/2016/09/on-dod-open-source-software-in-the-defense-department/
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On DoD: Open source software in the Defense
Department

By Jared Serbu &jserbuWFED —
Share @ o @ XX (= i3

September 14, 2016 11:00 am 'ﬁj 1 min read

On DoD: Open source software in the Department of Defense

0914516 1100
Download audio

The Defense Department spends billions of dollars each year to buy and build software — not just in its enterprise IT
systems, but, increasingly, as a vital aspect of each and every one of the weapons systems the military places on the
battlefield.

Or, as Defense secretary Ashton Carter put it earlier this week:

“In today's world, there's no peint in having all of our ships, planes and tanks unless you can connect and secure it all.
We spend an enormous amount of effort and money on this, and it's one of the areas where we welcome people to
come and help us."

But a new report from the Center for a New American Security argues the department needs a drastically different
approach to building and buying software to break a longstanding habit of buying proprietary systems and move to a
world of open source.



https://federalnewsradio.com/on-dod-podcasts/2016/09/on-dod-open-source-software-in-the-defense-department/

 As Defense secretary Ashton Carter put it earlier this week:

« “In today’s world, there’s no point in having all of our ships, planes

and tanks unless you can connect and secure it all. We spend an
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areas where we welcome people to come and help us.”
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the department needs a drastically different approach to building

and buying software to break a longstanding habit of buying

proprietary systems and move to a world of open source.
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http://dodcio.defense.gov/Open-Source-Software-FAQ/

CHIEF INFORMATION OFFICER
U.S. DEPARTMENT OF DEFENSI

CONTACT US

LIBRARY

HOME ABOUT DOD CIO TOP PRIORITIES IN THE NEWS OPPORTUNITIES

Open Source Software FAQ

DoD Open Source Software (OSS) FAQ

Frequently Asked Questions regarding Open Source Software (OSS) and the Department of
actors to understand the policies and legal issues relating to the use of apen source

Defense (DoD)
0 S S FAQ not constitute legal advice and any legal questions relating to specific situations
. L J i R

- e eare for information only, and do not constitute an endorsement of the product/company
A collaborative version of this document is published in Intellipedia-U at hitps:fiwww.intelink.goviwiki/Open_Source_Software_[0OSS5)_FAQ

Contents
+ 1 Frequently Asked Questions regarding Open Source Software (055) and the Department of Defense (DoD)
+ 2 Defining Open Source Software (0O55)
+« 2.1 Q: What is open source software (0O53)7
+ 2.2 Q. What are synonyms for open source software?
« 2.3 Q. What are antonyms for open source software?
« 2.4 Q: Is this related to “open source intelligence™?
= 2.5 Q. Is there a name for software whose source code is publicly available, but does not meet the definition of open source software?
+« 3 055 and DoD Policy
« 3.1 Q: What policies address the use of open-source software in the Department of Defense?
« 3.2 Q: Isn't using open source software forbidden by DoD Information Assurance Policy?
« 4 General information about 0SS
« 4.1 Q: Is open source software commercial software? Is it COTS?
« 4,2 Q: Why is it important to understand that open source software s commercial software?
“ 3 Q: Are "non-commercial software”, "freeware”, or "shareware” the same thing as open source software?
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http://dodcio.defense.gov/Open-Source-Software-FAQ/
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For at least 7 years, Borland's InterBase (a proprietary program) had
embedded in it a "back door";

AL O|O|E{H|O| A 0| back-doorZ} QUCI=Z @27

When the program was released as OSS,
within 5 months this vulnerability was found and fixed.

1 SWZ7F 0ss&t k| X} 57HE otof] 0SS HSLIE|7} back-doorS 74| LH

This shows that proprietary software can include functionality that could
be described as malicious, yet remain unfixed — and that at least in
some cases OSS is reviewed and fixed. cleared, for example
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"DDS”

(Defense Digital Service)

https://www.dds.mil/

Our Mission

“often our progress is hindered
by outdated tools and practices

that lag far behind private sector standards”
y
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http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/510587_dodd_2017.pdf

SECTION 2: RESPONSIBILITIES AND FUNCTIONS

DIRECTOR, DDS. |The Director, DDS:

a. Plans and conducts pioneering work to deliver improv using
knowledge of the latest practices in software development, consumer internet technologies, and
technology management approaches by:

(1) Supporting adoption of best-in-class software practices, including agile development

methodologies and open-source practices, for the development and deployment of new and
existing digital services.

(2) Utilizing the most effective means for improving digital services based upon
quantitative and qualitative assessments of users’ needs.

(3) Deploying top talent, in a variety of skillsets spanning technology, strategy, business,
and management to support redesign of DoD’s digital services.

(4) Initiating efforts to identify and evaluate cyber security vulnerabilities and
deficiencies in DoD digital services and makes recommendations on the departmental
prioritization of cyber security red teams.
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Hack The Pentagon

i T, I_ =1 77 I o
H a C k |i| E -II__ A oo" The Defense Digital Service launched Hack the

Pentagon, the first bug bounty program in the
x_I = o history of the federal government. The program
() _I_ xl' -l-l won praise from Secretary of Defense Ash Carter,

who wrote: “| am confident this innovative

initiative will strengthen our digital defenses and

* x A E ultimately enhance our national security.”
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RESULTS THAT EXCEEDED EXPECTATIONS

13 MINUTES 200 REPORTS IN 6 HOURS 1410 HACKERS $75,000 BOUNTIES PAID
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Hack The Pentagon

The Defense Digital Service launched Hack the
Pentagon, the first bug bounty program in the
history of the federal government. The program

who wrote: “| am confident this innovative
initiative will strengthen our digital defenses and
ultimately enhance our national security.”

Hack The Air Force 2.0

Working closely with the Department of the A
Force, the Defense Digital Service launched its
fourth bug bounty program, targeting unclassified
Air Force systems for the second time. With the
largest payout in any government bug bounty
program to date, Hack The Air Force 2.0 awarded
§125,000 in bounties for 110 vulnerabilities
discovered. Open to hackers from 32 countries, this

community of hackers paid by DoD to find new
vulnerabilities while building upon our partnership
with Twenty-Fourth Air Force (Air Forces Cyber).

https.//www.dds.mil/
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https://www.defense.gov/News/Article/Article/684616/dod-invites-vetted-specialists-to-hack-the-pentagon/
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. ollmer, ommunications Mainienance squadron infrastructure theater mainienance
section chief, and Alr Force Staff Sgt. Bradley Anderson, 1st CMXS special communications maintenance
technician, work to test their training network at Kapaun Military Complex, Germany, Jan. 8, 2016. The 1st CMXS
supports bases around Europe by working side by side to improve and optimize the bases networks. The Defense
Department is launching a pilot program to allow vetted computer security specialists to do their best to hack DoD
public Web pages. Air Force photo by Staff Sgt. Armando A. Schwier-Morales

PRINT | E-MAIL f|v]e]+ EK

WASHINGTON, March 2, 2016 — The Defense Department is launching a pilot program in April to allow vetted
computer security specialists to do their best to hack DoD public web pages, Pentagon Press Secretary Peter
Cook said today.

“Hack the Pentagon” is the first cyber bug bounty program in the history of the federal government, Cook said in a

0|2 M8 AAA A|X AL

statement issued today.




https://www.wired.com/story/hack-the-pentagon-bug-bounty-results/
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https://resources.github.com/videos/open-source-at-department-of-defense/
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Open Source at the
Department of Defense -
Why it matters

Modern technology and cyber security for the U.S. government is fundamentally dependent

on modern software development practices. Sharon Woods of the Department of Defense
(DoD) shares how open source is a critical in improving the DoD's technological relevance
and security.

This presentation was recorded on May 23, 2017 at GitHub Enterprise Summit Washington
D.C.

/




_ Sharon Woods
« M General Counsel(1Z2H3 A, DDS

LinkedIn

Sharon Woods is the General Counsel for the Defense Digital Service (DDS) at the

U.S. Department of Defense (DoD). She provides legal counsel and bureaucracy

hacking expertise for a team of private sector technologists working on high
iImpact challenges at the Pentagon. She is also the project lead for Code.mil, an

experiment in open source at DoD. Prior to joining DoD, she was an attorney

for the U.S. Department of the Navy, specializing in information technology

acquisitions. She holds a law degree from the Washington College of Law,

American University and bachelors from Johns Hopkins University.
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MISCONCEPTIONS ABOUT THE SECURITY OF OPEN SOURCE SOFTWARE

Discussion of open source software in national security is often dismissed out of hand because of technical security

OSS= AMESHE 58 5F7F et x5 5700l OFotht —(X)

licensing does not mean thaj changes to the source codemust be shared publicl

* The ability to see source code is not the same as the ability to modify deployed software in production.
* Using open source components is not equivalent to creating an entire system that is itself open sourced.

As In-Q-Tel’s Chief Information Security Officer Dan Geer explains, security is “the absence of unmitigatable surprise.”?
It is particularly difficult to mitigate surprise with closed proprietary software, because the source code, and therefore
the ability to identify and address its vulnerabilities, is hidden. “Security through obscurity” is not an effective defense
against today’s cybersecurity threats.

In this context, open source software can generate better security outcomes than proprietary alternatives. Conventional
anti-malware scanning and intrusion detection are inadequate for many reasons, including their “focus on known
vulnerabilities” that miss unknown threats, such as zero-day exploits. As an example, a DARPA-funded team built a
flight controller for small quadcopter drones based on an open source autopilot readily downloaded from the Internet.
A red team “found no security flaws in six weeks with full access [to the] source code,” making their UAV the most
secure on the planet.??
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—
£ https://s3.amazonaws.com/files.cnas.org/documents/CNASReport-OpenSourceSoftware.pdf?mtime=20160914173014 Y , OI g’l-oq XI-[:HU"j
ﬂ Open Source Software Foundation P g P P P / 'g_. \ = 4L

\,/ EWHA WOMANS UNIVERSITY



OSSOf| CHet & X|/ 25}

MISCONCEPTIONS ABOUT THE SECURITY OF OPEN SOURCE SOFTWARE

Discussion of open source software in national security is often dismissed out of hand because of technical security
concerns. These are unfounded.

To debunk a few myths:

licensing does not mean that .-- O o code must be shared publicly.

deployed software in production.
open sourced.

L US| aNalal=1a
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https://github.com/blog/2455-github-supports-open-source-provisions-in-national-defense-authorization-act
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 After all, DoD has a long hisory of using and creating open source

software, and adopting policies to support these practices. Earlier this year,
DoDz OIL|2} NSAE ?lAlet 35 = Z+5 OSS= #0| =Ci

software community and modernize software practices at the agency. DoD is

joined by a growing list of U.S. federal agencies adopting open source,

including the National Security Agency and National Aeronautics and

MM CIE 5SS =8Y, H2, 4d IE0| 0SSE §0| =L}

« We are encouraged to see governments around the world collaborating

and embracing open source to promote efficiency, innovation,

and security.
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Quick List of FOSS Software Used in the U.S. DoD

ACID AMANDA Apache Autocont

L.
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1 I
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e ey el ~ — e
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mjQa O |oE

GE0B Zhostscript A

=] & |

J Jaxen Boss JOOM Jikes SIP
K
L Linux (Fed Hatl  Linux firewalls Lsof
- .
M make Maxima MIMEsweesper MRTG MIF
ntop NTP
.
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—
sed S LINUX

Zl<ic|H]| @« ||o]9jOo)=

M =€) 2<

Source: Use of Free and Open-Source Software (FOSS)
in the U.S. Department of Defense,
Version 1.2.04, Jan. 2, 2003, MITRE.
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https://www.theverge.com/2017/11/14/16649042/pentagon-department-of-defense-open-source-software
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ThelPentagonlis setito make a big push/toward
open source sottware next vear

The Pentagon is a software-intensive workplace

9 2
By Kelsey Atherton |m ‘44pm EST 201 7 1 1 _?_J l.

f ’ B SHARE

A \fatal excaption . ) ( : . E3
HBBIBE3GE. The current ap ytion willl be terminatgd.

# Prass any key to termina 2 current applicatiion. '
“ Press CTRL+ALT+DEL jaganin to restart your computer. You will
lose .any upsaved - infermation in al) applications




https://www.theverge.com/2017/11/14/16649042/pentagon-department-of-defense-open-source-software

-|Besides cost,|EsL:IEMY S 8 cr compelling explanations for why the
militaryiea- ey PS IV 2SN =W, (S I=R= technology outside

the Pentagon simply|advances faster|than technology within it, and by

avalling itself to open-source tools, the|Pentagon can adopt/those

advances almost as soon as the new code hits the web| without
et Rt tlehRis OSSE 7IOfF 7| =tH=tof| W= & -3 StCt

t Open-source software is also more secure than closed-source
software, by its very nature: the code is perpetually scrutinized by

countless users across the planet, and any weaknesses are shared
T E A OSS= Closed SW ELC} HQIO| & 25}LC}
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https://www.wired.com/2010/08/cia-software-developer-goes-open-source-instead/

CIA SOFTWARE DEVELOPER
GOES OPEN SOURCE. INSTEAD

For three years, Matthew Burton has been trying to get a
simple, useful software tool into the hands of analysts at the
Central Intelligence Agency. For three years, haggling over
the code’s intellectual property rights has kept the software
from going anywhere near Langley. So now, Burton’s
releasing it - free to the public, and under an open source
license.
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http://www.wired.com/2010/08/cia-software-developer-goes-open-source-instead/

CIA Software Developer Goes Open Source, Instead
ALINK

ot AL sw &3 HRE SHoHH
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one contractor with a monopoly on [the knowledge of a military

i -1 PO b | =R S T B 0 (| software source code.

This i1s optimal only for the monopoly contractor, but

H2 =XH0| |1 N3

severely| limits competition A™M=S Z51A oA £|H

creates|inefficiencies & ineffectiveness ©

reduction of opportunities for the industrial base,

wastes taxpayver-provided funds'| EliR L CY E=1=,




https://gcn.com/articles/2009/10/27/dod-open-source-guidance.aspx

DOD's new rules promote open source
By Joab Jackson Oct 27,2009

New Defense Department gquidance puts open-source software on the same level as
commercial software and urges DOD agencies to evaluate it on an equal basis with

DoD M| 70| E2}Ql — OSSE Closed SW2l S59| CH$

"To effectively achieve its missions, the Department of Defense must develop and
update its software-based capabilities faster than ever, to anticipate new threats and
respond to continuously changing requirements," wrote acting DOD Chief Information
Officer David Wennergren, in a cover letter to the guidance, which was issued Oct. 16.
"The use of Open Source Software can provide advantages in this regard.”

The new guidance answers a wide variety of questions that have arisen within the
military ranks about the use of open-source software, particularly around procurement
and sharing. It supersedes



https://www.cio.com/article/2423429/enterprise-software/dod--open-source-as-good-as-proprietary-software.html

DoD ODen Source As Good As ProDrletarv Software

OSS= BnE o IM EPE sw01| 23 IXIII 9£=

saying it is equal to commercial software in almost all cases and by law should be

ource software

considered by the agency when making technology purchase decisions.

computer software""8 Tired to include open

source when evaluating software that meets their computing needs.

Ofs Top 10 Open Source Hall of Famers
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GPS

* In 1997, US. Secretary of Transportation:

"Most people don't know what GPS is.

* Five years from now,
« Americans won't know how we lived without it
« (&1: EU GSM A E3tE= 1991)
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« GPS was developed in 1970s by U.S. DoD

https://www.thoughtco.com/global-positioning-system-1434622
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RCRWireless

|| WTO deal fould boosi cdmaOne in China

REILY GREGSON ARCHIVED ARTICLES, CARRIERS

It is known that the U.S. stance on China’s entry into the WTO has changed following the MoU between

China’s MIl and Qualcomm.

support for a nationwide cd ”U.S. Stance Oﬂ WTO Changed
following MoU between

forward to participating in t

Q0000 - China MIl & Qualcomm”
January 1, 2001
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