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Summary

This study deals with the process of developing SW safety classification and
SW safety common criteria so that software safety can be taken into account
not only in existing software safety considerations but also in the newly

created industrial sector following the advent of the 4th Industrial Revolution.

In order to derive the SW safety classification, related studies in various
fields where safety is important were analyzed and the safety classification
based on software was also analyzed. Although an industrial based safety
classification study approach was applied to derive SW safety classification, the
research was carried out using a software based safety classification study
approach, considering that it was not suitable to derive SW safety

classification.

SW safety classification model was defined first before SW safety
classification was derived and utilized as reference to MIL-STD-882E. After
selecting the SW safety classification model, the SW safety classification draft
was completed by improving the SW safety classification model by analyzing
relevant research in space, aviation, medical equipment and automotive fields
so that SW safety classification can be utilized in various fields. The SW safety
classification draft was reviewed by an expert advisory group to confirm the
adequacy and appropriateness of the SW safety classification draft, and was
supplemented with the draft SW safety classification to derive the SW safety

classification.

SW safety classification can be performed using a total of 5 risk severity

_Xi_



and a total of 4 software safety control level and defined to take account of

all new industrial sectors derived from the 4th Industrial Revolution.

To justify the derived SW safety classification, verification was carried out
on systems used in the existing software safety sector and systems in the new

software safety sector, and SW safety classification was verified as appropriate.

Based on the software safety risk index determined through SW safety
classification, SW safety common criteria was derived and studied to perform
appropriate levels of safety activities and techniques. For safety activities, the
U.S. national defense standards and NASA’s Guide were analyzed and the
applicable techniques for safety activities were derived by analyzing the

standards of the automobile domain.

The SW safety common criteria comprises a total of 22 safety activities and
17 techniques, and the recommended safety activities and techniques are
defined by differences in the software safety risk index. The applicable
techniques for each safety activity and safety activity are defined for the

desired utilization of the SW safety common criteria.

In this study, the SW safety classification and SW safety common criteria
were derived from the advent of the 4th Industrial Revolution, and the basic

data were prepared to present SW general safety criteria based on them.
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6.4.1 Specification of safety requirements

6.4.1.1
be specified by an appropriate combination of:

a) natural language, and
b) methods listed in Table 1.
NOTE

To achieve the characteristics of safety requirements listed in 6.4.2.4, safety requirements shall

For higher level safety requirements (e.g. functional and technical safety requirements) natural language is

more appropriate while for lower level safety requirements (e.g. software and hardware safety requirements) notations

listed in Table 1 are more appropriate

Z£X : ISO 26262 Road vehicles -- Functional safety -- Part 8
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Table 1 — Specifying safety requirements

ASIL
Methods
A B C D
1a Informal notations for requirements specification +4 ++ + +
b Semi-formal notations for requirements specification + + +4 -+
1c Formal notations for requirements specification + + + +

£X : ISO 26262 Road vehicles -- Functional safety -- Part 8
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> HAZARDOUS SITUATION _ In determining the software

—No—< rise from a failure of/ safety classification of the
e are? 8 SOFTWARE SYSTEM:
‘tk\\ T . Probability of a software
1/ failure shall be
Yes assumed to be 1.
v B Only RISK CONTROL
Evaluate effectiveness of RISK measures not
CONTROL measures external implemented within
to the software (external to) the
SOFTWARE SYSTEM shall
} ‘ be considered.
" Does “\\ NOTE: Such RISK CONTROL
N 0_</ﬁ"“re of the softwa r‘;> measures may reduce the
esult in unacceptabl probability that a software
\_R'SK"’ > failure will cause HARM, and/
T~y or the severity of that HARM.
- S .
/What Severlw ~_ Note: A SOFTWARE SYSTEM
(\-\ of injury is 3 which implements RISK
. _possible? -~ | CONTROL measure may fail,
~ SERIONE: RLrideuii and this may contribute to a
g HAZARDOUS SITUATION.
Non SERIOUS INJURY The resulting HARM may
v i include the HARM which the
- r—h > ~ RISK CONTROL measure is
( ClassA ) ( Class B \/' ( Class C ) designed to prevent (see
7.2.2b)

£X : IEC 62304, Medical device software — Software life-cycle processes
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[OE 2-11] XAE2sa0 WE AsFdA 22 7|&

OVER FOR A TABLE SUMMARIZING
LEVELS OF AUTOMATION FOR
ON-ROAD VEHICLES - J3016

Learn more about SAE J3016 or
purchase the standard document:

www.sae.org/autodrive

AUTOMATED DRIVING SYSTEM
MONITORS DRIVING ENVIRONMENT

HUMAN DRIVER
MONITORS DRIVING ENVIRONMENT

/’ﬁ\
) =N
\ ¥ | & p® - ad’

No Automation Driver Partial Conditional High Full
Assistance Automation Automation Automation Automation

£X| : SAE international, AUTOMATED DRIVING - LEVELS OF DRIVING AUTOMATION ARE
DEFINED IN NEW SAE INTERNATIONAL STANDARD J3016

29) Aol vz 252 F 83| (Society of Automotive Engineers)$d ™ dAl+= SAE International
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Execution of i Fallback System
- Monitoring iy
SAE Steering and Performance | Capability
level | Name Narrative Definition Acceleration/ | LM | of pynamic | (Driving
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No
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expectation that the human driver perform all remaining

aspects of the dynamic driving task

-I T
Assistance
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Automation environment and with the expectation that the human modes
driver perform all remaining aspects of the dynamic driving
task
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Conditional driving system of all aspects of the dynamic driving task
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System System Human driver e
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[OZ 3-1] SW et™ S5t M5 LY

- 3 N

Software Safety
Engimneering

3.1 3.2 3.3 3.4 35
Infreduction Software Safety Software Safety Software Safety Safety Assessment
Planning Task Risk Report/Safety
Management Implementation Azzsessment Case

ZX : Guidance on software safety design and assessment of munition-related
computing systems, NATO, 2008.12.09.
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[O2 3-2] SW 9|&l Mol =& & JHE ThA| A Atgh
PHASE DESIGN CODE UMIT TEST INTEGRATING SYSTEM
UMIT TEST INTEGRATION
SSCI
1 Design Team « Design Code = Test Case » Test Case = Test Case
High Risk Review Walkthrough Review Review Review
» Safety Review » |Independent + Independent » Independent + Independent
SCF Linked to Code Review Test Review Test Review Test Review
SW Rgmits = Safety Code + Failure Mode » Failure Mode + Failure Mode
SCF Linked to Analysis Effect Testing Effect Testing Effect Testing
Design » SCF Code « Safety Test « 100% « 100%
Architecture Review Result Review Regression Regression
Safety Fault = Safety Fault Testing Testing
Tolerant Detection, » Safety Test » Safety Test
Design Fault Tolerance Result Review Result Review
2 Design Team = Design Code =« Test Case » Test Case = Test Case
Serious Review Walkthrough Review Review Review
Risk « Prioritizing » Safety Code = Independent « Independent « Independent
Safety Review Analysis for Test Review Test Review Test Review
SCF Linked to Prioritized = Failure Mode = Failure Mode = Failure Mode
SW Rgmts Modules Effect Testing Effect Testing Effect Testing
SCF Linked to » SCF Code * 100% Thread « 100% « 100%
Design Review Testing Regression Regression
Architecture = Safety Fault = Safety Test Testing Testing
Detection, Result Review « Safety Test » Safety Test
Fault Tolerance Result Review Result Review
3 Design Team = SCF Code = Test Case « Test Case « Test Case
Moderate Review Review Review Review Review
Risk + Minimal Safety = Safety Fault = |ndependent + Independent + Independent
Review Detection, Test Review Test Review Test Review
+ SCF Linked to Fault Tolerance + Failure Mode + Failure Mode + Failure Mode
SW Rgmis Effect Testing Effect Testing Effect Testing
+ SCF Linked to = Safety Test « Safety Test » Safety Test
Design Result Review Result Review Result Review
Architecture
4 = Design Team Mo specific tasks = Test Case = Test Case » Test Case
Low Risk Review Review Review Review
« Minimal Safety # Independent + Independent + Independent
Review Test Review Test Review Test Review
+ Normal = Safety Test + Safety Test + Safety Test
Software Result Review Result Review Result Review
Design
Process 1AW
SDP
5 + Normal + Normal = Normal * Normmal +* Normal Software
No Safety Software Software Code Software Unit Software Unit System
Risk Design Activity IAW Test Activity Integration Test Integration Test
Activity AW the Software 1AW the Activity AW the Activity IAW the
the Software Development Software Software Software
Development Plan Development Development Development
Plan Plan Plan Plan
Z£X : Guidance on software safety design and assessment of munition-related

computing systems, NATO, 2008.12.09.
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Software Engineering Tasks

System and Software Safety
Tasks

Software Assurance or
IV&Y Tasks

Software requirements
development [Sections 6.4.2
and 6.5]

Development of software

safety requirements [Section
6.5

Formal methods for
verification [Sections 4

and 6.6.4

T D

Requirements management

[Section 6.4

Safety Requirements Flow-
down Analysis [Section 6.6.1]

Model checking [Section
6.6.5]

Formal methods for
specification [Sections 4.2.2.3

and 6.6.4

Requirements Criticality

Amnalysis [Section 6.6.2]

Formal inspections of
software requirements

[Section 6.5.5]

Formal inspections of
software requirements

[Section 6.5.5

Specification Analysis of
Safety-critical Requirements

[Section 6.6.3]

Specification analysis [Section
6.6.3

System test planning [Section

Software Fault Tree Analysis
[Section 6.6.7 and Appendix

Timing. throughput and sizing

6.5.6] a

analysis [Section 6.6.6]

Software Failure Modes and
Effects Analysis [Section
6.6.8 and Appendix D]

Timing. throughput and sizing

considerations [Section 6.5.4

Formal inspections of
Software requirements

[Section 6.5.5]

Develop Safety Package for
Phase 0/1 Safety Review or
other external safety review.

Z£X : Software Safety Guidebook, NASA, 2004.03.31.
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HEe st AT 5 ATk

C =1
SW_SH| e S5
==1 AR = AR Sl AX Sl AX
SH A == AHA =F Agst =& ojg|st =&
1A Full Full Moderate Minimum
IA & IIB Full Moderate Minimum Minimum
A & B Moderate Moderate Minimum None
(\Y Minimum Minimum None None
5 =2 o|s
[O2 3-4] @FAte CHAE @[ SW etd
Technigue or Analysis Safetv Effort Level
NN MNIOD FULL
2 3.1 Preliminary Hazard Analysis (PHA) (1f not =
: L ad g
previously performed)
2.3 4 Software Subsystem Hazard Analysis (if not b
: Ac e e
previously performed)
Software safety requirements development
6.5 1 Generic requirements v’ v v v
6.5.2 Fault and Failure Tolerance v v e
6.5_3 Hazardous Commands A e Hr
6.4 Requirements Management i e i
6.5.5 Formal Inspections e e e
6.6.1 Sc_)ﬁ'ware Safety Requirements Flow-down A e e
Amnalvsis
6.6.2 Requirements Criticality Analysis v’ v s
6.6.3 Specification Analvsis [N v v v
o v v
4.2.2 3 and 6.6.4 Formal Methods [N : : J (Specification &
{Specification) Verification)
6.6.5 Model Checking [ 4 v v
Timing. Throughput, and Sizing
6.5 4 Development Considerations v e e
6.6.6 Analvsis v A b
6.6.7 Software Fault Tree Analysis v v e
6.6.8 Software Failure Modes and Effects Analwysis & v v v

Recommendation Codes
Fr MMandatory v
v Recommended [

Z£X : Software Safety Guidebook, NASA, 2004.03.31.

I—]'_i%hlv Recommended
MNot Recommended
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w2 3_ 3 SW Ol 1E I S
<& 3-3> oM SS7|&E
SSRI SSRi2 SSRI3
=2 ofdl S Y = =
= ® L =g 7l - 58 oy u =g 7l
T T T
o | Development of software safety requirements O | e Structured natural language O | e Structured natural language O | Structured natural language
@
3
S . * Software Fault Tree analysis * Software Fault Tree analysis o either Software Fault Tree analysis or
@ | Safety analysis of safety requirements ] i . [o] i . (0] X
3 * Software Failure mode and effects analysis * Software Failure mode and effects analysis Software Failure mode ana effects analysis
S
@ | Review of safety requirements * Inspection O | * Inspection * Walkthrough
Development of software safety design * Hierarchical structure of software components O | » Hierarchical structure of software components O | » Hierarchical structure of software components
7 ® Software Fault Tree analysis * Software Fault Tree analysis o either Software Fault Tree analysis or
2 Safety analysis of design (0] . vs . (0] . Y . 0o . 4 .
=l * Software Failure mode and effects analysis * Software Failure mode and effects analysis Software Failure mode and effects analysis
Review of safety design * Inspection O | * Inspection O | » Walkthrough
= Safety analysis of code * Safety code analysis X | N/A X | N/A
[=}
E]
Review of safety code O | e Inspection X | N/A X | N/A
* Analysis of safety requirements * Analysis of safety requirements
Development of safety related unit test case O | Generation and analysis of equivalence classes O | * Generation and analysis of equivalence classes X | N/A
* Analysis of boundary values * Analysis of boundary values
w
S | Review of safety related unit test case O | e Inspection O | * Inspection X | N/A
=
5  Statement coverage
. . * Statement coverage
S | Analysis of test coverage at software unit level O | e Branch coverage [o] X | N/A
= o * Branch coverage
s * Condition coverage
3
. * Requirements based test * Requirements based test
Safety related unit test (0] . [0} . X | N/A
e Fault injection test e Fault injection test
Review of safety related unit test result O | * Inspection O | e Inspection X | N/A
* Analysis of safety requirements * Analysis of safety requirements
Development of safety related software integration 4 ) Y q, . s ) i q. . .
¢ O | e Generation and analysis of equivalence classes O | Generation and analysis of equivalence classes O | » Analysis of safety requirements
est case
» * Analysis of boundary values * Analysis of boundary values
=l
2 | Review of safety related software integration test
g Y 9 O | e Inspection O [ * Inspection O | » Walkthrough
@ [case
?E Analysis of test coverage at software architectural * Function coverage * Function coverage .
< (0] [0] O | ® Function coverage
8 Jevel * Call coverage * Call coverage
o
i . . * Requirements based test * Requirements based test .
® | Safety related software integration test ] A [o] L O | ® Requirements based test
-~ * Fault injection test * Fault injection test
Review of safety related software integration test . X
O | e Inspection O | e Inspection O | * Walkthrough
result
* Analysis of safety requirements * Analysis of safety requirements * Analysis of safety requirements
Development of safety related software test case O | e Generation and analysis of equivalence classes O | e Generation and analysis of equivalence classes O | » Generation and analysis of equivalence classes
é,:': * Analysis of boundary values * Analysis of boundary values * Analysis of boundary values
= . . .
& | Review of safety related software test case O | e Inspection O | ® Inspection O |  Walkthrough
®
3 * Requirements based test * Requirements based test * Requirements based test
2 | Safety related Software test (0] a o (0] a . 0o ; . y
* Fault injection test * Fault injection test ® Fault injection test
Review of safety related software test result O | e Inspection O | o Inspection O | * Walkthrough




SSRI 12 <& 3-4>9} #o] SW ¢ E/=E =532 &+ e
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<E 3-4> SW ot™ ZS7|Z=(SSRI 1)
SSRI 1
A oI &E s
© = =g 7|y
T
=z Development of software safety requirements 0 e Structured natural language
o
= . . o Software Fault Tree analysis
% Safety analysis of safety requirements 0 e Software Failure mode and effects analysis
3
@ Review of safety requirements e |nspection
Development of software safety design e Hierarchical structure of software components
o .
@ ) ) e Software Fault Tree analysis
<§' Safety analysis of design 0 e Software Failure mode and effects analysis
Review of safety design e |nspection
g,_CB_, Safety analysis of code e Safety code analysis
= @
E 3 Review of safety code 0 e Inspection
e Analysis of safety requirements
Development of safety related unit test case 0] e Generation and analysis of equivalence classes
e Analysis of boundary values
w
g: Review of safety related unit test case 0 e |nspection
(<Y
@ e Statement coverage
g Analysis of test coverage at software unit level 0] e Branch coverage
= e Condition coverage
@
3 . e Requirements based test
Safety related unit test 0 e Fault injection test
Review of safety related unit test result 0 e |nspection

158] uoneJbelul a/emyjos

Development of safety related software integration
test case

Analysis of safety requirements

Review of safety related software integration test
case

0 e Generation and analysis of equivalence classes
e Analysis of boundary values
0 e |nspection

Analysis of test coverage at software architectural
level

0 e Function coverage
Call coverage

Safety related software integration test

0 Requirements based test
Fault injection test

Review of safety related software integration test
result

Inspection

1s9] aJem)jos

Development of safety related software test case

Analysis of safety requirements
Generation and analysis of equivalence classes
Analysis of boundary values

0 .

Review of safety related software test case 0 e |nspection

® Requirements based test
Safety related Software test 0] e Fault injection test
Review of safety related software test result 0] e Inspection

75 —
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<E 3-5> SW ot™ =S7[ZE(SSRI 2)
SSRI 2
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3) Software failure mode and effect analysis
B oge (29 3-67 2ol SWel 7% me AAgeA 24 £ Qe
AR AIEE Hrista, Al o] A= FFe L4s= 7IH o

I
o 1 2o oA Thed s WEEAY dasts Beke BYshr] s A
2

[712! 3-6] Software failure mode and effects analysis Of|A|

Failure . Failure effects Seve- " . o
Module Failure causes - : Corrective actions
modes Local Higher System rity
The fight
3 : control system g A
Nowoting Theluipm slgna]l) Gf L;he . Ne ittt gl Froticsne Il_nplelnle}g tgelm?‘x_lln(?m_lg (_11 the
sesult of the modile epnicptieddenitied. | for the cotmithani to i ; signal to find the failure in time.
mnput signal calculation of actuator and
produced the control law. thus the airplane
______ may lose —_—
control .
Invalid channels are judged . ;
R Judg Strengthen the unit test.
to be valid
Valid channels are judged to . " .
The Sl AL IRGE The flight Strengthen the unit test.
be invalid. % =
redundancy - control
management The algorithm does not re- computer Improve the fault mana gement to
of the input . configure after the fault s lendifinn System may u{)da{e htlhe state and revise the
signal st of th LIl _f ‘1‘ 2 I ; produce wrong algonthm. :
resultofthe [ | ault 1 the conmmand o the 5 When there is only one vaild
i ignal is iation i i 5 calculation of = . EHRD
nput signa Deviation in the input signal : At AL channel. the voting result should
incorrect i ; rali the control law. rer: ;i P
when only one valid channel thus may lead to be th.e af\ erage v ?Ihle of the
left. a dangerous prev 1011:,Tcycle signal and the
state of the current signal.
The “hardware failure™ and airplane. The flag of the cﬁmnﬂel should
“the flag of the channel contain two or more bits, e.g. 01
switches from 0 to 1 occur represents the invalid state and 10
simultaneously. represents the valid state
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8) Generation and analysis of equivalence classes
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41) David J. Shampine ¢], “Introduction to System & Software Safety - Class 1-1” , International System

Safety Society Wahington DC Chapter, 2015.05.12
42) Peggy Rogers 9], “Software Safety Tutorial” , International System Safety Training Symposium,

2014.08.05
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int select(int A[], int N, int X)
{

inti=0; -
while (i<N or Ali]<X)
{

if (Afi]<0)
Ali] = -A[il;
i++;
}

return(1);
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True
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i++;
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Original program
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switch(x) switch(x)
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1 }
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