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Highly advanced defense science and technology is recognized as the engine of national security
and economic growth that sustains a nation in the era of the Fourth Industrial Revolution and
Technology War. With gradually increasing role and importance of the software in cutting-
edge weapon systems, it is required to set up an appropriate weapon system software (SW)
management system. It is necessary to think about how to establish relevant governance for
more efficient weapon system management and enhance the competitiveness of national
defense in South Korea, based upon analyses of the SW organizations and systems in the
United States, one of the leading countries with advanced weapon system SW management.
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1 Donald G Firesmith, et al.(2009), The Method Framework for Engineering System Architecture CRC Press
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=IOl AT IEMEMIE|{(Defense Technical Information Center, DTIC)2} AFO|HESH HE

A|AH J"'E—E—*-*.“H(Cyber Security and Information Systems Information Analysis Center,
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SW 2 HW z;<_|9|r{g EfX|, 2M 8l X2 7SS hY, SXlA2| L HEsk= JFAC(Joint Federated
Assurance Center)= X|&lot11 QIC},
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5 Tom Hurt(2016), Deputy Director, Hardware/Software Assurance Office of the Deputy Assistant
Secretary of Defense for Systems Engineering, "Department of Defense(DoD) Joint Federated Assurance
Center(JFAC) Overview" ITEA Cyber Meeting ZHXtZ

6 GAO Report(2019), WEAPON SYSTEM SUSTAINMENT, DOD Needs to Better Capture and Report
Software Sustainment Costs
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2018), GAO-19-173
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Corrective sustainment Perfective sustainment Adaptive sustainment Preventive sustainment

Corrective sustainment Perfective sustainment Adaptive sustainment Preventive sustainment
activities diagnose and activities consist of upgrades activities modify software to activities modify software to
correct software errors after to software to support new interface with changing improve future maintainability
the software is released. capabilities and functionality. environments. or reliability.

For example, corrective Fox example, perfective Fox example, adaptive Fox example, preventive
sustainment was performed on sustainment was performed on sustainment was performed on sustainment was performed on
the Joint Tactical Terminal's the B-52 bomber software as the Command Post of the Command Post of the Future
Integrated Broadcast Service part of the B-52 Modernization Future system software by program by analyzing system
system software by fixing errors ~ program by editing the host making it compatible with the software and reducing install and
identified in Information based security system which Windows 10 Operation System. configuration time.

Assurance Vulnerability prevents intruders and enabled

Assessments submitted by system administrators to identify

users in the field. attempted system penetrations.

% Atz 1 DOD Instruction 4151.20, Depot Maintenance Core Capabilities Process(May 4, 2018), National Institute
of Standards and Technology. GAO-19-173
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