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Big data Analysis for Deepfake : The War Against Fakes
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{ Executive Summary )

Deepfake, a content created using artificial intelligence, is spreading. Deep fake is
a technology that uses deep learning to create processed content that is different
from the original by overlaying or combining other images on top of the original
image or video. Deepfake has a high industrial value and can be used in various
fields such as movies and recordings, but there are also side effects such as
pornography and fake news. In this paper, we analyzed big data of the recent two
years when deep fake images began to spread and draw implications.

As a result of analysis, the volume of deep fakes (Mention Volume) increased as of
the end of 2017, and has increased rapidly since the end of 2018. Every time the
volume of mentions increased, deep fake content emerged that raised issues socially
and culturally. Men's mention of Deepfake is about twice that of women, and the
share of arts and management positions is high, and it is mainly related to film,
music, and politics. On the channel side, it is mainly spread in the form of replying
or sharing the contents mentioned through Twitter. In terms of sentiment analysis,
there is a strong negative perception of deep fakes, and the intensity is increasing
over time. In detal, feelings of sadness and fear are strong, and emotions of
pleasure are inherent. In the early stages of deep fake development, feelings of joy
were high, but feelings of sadness and fear increased with time.

The implications are as follows. The proliferation of deep fakes will lead to a
full-fledged war against fake content, as well as diversification of applications and
fields. As various SNS and deep fake technologies are combined, the spread of spread
will expand, and the target will also be diversified from celebrities to the general
public and things. The field of application is now centered on adult and political
issues, but it will be expanded to various fields such as movies, recordings, games,
and sports in the future. Although deep fake technology exists in light and dark, it is
time to establish corporate strategy and policy considering the negative perception.
Companies need to focus on discovering various business models using DeepFake and
minimize risks, and the government needs to prepare for policy mix, strengthen
monitoring, and prepare for fake news related to election.
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1. B3 o] Z(Deepfake)o] H-A4

O J3A5S Fgsto] Aze Zul=, g3 o] A(Deepfake)7} &4k 3

o gHo]a:= HeY(Deep Learning)S o] &3l L& on|A I ol OE
3 HsbAY Adete] A8+ bE 7t FZH=E AAshke 7<)

_%_
A= J#d(deep learning)#} 71#Kfake) 2] EA1of
=

- o]
- gHlo]z gol= £ AFYE dHReddit)e] o] &AF Tdeepfakes] 7} 20173
129§ d=2 A= T TS A F2ZAZ EA 3

o 2018 12€ 79647HKRY Hilel=Z FLul= 7 20199 9€ 19 467870 =
Z7ksIgom, 2070 [ulela A% ARUEZ 2AST oA e
95,7910 GEH2019 99 7122

(1 o325 FA-st= dA7IE2 A Ad) A7EHGAN: Generative
Adversarial Network)

o GANS AHE™ AEndo] FEshe, 2 mdo] &g WEatw, o
ol WA AEEae A2E Aoid A A4sE 45w

o AAEH] HolHE 7[HIoE FTHI T U FIAES WEa AER

7S A, g8 2do] X 4 QIS wW7hA] 7S Tte= i

- GANS NIPSDo|A] = BHE9le Ian Goodfellows AAAAE
ZA|H ol AEAE 7z H]-79)

i
T

1) Ruben Tolosana et al, Deepfakes and Beyond: A Survey of Face Manipulation and Fake Detection.
JOURNAL OF LATEX CLASS FILES, VOL. 13, NO. 9, MARCH 2016; H <%, M5, ©]4&2(2019). €
Hol=a olm A Z& AFH AFdlol] wWE ALY 7S FAES AA. FIHo], AT&E3E, 3403),
339-380

2) Deeptrace(2019) “The state of Deepfakes, Landscape, Threats and Impact”

3) Neural Information Processing Systems

4) Tan J. Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu, David Warde-Farley, Sherjil Ozair,
Aaron Courville, Yoshua Bengio, [Generative Adversarial Networks]

5 AAAAE AEAE FolA E3 dHolHE, HEAE AAAANA 48 HolHE dgol d53sla,
o] o] RHEEHA HZXMM AuwsfAx " o AAl 77ke AR HolEE wE 5 I
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S SPRI AZEgeymMeITA | ]



SPRi ol#2|l 2= E IS-090 digiolel 2 & H ol 3 (Deepfake): 7t 2to] MM

[o2] MMHA o AlZd2ZH(GAN) Architecture
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Xt=: Palacode Narayana lyer Anantharaman(29 Oct 2018), Generative Adversarial Networks

[ A2 A A HGAN) A7-9] o] Hajo]=o] ghibol] 7]
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At&E: Deeptrace(2019) “The state of Deepfakes, Landscape, Threats and Impact”

6) arXiv is an online archive of scientific and mathematical research papers maintained by Cornell
University
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= faceswap project A = faceswap project B
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XF=: Deeptrace(2019) “The state of Deepfakes, Landscape, Threats and Impact”
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- 20199 49 ART Y 2Elz FAo g3} AU oA 514 Y

gle B4 A 2wzl [FUe o E7,
¢ Weta Digitalo] TS0l Hao]= JA+

.

2nj2~7p e T4l
FUole wEAE 7]
o % 71¢) 2Fo] 2 1502 PHo|Z S Bl FRH|TLS A4S A9

- % ¥¥7H Travis Scotte] ZHAReE HEOE AEATOE 5ol
A1t [Jack Park Canny Dope Man] 3 72 BHIT] & Ho|a= A%}

7) FINANCIAL TIMES(2019.10.10.) “Deepfakes: Hollywood’ s quest to create the perfect digital human”
8) Fast Company(2020.2.13.) “Meet Travis Bott, the Travis Scott twin whose music and lyrics were created

with Al”
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o 3 7|9 Synthesiatx= 2019%d 4¢¥ ST} wizdo] welglol X TH AFH
S o) 3 E &85l 97 Hoj= AZ9)

- M2 HYeE FFsA @3, I ARE HFske] Qs

A=pe] 7hssl AFHEE 712 110 o2 M7 71510
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XF=: Techerunch.com(April 25, 2019). “The startup behind that deep—fake David Beckham video just raised $3M”

O spAeh 225, 772 5 g o] A(Deepfake) = A7E #2855 E4)
o 2019 9€ 7|<&, 14,6789 HEola FF T AU=ol HAY %6%e AHA]

- Hylola 4lE —E’—Elz—g— THH R AMSE ACIE FollA R 7H
2 VN AolB] F Y 23] = 19 34367 44383 23

ol-}l

o Geo]2E F&T A AR A - ARSZ Bokgte] JbE

- 20199 9¢, o|gg]o} Matteo Renzi A F2|7} & AHXUEE ES3=
QElelz Aol AAEJL, WES AAAHT AXF ol&xpt FTEE

H]Z3= sflazd o] WAyl

0 EuoAds dyola gio] 2ty r] A2 H 217t H] golHE
BT AAYE EED

9) www.prolificlondon.co.uk, Malaria Must Die campaign uses video Al to make David Beckham speak nine
languages(9 April 2019)

10) Techcrunch.com(April 25, 2019). “The startup behind that deep-fake David Beckham video just raised $3M”

11) Bloomberg(2019.09.17.) Italy’ s Renzi Seeks Kingmaker Role in Bid to Start New Party.
12) E9IE & &4 dlolHE &8, 20179 T~2020d Z71A 84, A9 2, Textes 9o 71+
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2. 9Hlolg = ¥ 3 o] Z(Deepfake)
2.1. 2 719= 2 K(Volume) £

] @3 o] Z(Deepfake)dl] thst A FMention Volume)o] H+ 5

0 2017d TE 71FOoR AF ol FUIEAL, 20189 TRE FF

[28] 2 ol3a Mention Volume $=(2015.10~2020.1)

[0 AF <ko] =713k AlFHulth A3 - 3 A og ol#E WA=
L=
H

¥ o] Z(Deepfake) Zel=7} 53

o 2017d & u)=9] Reddit Afo|EoA THuolz] gh= 71HE 717 3Yo]
o] 7 X2 HYRE SR 1, 7 -5 FHlxr) FERS

- 719¥1E : Deepfake, Reddit, Hollywood, Celebrity, Porn, FakApp, Al
[28] Esol=3 Mention Word Cloud(2017'd 123 ~20184 1)

Terrifying. Spot A Dee..
Twitter an... social media

promise to.. = Pornhub an...
Pornhub ba... W r I t e t h I n S Reddit and.
Deepfake p.. deepfake w...

e UM d?ek p f foihe.
e deepfake v.rEkese

celebrity .
Taylor Swift machine le... art|ﬂ0|al... Eepiaat.
DeepFake t... Al-edited.. Ao
V910 o with .. banning Al...  Michael Scott

videos are Deepfake p

RIE: Web DB 241 7|2HE M7, Zof 7|%) AZedojgyains 24
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SPRi 0l 2l £ E 1S-090
o 2019 5~64d WA A=A o, AFAM L CEO 5 % AAR] G0l AlA
=L

A FRFY) wF ARAME YA 3
2 53 9

- mE dA A2
A% 5% o)v Lot xaE FYAo] AHNTOE
- QB mrA AAWL Ho|xE CEOS) QEE WS xAd
CE BERC:RAR I P
ARAe dr] S8 AT 2ul,

- 20189 W=y =7l Hola9 ]
ERE AH I HEE A dF
: Nancy Pelosi, Facebook CEO, Trump, Obama &

- A9=
[28] HHElol3a Mention Word Cloud(2019td 5~6¢!)

: deepfake policy
single photo .
Fake Video Po... deepfake vide... s satine
Game of Thrones
Deepfake of M...

Nancy Pelosilnstagram
on;;e;;an Watch SOC|a| medla stolen ,dﬂta ,

¢ Imagine [ rUMDYouTube ey
fake news Hoyse' Obama tells

national secu... Deepfa ke _teCh doctored video

deepfake porn

:aeenfake;gin e d eep fa ke Vid eOS New deepfake
Facebook CEOQ ... despfeke app

ZEoiEYITL £

M

A
1

a

XtE: Web DB 241 7|8HM MAH, Hof 7|F)
[OE] HA] H2A JAHH T EHola A4

FAKE VIDEO |

| REAL VIDEO

; DISTORTING RE');UTY o~ 4
UCKERBERG | -
TRUNP ALLES SHARE DOCTORED VDEO OF PELOSISLURRING HER WORDS WE e INCRASING TRANSPARENCY.ON A0S S CISN

AtZ: www.cnn.com, “Doctored videos shared to make Pelosi sound drunk viewed millions of times on social
media“; www.cnn.com, “deepfake video of Mark Zuckerberg presents a new challenge for Facebook®

13) EA419 S0l A £=25 oJxHog A AP AN olF FAHL WHI REO0E Ho

A Atk Aol B
14) 594ol= nta AAWM T Fdo] A3 AEo] T “FA o)yl S sfrel F49 He =
23 dlojEjel 15 RE WY, 159 AW, 159 nhE A3 EASE 3 AFo] Ju.t AF
S SPRI AZEYoI¥MATA | 5
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o 20199 8¢l 37 W F=EAE Ha% Hilold wwFHE Ad [Ctrl Shift
Face] = <2Hll-¢- Tom Cruise®] F7d< /0L <F 7309 o] =3

- 719¥99= : Tom Cruise, YouTube, Ctrl shift Face, deep fake &

[28] HHEola Mention Word Cloud(2019td 7~8¥)

deep fake ...
Tom Cruise...
=YouTube::
Ctrl Shift=="

wmbe- deepfake t... deerfake-

Willy wonka Jim Carrey

At=Z: Web DB =4 Z[8HE MA|, G0 7|&) 2ZEoEH AT 24

[22!] Bill Hader Channels Tom Cruise Deepfake At

XF=: Youtube Channel Shift Face, Bill Hader channels Tom Cruise [DeepFake]

o 2020d 1~2€9= TikTok, Snapchate] HHel=Z An]x 7fdo] XM
gslol A SHe BeAo] =9

- AA 159 Ao gemErl olFojx SNS HE LdA F2
vlol Bl 20] PHo]2 Aul2 A Ao] B

15) www.rollingstones.com; Watch Bill Hader Become Tom Cruise, Seth Rogen in Eerie Deepfake Video
16) www.techcrunch.com: ByteDance & TikTok have secretly built a deepfakes maker
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- u 3 A o) TikToko] Z7IetRE Y& stE 4dX|d thall =AM
o= A7

* 0= U EIE ARgZ= 19 1,1000 HADE 22 HEV|Ho22E
AMEZE HEE SRSIESE 4REE + 0D dgdien, z2 0 stk 52
HHSOH EE WS AfAlISHA| efe™ g4 4+ gt 34

- 7| ¥ = : TikTok, Byte Dance, Snapchat, Policy, Artificial intelligence -&

[28] HHElol3a Mention Word Cloud(2020td 1~2¢)

Facebook i...

recently a... remove videos ~ Soci@lnet.

clips created

deepfake v... Monday tha...
solicylea..  SOpPhistica... I O a social med
Facebook s... T|kT0k
]

deep fakes

false but ... | LONDON
combatthe..  pdated a rt I I C I a ol

Facebook’s... ® ® % Jrishman ByteDance

anvie: manipulate... Big new policy snepcha

""" edited clip manipulate... Facebook bans

videos edited edited Or ... ghead of t_ developing..

beefing up... fight onli...

e presidenti...
House Energy

new deepfak

RHE: Web DB 241 7|8HE M7, Qo 7|%) AZEdojy AL 24

O |elol o] Ba AF % Aol mFel oyl o 2ue] 2t

rr
4
o

[22] Mdo| = = #Ho|l3 Mention Volume(2015.10~2020.1)

0 S0k 00K

RIE: Web DB 241 7|2HE M7, Zof 7|%) AZedojgyains 24

17) www.zdnet.co.kr, €&, @ o]3 Au]2= A--2E A “oFg . e o5
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0 %, 398a F29 AF nFo] Fx, Fopgzt Jst- 2o FH9
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o o, Y, AR, SWAL AYTEY AF HFo| e Ao A

I
o
A
o2
2
B
i
i
E
=
W
<
D

=1
=
=

<
=)
c

3

@
N
ot
o
=

!

N
o
N
o

Artist

Executive

Journalist

SW developer & IT

Scientist & Researcher

Teacher & Lecturer

Student

Sales/Marketing/PR

Health practioner

Legal

Sportperson & Trainer

Politican

:
:
:
:

25000

REE: Web DB 24 7|¥HE M, €oi 7|%) 2Zedojysoizs 2

Iz

o AR RopREE 7%, 48t Lok A% Aol AF
5

[22] 2ol ZlHo]l=a Mention Volume(2015.10~2020.1)
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[a22l] Hol3 o F"El(Mention Type)(2015.10~2020.1)

o 125K 250K F75K 00K

Total Mention Volume
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2.2. 7¥A EAJ(Sentiment Analysis)

1 g3 o] Z(Deepfake)ol i gk

Z7t A

o BAH Q12jo] FHA 4ol 3uf o] 4
(2] ZEol=2 ool st 2H L £F 24
2015.11~2017.12 2018.1~2020.2
Negative
Positive
0 75 150K 225K 300K

Total Mention Volume

At=Z: Web DB =4 Z[8HE MA|, G0 7|&) 2ZEoEH AT 24
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3. AAHE
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