C|X|=IDe}
AOIEF| 2030

LZ0Z ANNI ¥8°ON A

fi2s
AZeHsta FxpZstnt 2w

choiunho360@gmail.com

x| 22 T2 712, 0iE 12|12 MS S0 = 2h3; MAPE S| CIXIEAAIS HH A 221 24
MM EES CHS0{M 0[a] ‘No Password, your

Body is Password’ 2tA O 2 H3}E|QILCt. o= 2 RAUO| MFot TR 1915 M, H|
AXHIASHO| 7|2 QAQI AFZQIE Y, AOIES, A AXt LA HO| MEFXE 7hs ZE X[tk 302 Hat
OLEOHIIE S2 7|2XNCE Z2Y [TSEQI oiE, & HHoz 0hE0 sk 88 RIUCL UEXQ 22
4 J2|n #2 59 L2 SHUBCE EX| 7ttt 0| 90'Acho| M=2! X|2DBE Ot=10iA CIXIHE
Ch. w2t FEE DIGITAL IDS] HAMRAZ JTHsSt it Hetsto], M=ol RolnlYUZT|oF FUMEOM 22t
2 A 2tofl ‘Smart Key'2| 7|5 HHMHMOZ H|SHH QIO 18A| 0|4 =TI ‘X|2DB'E EESIHME, &
OF BtC}. 53], 22l XTI/ 59| Aes Chd|sh 2tAEl FOISES0| X2 Ql4sto] OFHZT HElZE
T2QI0l| M= THssHOF Bt AtEot= Z0|CH MAIMEE ICH Y& e FXY
o, F7I2 gy 5 HUPE SE M8tz AlIFE

A7

53



EAHA
FOCUS

M EereiA HxH 20213 AHEQIZ A,

2 SEE|0] 7t =, oo HE

TZ(PKI, Public Key Infrastructure) o[2of = 4
o

I
o
| RI2-S4BH QA SO Hrhsto ABE 4

—

0::

HT

[
mn Rl
40 o

o &S

= 2 HEot= AIFMM = TE27t=2

ch

@Em

ot 2
kI

A

SR YHFRIO] AFB3H= 20154 0| AOIEEO|Z}

[

tofEl 2E ClHto| A0 ‘XIE, S, =014 50| &

HLUSHA| AFSE| 1 1, MHHEE Aot B
7| 21510 OhE, 7132, AHMTX SO| ADIEE HOIH
Ooff AHMRIZS M (PKIE 7| EIXHSH] A st QU=
UO|C}. AOIEE “MH/MHQISUISAN S0l 7+H

R JHel IS ML 7= ETE|0f QT

CESH AMEQIE{Yl, ADIEZ, ADIEAIE| O2|1
Digital Car Key S0il 0|=, RElHe S0/ =714 EH
T OHE, 12 S 22Y T 7|Y0| AFQISM(PKI)7 &

S =M AE0t U=HE, =7 THHOR A=

of

o

.
o~

H

r

QIE{Ul, ADFEAE| SOf| =QIoh=H FXst ACH Al
Ciot 22 gt FE7HS0| ‘Sells Mol ArZE
RIBM(PKI)7IES BH=Bt AHBstn

HO7EM, 215 M7 |=2 gloKoF et

ATK| SF USACH

- FUSBY AUX(FRSESS U 5)
QFUSEH0E 43, A, FUSBHS, F4,
RIS (HE), LY, FOSS|2S 28Ik OF
B, HUHO CHstols HEBHOR Hot ol
2t 810 A1Ho0| 0B A7k £58 4 olrt

2002 422E A-E HY TRMAEY ol ©

RpAIO| 917} ZoH717 |9 P (PKI) LAl
N RI2-2 42 914 SO syt

e L o T

Apple PKI

Apple Root Certificates Apple Intermediate Certificates

http://enroll.visaca.com
http://enroll.visaca.com/VisaPublicKeylnfras
tructureCertificatePolicy.pdf

Master card PKI
https://ssl-tools.net/subjects/9d9950aa2be5
la2bdcle749c9eb9f24a9ad046e8

EMV PKI(AIE7tE 2/ EZE)
https://www.cryptomathic.com/products/
emv/emv-ca

SWIFT PKI(2H| 2|3t 22| ES)

https://www.swift.com/our-solutions/
interfaces-and-integration/swift-certificate-
centre/swiftnet-pki-evolution

Apple PKI
https://www.apple.com/certificateauthority/
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Certificates

Owner pairing

Apple Car Key Root
Certificate

This certificate contains
the Apple root key

Public

Key . Signature
External CA Certificate '

Applet
Instance CA Certificate Intermediate Certificate PP
- Key pair, car public key (PK), secure mailboxes
- All car keys hosted in a single applet instance
Owner Key Certificate Car Certificate

Automaker RootPK ©

Automaker

Root Certificate

What is a digital car key?

Elliptic-curve key pair created in SE
Private key (SK) never leaves SE

X.509 certificate binds key pair to SE

ZH: https://developer.apple.com/videos/play/wwdc2020/10006/

The Digital Key architecture uses standards-based public key infrastructure to
establish end-to-end trust. Mobile devices create and store Digital Keys in Secure
Elements-embedded technology that provides a tamper-resistant secure
implementation - to provide the highest-level of protection from the plethora of
known hardware- and software-based attacks, including tampering, storage
intrusion, cloning, and unauthorized access as well as side- channel, interface,

and many other forms of attack.

ZH: https://global-carconnectivity.org/wp-content/uploads/2020/04/CCC_Digital_Key_2.0.pdf
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The rise of the Internet of Things(loT) in the enterprise and
its impact on how organizations design and build their
public key infrastructure (PKI) is a key theme in this year’s
study. Specifically, 10T is the fastest trend driving the
deployment of applications using PKI.
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Biometrics

Digital ID wallet

verifier app.

Electronic signature

Public Key Infrastructure (PKI)

of Things (loT)

A measurable physical characteristic or personal behavioral trait used to recognize an applicant’s identity, or
verify their claimed identity. Facial images, fingerprints, and iris scan samples are all examples of biometrics

A secure mobile wallet app which hosts a range of digitized identity documents and credentials, which is
based on ISO 18013-5 standard, put the end user in control of his data and can be checked through an ID

The result of a cryptographic transformation of data that, when properly implemented, provides origin
authentication, assurance of data integrity and signatory non-repudiation.

A set of hardware, software, policies, processes, and procedures required to create, manage, distribute, use,
store, and revoke digital certificates and public-keys. PKls are the foundation that enables the use of
technologies, such as digital signatures and encryption, across large user populations. PKls deliver the
elements essential for a secure and trusted business environment for e-commerce andthe growing Internet

ZX: Secure Identity Alliance ‘GIVING VOICE TO DIGITAL IDENTITIES WORLDWIDE(Feb. 2021)’

https://secureidentityalliance.org/news-events/news/entry/global-identity-report-launched-by-secure-identity-alliance
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