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Apple PKI

Apple Root Certificates Apple Intermediate Certificates

http://enroll.visaca.com
http://enroll.visaca.com/VisaPublicKeylnfras
tructureCertificatePolicy.pdf

Master card PKI
https://ssl-tools.net/subjects/9d9950aa2be5
la2bdcle749c9eb9f24a9ad046e8

EMV PKI(AI87E 2HEZ)
https://www.cryptomathic.com/products/
emv/emv-ca

SWIFT PKI(ZH| 23t 2L E<)

https://www.swift.com/our-solutions/
interfaces-and-integration/swift-certificate-
centre/swiftnet-pki-evolution

Apple PKI
https://www.apple.com/certificateauthority/
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Certificates

Owner pairing

Apple Car Key Root
Certificate

This certificate contains
the Apple root key

Public

Key . Signature
External CA Certificate '

Applet
Instance CA Certificate Intermediate Certificate PP
- Key pair, car public key (PK), secure mailboxes
- All car keys hosted in a single applet instance
Owner Key Certificate Car Certificate

Automaker RootPK ©

Automaker

Root Certificate

What is a digital car key?

Elliptic-curve key pair created in SE
Private key (SK) never leaves SE

X.509 certificate binds key pair to SE

ZH: https://developer.apple.com/videos/play/wwdc2020/10006/

The Digital Key architecture uses standards-based public key infrastructure to
establish end-to-end trust. Mobile devices create and store Digital Keys in Secure
Elements-embedded technology that provides a tamper-resistant secure
implementation - to provide the highest-level of protection from the plethora of
known hardware- and software-based attacks, including tampering, storage
intrusion, cloning, and unauthorized access as well as side- channel, interface,

and many other forms of attack.

ZH: https://global-carconnectivity.org/wp-content/uploads/2020/04/CCC_Digital_Key_2.0.pdf
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The rise of the Internet of Things(loT) in the enterprise and
its impact on how organizations design and build their
public key infrastructure (PKI) is a key theme in this year’s
study. Specifically, 10T is the fastest trend driving the
deployment of applications using PKI.
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Biometrics

Digital ID wallet

verifier app.

Electronic signature

Public Key Infrastructure (PKI)

of Things (loT)

A measurable physical characteristic or personal behavioral trait used to recognize an applicant’s identity, or
verify their claimed identity. Facial images, fingerprints, and iris scan samples are all examples of biometrics

A secure mobile wallet app which hosts a range of digitized identity documents and credentials, which is
based on ISO 18013-5 standard, put the end user in control of his data and can be checked through an ID

The result of a cryptographic transformation of data that, when properly implemented, provides origin
authentication, assurance of data integrity and signatory non-repudiation.

A set of hardware, software, policies, processes, and procedures required to create, manage, distribute, use,
store, and revoke digital certificates and public-keys. PKls are the foundation that enables the use of
technologies, such as digital signatures and encryption, across large user populations. PKls deliver the
elements essential for a secure and trusted business environment for e-commerce andthe growing Internet

ZX: Secure Identity Alliance ‘GIVING VOICE TO DIGITAL IDENTITIES WORLDWIDE(Feb. 2021)’
https://secureidentityalliance.org/news-events/news/entry/global-identity-report-launched-by-secure-identity-alliance
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STATION A is a home Station of )
ili i i Find H
Participant of Digital Trading Activity, [ Motilink Directory Service } Sltr;tionofrz:a
USER@A.COM. STATION A USER@A.COM
USER@A.COM wants to get in STATION B. URL
6. Verify auth-token received from
STATION A USER@A.COM STATION B
Home Station for Home Station for
@A.COM 7. Verification OK ©@B.COM
Users Users
STATION A Find Home
URL Station for 1. Want to get in
3. Request auth-token to get USER@A.COM 2 Rﬁquist
4. auth-token accesgtpken from STATION B by = submitauthtoken gut -token
(for USER@A. | | SPMIHinG ID/PW issued by STATION A 'féﬁ.fizyf home
COM to get User App USER@A.COM
access-token USER@A.COM )

8. Issue access-token to access

from STATION B)

STATION B services
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