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SUMMARY

1. Title: A Study on changes in SW safety paradigm and its technological trends

2. Purpose and Necessity of the Research

SW safety has been developed focusing on areas which can cause physical and
physical harm to people. However, the influence of SW is rapidly expanding. Artificial
intelligence, blockchain, and metaverse, which can be seen as emerging SW, are
arising as core technologies that innovate the world, but there are various incidents
and accidents behind them. These incidents cause not only physical harm, but also
psychological harm.

Now, SW safety is on the way to change into a means to secure overall safety in
the era of digital conversion, breaking away from the realm of traditional SW safety.
The purpose of this study is to explore the role of SW safety in preventing and
mitigating major incidents caused by emerging SW. The first step starts with hazard
analysis, which is the first step in the SW safety process. In particular, this study
aims to derive a change in the SW safety paradigm by categorizing potential hazard
in the three major emerging SW such as artificial intelligence, blockchain, and
metaverse.

3. Composition and Range

This study is largely composed of A collection of safety incidents in emerging SW,
A\ categorization of hazard that cause incidents in emerging SW, and A a mapping
to category of hazard in incidents in emerging SW. In the following, we will examine
SW safety trends related to emerging SW.

A collection of incidents in emerging SW takes two approaches. The first is a
qualitative study by a SW safety expert group. In the qualitative study, incidents in
emerging SW that are meaningful from the viewpoint of SW safety are collected. The
second is to supplement the objectivity of qualitative research through big data
analysis of news articles. The news article data covers about 350,000 related to
emerging SW collected for 66 months from January 1, 2017. In this big data,



paragraphs mentioning incidents, limitations and problems related to emerging SWare
derived through pretrained language model, and major incidents are derived using text
mining techniques.

The category of hazards that cause incidents by emerging SW is analyzed and
converged with various preceding studies. In addition to the SW defect model and SW
failure model, which are dealt with in the traditional SW safety field, we propose a
complex model that reflects the incident investigation methodology and the
characteristics of emerging SW.

Incidents in emerging SW are mapped to the category of hazard. At this point, since
the mapping has been done by experts of SW safety, there will be some limitations
on the results.

Finally, from the viewpoint of SW safety, based on the available data, the trend of
emmerging SW is summarized into policies and legislation trends of major countries
and global standard trends to gauge the current state of SW safety.

4. Main Contents and Results

A total of 37 cases of emerging SW were collected. Among them, artificial
intelligence accounted for 18 cases, metaverse for 9 cases, and block chain for 10
cases. In the qualitative study of the SW safety expert group, 26 cases were derived,
and in the big data analysis, 25 cases were derived with 14 overlappings. The
incidents in emerging SW were reported by applying the incident form of ITIL.

The category of hazard causing incidents by emerging SW were composed of 38
items in 7 major categories. To derive this, the British incident investigation
methodology was adapted and the SW defect and failure model was fused. The
category of hazards of SW safety in emerging SW was inevitably broad due to the
absence of prior studies.

The mapping between the list of incidents by emerging SW and the category of
hazard has been purseued by SW safety experts. As a result, items such as absence
of SW safety mechanism and insufficient SW safety system were highly observed,
indicating that awareness of SW safety itself was very insufficient. In particular,
emerging SW is judged to require urgent action as the hazard caused by abuse and
misuse are measured very high.

In terms of SW safety, there is no effective ways to prevent or mitigate incidents
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caused from emerging SW. In the field of Al, there are regulatory legislation and
standard activities, but it will still take a long time to be actually applied.

5. Expected Effects

This study can be seen as an experimental study applied to emerging SW from the
viewpoint of SW safety. Hazard analysis in SW safety performs a very wide range of
tests from source code analysis to reproduction of an accident in order to derive a
hazard from an incident. Hazard analysis was actually impossible since emerging SW
consisted of very little information, but one of the major contributions of this study
was to abstract it from the perspective of categorization.

In this study, continuous research will be needed in the future in that SW safety
has prepared a start that can contribute to the paradigm change to digital safety.
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Finanace)oll Al ZA] & FZo= QI oF 19 30005+E3# 9 713ty &3
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SWAlZI&e) A9, oA AFF A WA el 9ol NP B s A
gojof Atk Tt ¥ WA ERo 9N A9 2d A Falo 48 9
g A0 glofof =, SW 2l71%oltt By 1#d ElolE Ao RAT 4%
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S £57 R mat 930 UE A4 F4 SRt 7% e
ok SAEE U 7149 25} B4 made Aol g AR AT A
A7t AAHOR ofPtha B 4 Atk TeE Qe UE ATARE wAgle] 2
Aol sl T WAl BRel 90 U@ Az ool Basi,

In-Process Potential
Error Seeding Hazardous Situation
F/EE o)gt /&8 oygt

7| swazad

2 EA
(SW Error, bug

AL 2191
=4 YYHE ZA

Defect, Failure (ICAM)
Model 95)
DR =Mol I 2=
s B BT s 2R oE s
Thieme 22 ICAM Incident Factors
g2 AU H
- SWAIZ| @ AL R
= - HEERE. = -
;RN
(SW-ICAM); :
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AZd QPaT 24

1 SW 23 &7

SW FdALaLE tf - SW 2o 2 7] 7]Igkth SW ZAFHsoftware fault) 2wt
Z o 2 wA(specification), T2 12i7, AX|(installation)2} 7, SW 7 ©A Fol
SWeoll =8 SWoll| AA ZAgS ZslthJean-Claude et al, 1995; Littlewood and
Strigini, 2000).

“Research Issues in Software Fault Categorization” (Ploski et al. 2007)% ol A+=
M2 & SW /i Z2AES SW Ag Alololl= " fFARHO] Qlar, ofd &/
(categorization)7} A& A=A 7€ ATFES B8tk W1 ER(bug taxonomies),
SW A3t EF(software defect classification) % & 91 Ast EX(root causal
defect analysis) &< X33t}

ol A=A As wEFsEle HHL, ZEIHW AgY 8 ddS(root
cause) olaiat7] s, Ad FH(fault tolerance) ZE(measures)= 7HEal7] 3| Al,
B 28-S golstA 3t7] fI8lA, SW M Z2H2E ZYEHY] YslAM, AHssts
sl 7iAs7] fsliA 5 TRl

<ZE 3-1D> 7]1& SW 23 BF 271} /& (Ploski et al., 2007)

Beizer : . .
Knuth Cotmn Gray Chlllarege Elfenstadt De!VInIIo
(Knuth, 1989) Beizer and (Gray, 1986) (Chillarege et (Eisenstadt, (DeMillo and
Vinter, 2001) al, 1992) 1997) Mathur, 1995)
1T A
ng Hag | ZE Ay —;Eﬁﬂ'— =[TF2 PN
1 multiple 2000 >50 multiple 1
— 1-8 1-8
Z2NE large large large -
AO| = devs/10 yrs devs/10 yrs
2c A=+ 867 982 132 - 51 415
2d H8 EFQI M El itg = A|AE NKCER EFQI A El
S A AH SW
c el =7e %Z Xel P =0
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5
7HE 2] 2] es no es es
Q'IEEI_I yes yeS y y y
HHE}g?
6
25 d(@mbi == =5 E =S St == Eg=
guity) ¢ &
7a H|Oo|H . . . .
r hillarege Eisenstadt DeMillo
7}20]E? Knuth Beizer Gray Chillareg
7b A
ZHH| 2212 es es es no yes yes
ulE §jo|E y y y
7180 %2
8 =H oo oo ole ole os =
Eﬂkllﬁ? HA OO HA O AN O AN O [=]
9 Tch
72| 9 >100 2 8+18 10 >20
M=
10
el T AZ RS =7 EeiKe) E-Yo KoX x0lo =X
I"“J—EI 7‘"3—| Z”ol:lAE 7:”o|:uu:| 7:I|OHAI:I 7""o—|
2N (flat)
(=]

o Knuth 9+ (Knuth, 1989)
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/Aol £YR AT (O, A - oza% gAl %,
v AT 9K (), D - el 7
e

71%)

v JE:LEHDU} AE M AR TR/ (o, M - BE dHHo~ L - &

of %)
v Agol =YHE A YL Ivlshe T $Y (o, B -
3T % g A% S - A8 el vld A9
- Knth @74 2% BRE 22aa7 A% 2 LIS olslHad
&

=2 FPHeH, AiFor FRVF dolFoln R34 Bt

* Beizere] ¥ ¥F(bug taxonomy) (Beizer, 1990; Beizer and Vinter, 2001)
- Beizere] dATrolA = 8744 B9 = A2F 7HEYE XﬂoP’S}(’i‘?
7153 W1 QFANE 2 Axi(features) (BT7ALE BA F 2F)

TEE 7% (7A@

724 W1 (Ao 25 2 "iifi Z2bol| #3748 5 A9

tlolE W1 (H]o]E ¢ 74«] TZ, B AREOlA W)

T8 I I, F2F 9 3 SRk A4 Y &

Y HAZUE 219 QA H o] 28 AHH W)

A28l Bl SW o}7|ElA]

H2E Ao 9 A3

AN N NN U N N N

rir

ol

- Beizere] Arolde 39 5 A ZHEae of o2 a9 JHEAEE Al

stel, A ALt AFZTEE Ak
- A% Abae 3l gl Hdo] opv, Helo] mEA Bk

o Gray9] A2+ SW oy SW A 257 AT (Gray, 1986)
- A3 A7Hrun time)o] 23 7S Zs)r] Y3 BHo = SW F /HA H
= SF AT



v YA 3 ZAghtransient faults): d¥d =7] e AANEE
2T g v AFoE(PE =FolA] Heisenbugs 2t W), §HE2AQ A
o2 hesHA AdE = glok

v HlY A H(non-transient faults): AAE oz FAE AT F =
51O Z(YE =Fol| A Bohrbugseta =) €A Ad 71535t
- A SWollrt FF3kial, A3 A A3} HEA ofie wel 23S 2R
St

- A A WAYES AASEE Boll At S84, BT 2 242

T FRA e Bt

 Chillarege €]¢] Orthogonal Defect Classification <4+ (Chillarege et al., 1992)

— Chillarege ¢]°] ¢A-{Chillarege et al. 1992]o| A= SW ZAge] +& Fol7] 9
o FA0®, Tefg SW i dAlolA AL Al S-S FHE o EoA
Orthogonal Defect Classification(ODC) 71'd-& A/h3tA .

- SW A gk AR= A3 f-3(defect type)olgl= £A(attribute) &2
oz E, Ast Ed]A(defect trigger) 44 SW Aglo] FA3tyE = A3HS

}

‘/ —

v QEFols (18R, BE E= A £ o)

v AR (2 mEGA HolH gkl FEA AFo] FEHAY FeE)

voad (REE 27089 28 22 FEAAY AL )

/oHolAEE (3% Uhs 2 AAT Bas BB A SR
o)

v OREEAAMSE (BolnejE AzgdMe] A%, WA w9 WA Ao

2 3 FAE %)
v ZA3 (ERES 74 B3 REE UE)
v dudE (A HAS 9T Fa glo] AFHsl AT Y= FE
A EE S AE UE
— Chillarege £]9] ATolM2] EF+= SW Age] EAS gFr|Rths A4
A7) 918 o &7t 7ttt
- ODC7} SW A%} ®vh Zgts|A= Feta(d, 71538 23 54 3,
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ODCe SW /i ‘Z=2A|x’ & EAA L Jfdsket stk SW 2% 4
o ‘AEEAY AT oA ‘ZEAM|XAY AZ o7 FAG oo}
olq.

Chillarege ¢ ATolAe] EFe 23 #3 &4 ddshd, 23 dlolHd
A3 EYA $AFEES =y e 2= o

Eisenstadte] W1 ~Ez8] £ (Eisenstadt, 1997)

Eisenstadt2 Z212j7 79 thfgt SHS AAs] Adstr] 98 Z=0
A=A 1 /7 < ofEerh oEA %}Zﬂﬂ%ﬂ B QQle FoiRly}
o e A A AEs 7L WO BuAE 83T, TR S| AlF
g 597Me W1 B EEE #A8th

Agte] ZE Yol st A& tig @& SW Al o
olojd & Qo

mem - & =X] A do AAAY ARH W= (13
FadA - FELAY ZAGIE Y == SW) 9)
des.logic - oA X3+ A--(FxE AA =) (1)

nit - 2x9 2713k 238 B 49 & 6

lex - ©13] —rxﬂ A5E T B4 Ee Bog 7RG

ot

H
!
rl
A
u
Hu

mafd - AR AR g2 vEE (3)

lang - 9Jm|7} BEstAY 23X o]aH(2)

behav - H& AHEA TS Z2I8H)e] 11ots}r] o3& <@

o] #RoAMe ZEIHY F ¥ ofldt HF AHEAY ZRE FFH Bt
st=do] e SW EAE 1HF A

o] AFolA EFe HHE b AlgEe] ¥4y Bug 2/RES IF A
= Aol A% 2EZEH & HEd 2HE Ttk o] dFe FF
i =750 ojgA AA = o &Aof that =A<

DN N N N N N NN

}\
A AR 8 B0 A8 LR

Age “ZE I A4} sed Q08 Hosg, Adto] A2 ZEo|A



L BUA A2 A Al 4

T o= Hog e #H 7w B &
Bhe ANSG BF 270k U A 2 8 e AR TR 7

7 dEE - 54 B2 4L AA 22 (20.5%)

H AHE - 234 dEE A]lol B8 (155/53%).

M AEE - 91A] WAl e (16/5.5%).

® JIEE - 71E b 2dE (118/41%)

- AAEL EH6ynta)S o¥](semantics)E ALt wi/NA R 7SS

s
=
- R FHL g £ 3 Ade AR E0lil, EIAE EolHaL

- AR FE LRV 271 1L B2 dEE vk, YA o] % 51zt
o] HlaHdlM = ‘%}Ziﬂ?‘l Eotd /\}fﬂ] g o, Agke] W& ol9ox 4

o Du¢} Mathure] BSF @8 BXA 7)ut 5% A7]v} (Du and Mathur, 1998)

- Du®} Mathur= H<F = o]ojxl dHe /& —5—4’5}” 01315P LFE &
Fohe AEE 27|vks sttt A3l S35
3 o et ZE AR SAHY TEAS Brkske Ziolﬁ‘r.

- wRe A 7 B eE AN A WA s an
A A &, F e ARG, T MA B o7 FE, ZE9
S7tE A ke AF mE Aula AR)S YeRith A ¥ bS =%
S AAsta DeMillo 2 Mathur(DeMillo and Mathur, 1998)2] 2~7]u}
4744 EA 02 FAHS

- 7 o #HOE o]Fote He F1T 4 ok

¢

23

Research Issues in Software Fault Categorization 9174+ 2] 7]& ATFEIA
SW Adshs ofgA & 0}0} A AT 7—'1‘21‘ OE Aase] 540 wgt &
A%k FH A E AR e S son, F 7leo] AR o i Fwe A
o] AAEHA k2 AElE B3kt SW A% Tjri'dﬁi B A A4s JishstA
U t& ZEAER Holsh= AL oA €
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Nz SW AF ER AFEE SW 2F #¥ B BAol w ojus 2en
SR B 4 goy, o] ATEL 9F BAS BHow BEE o] ofoyq &
: 1

Zzstzlell A7 A ol

Thieme ¢ 7% (Thieme et al., 2020 “Incorporating software failure in risk
analysis-Part 1: Software functional failure mode classification” oA SW 7%
(function)s} ##E 7]%2 A3 R=(functional failure mode)ol W& HdS A s}
i, SW 715 o o 715 A-A9 2= EFH(taxonomy)s AbEATE ¢13 #4
oM S=glol, SW, oIk, 249 AW 8aTe] 83 tholAok sht, s1E A
BAA] SW Asfo] v Rio| FF NI o] ATAAE YurHe AY 2
4 T 9la0) SW AuE 23T 5 Qi ik AFsA sk

71 SW A3l e BF A7 A 4L 3 [EEE(nstitute of Electrical and
Electronics Engineers) dlo]Els|o]~ Xplore % Scopusoll Al o}#e] 7|9 EES A&3)t
of 2000d% °o]F S3E i ANS FYPsATR.
software failure mode identification(SW A3 == 2]1)

- software FMEA(SW FMEA)

- software FMECA(SW FMECA)

- software failure mode effect analysisSW 23] == &
- software failure mode effect criticality analysis(SW 23}

H:l

RE JF AGAY 24

- #HE ERE xFste EHES WY 2Asta Add el disixe 7t

B24& 9ty B9 EF AAZE 2002356 20149 Abo] EHEolA @Ay
At

Li 9 A=, 2004; Li et al, 2003)& SW 7] tigk Ay 2t 25 AA =S 7
H"O‘}"i‘:} D 7I58-4d9 Ru(EA ¥ 75 B 7e-JE A 25 ¢ 2) 73
uE/=d, % ‘EZ}%, A Y(support) A3f] RE)e] F 71A] HF

) o O

oM o= 3o Aol




- QY/EY A5 e SW 71% ZH%MW ﬂodsm %

a — 1
3 EER —?L"élﬂﬂi SW 71% A4 AEHA =t
SW A <l ol L8iATk o] Aol AAS] THFA kst

AAEEANE7)HOECD) A= AHYAF(OECD, 2014)+= Li ¢ dA7%E0W et al,
2003; OECD, 2014; Li et al., 2005)7} Authen % Holmberg ¢17®(Authen et al., 2010;
Authen and Holmberg, 2012; Authen and Holmberg, 2013; Holmberg et al., 2012) %1+
of Z|gkste st=dol R SW Ay mE BF AAE AdetAnh. AA Al=E, FA,
AZ D Ao] 523 o] A|2HY thoksl 328 tE)h

Ristord®} EsmenjaudRistord and Esmenjaud, 2002), Huang ¢ 1+®(Huang et al,
2009), Stadler¢} Seidi(Stadler and Seidl, 2013), Park ¢ ¥ (Park et al., 2014),
Prasanna ¢] 97&l-&(Prasanna et al., 2014) SW FMEAS AA|Z o2 7423 AL A
QFeta =933t

Thieme ¢ A7EL ol A7E°] 7Fsdt Ay 2E 28 E 93 7|8k A FstA]
B EFAA e HEg Aol iR sk SW st s (dll, SWOA|2=H,

SV 1, 2w ) WA Thol YU HE BYSLA, HY £4 FA°
2 SW 7]} 9 B SW A2E o) mEe] BiE Ade Helsn B o

Aok SW A= g AP e FAeH, SWollA e 758 #HHES o] &35},
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A 2Ee AdeA 2 o, 11 7€l JRAIe 2A S7HE Aol wEkA Y &
ofoll gk 2t s 71WHel i A% = I NEH % E«l g ANad
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23k A E St e AAel tigk wiAA A2 At

A2 AFAT

L 71ed 253} §%

ISONMEC JTC 1, [EEE & T3t DAlollA Al 7l& fF3te] ML o o] @&
A= 2z TA e 223 F83 74 A9 E23 e TACE 43T

1 ISO

S0+ 33 E&s)t 7178, #F2 FES /Mdste, 80 A9, 87 55 At
717t} 2018 4¥ AR 7|& Bd 1S09} [ECY &% #=3} 7|7 ISOMEC

Al A8 ZF232 g93d3t= SC 42 Artificial Intelligence(ISO/IEC, 2017)Z

AR 357 7t 157 Fd=rs E3e) 5070 =0] Fdog Fofsta gl



. SC 42= @A) 5714 WG (Working Group), 170¢] JWG (Joint Working Group), 17}
9] AG (Advisor Group), 37} AHG (Ad-Hoc Group)& Z3Fstal ok Z+ 20| 3=
A5k T <R 4-D3 2t
SC 42= AAZA 1409 2 AAstL, 54 F2S AR
W GARE EZX8E AoZ Al suk ® S
Mast 8015 A TEISOMEC 22989:2022)3 MAlH Y-S 83 Al Al~E x4
AAFZE AHest F=(SOMEC 23053:2022) 5 270E A|A T} 2= JIC 19 WG
< StURE HEloly #H WGE oldste] A9x Zlojth. HHolgl 7} 8(SO/MEC
20546:2019), =z o}7|HA(SO/IEC TR 20547-1,2,35) & 5714 ZF& A|AIAOH,
dolg FAUSOMEC CD 5259-1,2,3,4,5), ko] ZALo]2(ISO/EC DIS 8183) &+ &°] A
BFolty. WG 3 AlY A4 E£FS 933tk AsA43 #dd 22(SO/MEC TR
24028:2020)0> =&, Ale] HIKISOMEC TR 24027:2020), A4 ZAHISOMEC TR
24029-1:2021, ISO/IEC DIS 24029-2), &84, A34 $HISOMEC TR 24368:2022)
E}%kfﬂ wOFE "HYEh WG 4+ 20|29 gefgt of&gAlolds #3 &
ot} dA) f2A0 A9 BAR TF(SOMEC TR 24030:202D)0] AA =gl om,
LSS Hzé Aol EUPTE WG 5= Al A 2H"le] HT HH ddd 258 99Ys
of, dA) 1I7§ISO/MIEC TR 24372:202D)2) %55 A4 At
£ SCoe HYoE o]FoA & IWGE @AM F F/77F Atk SC 400T A
e DT AMd2)F o] Fojx IWGoA = 2219 Al &-8o] Arjd2o H|A]
ol 3k FFUSOMEC 38507:2022)€ AAHom™, SC 7SW, A28l FEHa o]
e IWGAIME @A Al A2ele 93 8 2=8(SOEC AWI TS 29119-11)3}
o] A Folth
ol = 1H(SC 24), njtjo] ZQ(SC 29), vloje] #T(SC 32), &4 A = A
AoI(SC 34), SC 36(E<5, 5, TH= AT AR 7]s), SCITYA <14)), SC41(oT<}
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{F 4-1> SC429] AMF =3

acy =X
WG 1 2| BE
(Foundational Standards)
WG 2 ool
(Data)
Azl
W
G3 (Trustworthiness)
S X7 0| A9t O{Z2|H 0l M
WG 4 +Z70] HHE.HI.I
(Use cases and applications)
Al A 2ROl Mt HHRHED £
WG 5 (Computational approaches and computational characteristics
of Al systems)
SC 40(T MH|A 2| ST AHB EH2)te| Joint Working Group
JWG 1 N
. AIQ| AHEHA Fet
(5=) (Governance implications of Al)
SC 7(SW, A|AE Z8h1te| Joint Working Group
JWG 2 Al 7|8b A[AH B AE
(Testing Al-based systems)
AG 1 Al 2| A|AH”H HEF
(BE) (Al Management system standard)
AG 2 Al A|AE OllX|L|0f2
(BR) (Al systems engineering)
Al EE9 2
AG 3 EE2 =
(Al standardization roadmapping)
Hgap =it
AHG 1 . .
(Dissemination and outreach)
AHG 2 SC 38 (22t AFEa 24 SAUZ)ute| A=
(Liaison with SC 38)
AHG 3 K& ALE AXLOE
(BR) (Intelligent systems engineering)
AHG 4 SC 27(8E HEQh ALO|H Hotut Atieh Ho)atol et
(Liaison with SC 38)
AHG 5 Al B#FED 3¢ 5 2EH
(AG3Z 0]2h (Al standardization landscape and roadmap)

2) IEEE
[EEE+= AHd 223 7|72 AA 7)< Mg 933 £525 Mdstke 717t 7)&
A58t Az"olg A AlxEle] RFEE T AICE 3H BFEES HIES Al E A
& N2"Y FZ2E7HA] 647K 9] FZ(EEE SA, 20220 #asta itk Al =99 A
o], LHE29} HHH ket Al AlxHle] £F 58 [EEE 29418 HIES thokst &
oA ko gtk
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s

%‘J%—s}l %‘F} 7}><1 71%k 06—!’% IT Al
so) A o 2 weeES s Ao,
Rolt}, sy EFo|ME [EEEQ Al AJ~E o
(Ethics Certification Program for Autonomous and Intelligent Systems Certification,
ECPAIS Certification)®] 7] AlFsta, S2A TAE T2 A= Ao
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2. 229 YA3 5%

Al B HASE DR 94 BYskn A A% Bedd eadd 9
G WAt B A 2 BN ALAA), WER AFH e o FULT
o] fUst e FtIME AW} BuA S£F 2L Yok B AYESA
FASI Qi Boks 27 kA, AR BAD Bk Al fElsh BAD Fop
Stk o] WAL AMIS AR FUATS MR TE UAS B FFE &
At

1) UNESCO

20211 UNESCO 41xF &3]0 Al &glo] 33k di(The Recommendation on the
Ethics of Artificial Intelligence)(UNESCO, 2022)7} &34= At} a3 Aie M7 874
Z, M 2E A5 Atk 333 430] sid Hae] 4 FEOoE, A F
ke A4 7R e ARAES WAISA, 47oA 7 Fopd Hagh AAE Ydstith
o] HioA A= WA Thx= A F <QIxF EAA, EH A, BT =
74, B3E AT A U JHATE Al Ao R EeA, AAE, AE, AA
A, T34, AAACZE IZtoly FEAVE iE YAY SEHAME ?}Hf‘%(xﬂlél&),
Al N2"llgte] Aoago=w oy 7124 A7t FsEAY deEole <t
O WA 55 "2 Atk oldd v 7HA ZHXE Sst HlEA, kA
Hob FAA, A&7bsA, e AR B 7o 7HE, EHAl 2 Ay 74
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1}

ofF tiFy <14, tF ol3) AR AA T E A dAE Fa FAssk
1M &84 9 37}, doly AA, 84 ¢ Mﬁl Ad, &3, 15,
B2 5 18 FopllA Al 7k & X17l71 At AAE FAHOE A A S
E718 AL, A F4H Al A="HE 7“?&}—5— Aotk Al Al 2=Hlo] 7|5k
obd, R HAe EAAQ ;i JHA oA EWs] Al A|~HloZe] HHog &

2) EU
20221 71
4-113F o] 4744 ¢

o] 5}

O &
’IT—] H

2 AY(Artificial Intelligence Act)S A|AJATE AlHS
T oet 7AE B2A skl ltkLiguor, 2022).

NEW RULES AND ACTIONS FOR EXCELLENCE AND

ARTIFICIAL INTELLIGENCE ACT: trust N Al

The use of Al, with its specific characteristics (e.g. opacity, complexity, dependency on data, autonomous behaviour), can adversely affect
a number of fundamental rights and users'safety. To address those concerns, the proposed Al act follows a risk-based approach whereby

PO S/ o}L 39

o

PYRAMID OF RISKS

Prohibited Al practices ‘ Unapecetable risk
i P High risk

No Obligations ‘ . P Low and minimal risk

I Regulating the use of Al models is a global concern

legal intervention is tailored to concrete level of risk.

ESTABLISHING MODELOPS AS THE FOUNDATION
FOR MODEL GOVERNANCE

Most regulatary bedios ro

ire that the persannel who test and validate models must be separate from those who

ssary documentation and metadata for ymodal cluding any changes

R echier ' ModelOps for Dummies free download available https://bitly/MdlOps

Regulatory authorities have levied significant penalties against
organizations deemed to have inadequate governance.
The Al act distinguishes between Al systems posing:
* unacceptable risk
* highrisk
e limited risk
* low or minimal risk

Under this approach, Al
applications would be regulated
only as strictly necessary to
address specific levels of risk.

THIS SET OF PROPOSED REGULATIONS APPLIES TO Al SYSTEMS PRODUCED AND USED IN THE EU
AS WELL AS IN NON-EU COUNTRIES, THE AIM IS TO REGULATE THE USE OF Al FOR FAIRNESS AND
TRANSPARENCY

Al ADOPTION CONTINUES TO GROW WHILE ETHICS CONCERNS SURFACE. THAT'S WHY
A GROWING NUMBER OF COMPANIES LOOK TO Al AS CRUCIAL TO THEIR FUTURE.

IMPLEMENTING MODELOPS AS AN ENTERPRISE CAPABILITY ALLOWS YOU TO
ESTABLISH AND ENFORCE BUSINESS AND TECHNICAL CONTROLS WITH A
RULES-BASED ENGINE THAT GOVERNS AND SCALES Al INITIATIVES

P gnrdl g the acy ntexts, including
business metrics, statisti , and exter
purpose for its metrics, how it was developed, and haw it needs

to be deployed

* ifying all BpH the model moves fi
into production

+ Capturing ith the model, including code, training data, test cases,
and results

« Logging oll activities that happen with the model fram the time of release to production through
retirement, including deviations from KPis, remediations such as code changes or retraining, and ol

B approvals that took place at each step

(1% 4-1] Al ACT A%

=g

R= 9 (Unpredictable risk), &
risk), %2 ¢¥(Low and minimal riskE W5 A|aL, 1 =
FHA, Aol Bl o, Vb = 5o o5t dEA A&HTh dE

218 High risk), AgE $&Limited
o wzt H2AE HolH
S AE

3} o] QIzks} ABAESE Axdol, AA HolHE SR 34 & 43

e orr
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2 Brkse] 24 oldol el AF WHE YA v, I
g Ak s, A7) A% AT At} B AT Al
NZEL BRI AL WAk AS BTk A2E L 5T £ gl okl
ol g L WEh AW FAY ol WA FHE BolPske A5 AY 2
29 F ojE99) 6% e TS BFOE Pohre £ gtk

A3 wEhA

HEb 2 £FE2 obd AAEHIL A T AdElolth wieh 29t A¥E Tkt 7]
= oK & AdoAd, EE5AQ, vid 8 YA, H]E 4, “JX]E* Ed
H

wERH 2 E2 EH(MetaverseSF, 2022)2 20229 6€ 219 A=, WepH #A
AE 228 MR BHog g2 TF(Khronos Group)ol <8 FEakar ik
Alold, World Wide Web Consortium, Open Geospatial Consortium,
OpenAR Cloud, Spatial Web Foundation, OASIS Consortium &< %3} 34 A 650
Ho W7} Fofste] BE3E 9%k Working Groupg 74338k ok AR AT0F
© 2000 ATI Bl=Z=EA 2, Discreet, Evans & Sutherland, ¢1€!, qlinjtjo}, Azl&
Jg 2 A rlo]ZA ]2 R AYEGlon, A oF 1207] 7|Ho] st
3 AT H= il EARE & Hl9E AA A er 2AEE fle Y
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2. 229 YA3 5%

D v=

0l s HaA ‘Investigation of Competition in Digital Markets® (2020)(Nadler |,
202002 S 22> FAE A e AAskaL ok

- AT EBAEe] T2 2R019 £ D) 2 AR A% AF AR
- A7) SO A AR, BY Auzele BY A 27, A% B B4 5
- AE S84 S dolsl 95 5 A :

- Huzk i A A 30%, T

skl HaAe F& X2, 20219 6€ 11¥ 7] ko] ZHF ﬁLXﬂ 571 w4}t
(ZFAE A4 9712 Hebe oty ERE A4 A 7L O v 7w

A olgat € SHY, e B4 A ol&a € 1099, @ AR 600091 e
o, @ =iQl FEAFAAN At &S AE AT T8I A TR
GAFA: Google, Apple, Facebook, Amazon)S FAIgch T3k ZHE A FALe] &AL A
3-89 o S, B BA A fleol tE ASAY T, AAHAF ¢
o, 24 o gojg oA B 55 F8 UgoZ gtk

FHE e B ez SHEY B AR T HE U

FHE S FHE = FAY ¢ Axe OS/HnHte] 2~ SHE tigh %Xﬂﬂ a4
Hg

9l &S mE 4 Uth= =wHolA, Open App Market Act A3 ofFof FE&

7} ATHAA Y, 202D).

OS/tjuto] /2B 7} AYH AO|EF|He= AHlA %E)\* of tigh AMEZEe] <QlE
7h AFEE 71€/7158 B4, AV 5o AT EN UAE FE= A

= AF

FREZOEA Y HEp 2o thEk HFH Jﬁi(ultlmate authority) & R-83HA He &

A7F Jek =7 059} Qt=ERolm FRE 7 AFH| o] =11, UHYA T Aol=2

el g = A3 QPrEAE T %ﬂﬂ Ao E o] dArEoe] OS Aol
E7|H e FFEAA Blojr] ook

70 iubAl HoHOpen App Market Act)e]l F8 W& 9 AA A9 AolEFH

of N AujEE Asy] Y3e 1 FHOoR ), n=) 53T o] o] &sh=
PrEo] FJAE A tFOE gt

-—
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3
F32 WEPAE 93 2A<] Hetoz DMA(Digital Market Act)9} DSA (Digital
Service Ac)E 2431 Qth DMA 5ZE= AlOEF|HI} HIEA] Z43ofat sl= 9]

BE d7KE 4-2>3ta gler, DMA 62 F3% 7)Aol 71Hs3Hsusceptible of being
further specified) ARFEE, Alo|E7]H o] Fo that-S Aosta JYThHHA Y, 202D.

(I 4-2> DMA 5% : Alo|E7 A7} 258 o at= o &
z2 g SHEH HIO|E 7| H(OA)

(@ ZOIE 7Z|He| CtE MH|ALL ME IiE[ZREO J4Ql H|O[EIE &
giote el XI5t £[F O|8XH7F AHO|EZ|H CHE MH|A0| 7F|  Facebook, Google
U= E 27 FA|
(b) AFR O|8XAte] MELIE| S/ 0|82 3& Amazon
(© AMY OI8XICH AHO|EF|H SotA| 4 TOf HZE 4= QA0J0F 3t
1 olof cist 2[F O|8Xte| ¥ A 0|80| 7hs8HoF & Apple
d) 337|&& &%t O[2H7| 7ts All Gate keepers
(e) AtRHOIEX0| HOIEZ|HO| A¥ MH|A 0|8 3XE 8T Facebook, Google
) A & =F O|&Xt0| AHOIE 7|mo| CHE dyl MH|A O[82 2 Facebook. Goodl
Tote Wl FA| acebook, Loogle
() &1F % 10 MEZIMO 714 & 27 BEE Mg o7 Facebook, Google

E4] @ EC, 202000 A AT

GDPR(General Data Protection Regulation) 7§ 52 : GDPR& 7jel HHE A3}
A5t MEpH 25 GRA0 R fASH Aol Hasdith oE o HoE fEE
A3l = A EAEHE A WEM 2 A dest ERES 22
Hl2a AFAA © B2 QS Fostd AHEATL ksl AT - JES 3§
24 gk w3 DSA(Digital Services Act-2 Elol8] Abgoll thgh AgE ARk HAIA
E AFstes A Ut opvber ¥ A F'lz9] AYE A H S8
o

e A

3 Q&
AR A 54 GAY EATS RIY 9 3 B
=

2020 6¢ 34 Bl AJ(METI, 202D)3ka U
Qe FAE AN Fa s T 2ok
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g HE
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- O|EXt HOl ST 7|0t L= BH At=l 28 Mot X[&HH 48 2H
- CX8 EHF MY RE3Y-S el Y- H=Hom Y
k=2

M. OAXMM SEALES
O OoOoOo oco=
- DX B33 Sde s29 L3 & UA=E AMPA-SIHAL-0| &R 2t

- THAItid: ORI 2 E;EF NSA (R2Z, M52, H4x)

- HETO 22H AP E W 0iE 300022 Ot ¥ AE0] AFYXH2000
o Oleh7t Al tHy

- X 22 7|g2 2tFH, of=XiH, ofOrE XM So|H ofel 7|Y¥2 +=,
OE, Holas S2 At 7[¥E Add

- =4 & HE S
: O|EXt0 oigh Ao = &7 R #HE Al M X 2|7zt
o 28X O HolH S& oA FS5-0|8HX = SN
D HOMY O|RZ MY + Sl 4% HAES ol =g oA
- BA-AAC AEY FH|
D ZE SUNOL O|ROKIX| g dR0= d 5 dF =X
CA O AFRAE BAMYY g0l Fote XEo Yool EXE-HA (At
YAt Zofof Chet 0w F2l 5) ZHl 2Al
- —S—Oo”' éﬂ EI'_ 2 2LEHP
Hel =4 & 2 M, 2XR-HMAe Ar2H FH|of CHet XN E7F EOME
ALY oE HE 2=
D ENMYEE EAME 24 -FL AR 2 g
A 2 M HA S

oz

Do
H 37 o

fot
k=]
%
I
4

- SEAHEY At AASH FHES WL 8t Al HETH =X
- AHel AAE 2ot ME A HiK|

- 92 7| YED ofL 2t siel EMEF AMYXAE SLSHA HE
SAY 3H & MA-AEES Ef Qs & =k ¥t OpA

e — T T

25 A8 A Y GEEESES), 2020.1.26.

o e zo] H§5E @9 (Olga, 2022
@A) dE 2 EE A8 PPAAE FARCR FASE WES S 1o W

Bl = AR, Bel A<, Ak 5 el AEHE A% FAT Qup

JEE

o QurH o ofubel, Jbg A

o A &5 A| 5 vjEp oA A

BEE Z9dE A4S H)

o AZAH(Copyright Law): wEp] 20A A ZHAH
= 9 HAE olEL I 22 AR A EHl=
Al AN AzHe] e AREY 2L A
& = .

o A& AikA¥(ntellectual Property Law): A& A4 #d, AxF 9 7]E
e FxEe Bushs AoR, WEM 2o A ALdH S opntel, M

L,
-
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A& 9 gAY ofES IS 22 TP 4FE 2 Al FH8E 9ok

« Al°Fi(Contract Law): Ao Aloke] JAH o]dS &3ttt WERH 204 =
o] &2} 7ke] Aeko] tial] AkHS X*%OPU% olefgt Alokell= 7V 4FE B
ANA 7V A Aol o] 27|74 B Zlo] 3 <+ Slth

o B4 JoH(Tort Law): EH PLIH-2 Q0 A=l € A4t Faliet 22 AV
s U7, dEH 20N BHYAYES OE AREAR oa A BE
slo AgHtt. o7lol= AAF g, BAH s 2 A vt 23
AT

o ™d g<EH(Defamation Law): B EHe ALE i EL
EZREH AHES BT wEadAE Bl EE IAE sk ALE
A AA ez HogEHo] 2 gH)

4 & ©

A4d EF5AY

O BEAU AAF oy B3 A i #H <3¢ AA (European
Parliament Report: Blockchain and the General Data Protection Regulation)

(EUP, 2019)
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» Decentralized Blockchain
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Decentralized 713} Permissionless 71&S & 4 Jrh E4HE HEY E2AQl A
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