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The Need for a Software Safety System Viewed Through
Software Safety Incident Cases

rk>

=L

S / OIS E /

N, N

)

4 4

S SP R AZEderyteia
o Software Policy & Research Institute



W AOE

Xt
A

2ot A

H

ATBIIZ oM K|

O] 2nM2f LY

fll Z=AI7] HIZLICE,

oty

of2f terx=

Rol=

74

=
—

2891

_|
<M s
X
=
& 8
s
w0 ©
30 S
Edl~
Hq <
I
8l
®l 3.
KO o0
S R
oF
m__ 10
H| E
« ar




SPRi O|#Z2|ZE 1S-170 AZEQ0] OFH AL A2 BEE AZEQ 0] W HH 2ad

PO &

CONTENT

1. 97 By Y 2%
2. 917 LS U ¥

. 2ZESo] B At Al 24 P.6

ATEL0] &
ADEQ0| OF

HArWN =

A%

. 28 9 A P.21




SPRi 0|42|ZE 1S-170 AODEQ0] OFH AL A2 BE ADEQ0] FH HH Had

=
2 9 2
CIX|E o=t Af=|of|A Aol EE O 340 A4S ol Ly T 24 18

ZES0] HE =itz I3t 57k UHA JoiEEE OfLEf AR, BHIH

= | _)II_\_E
o= ALz 001" =+ Ut OII1I Xf?ﬂ&*-*filﬁ Mt Arlel S21E OtL[2t CIX|E St
Mol R @fgd APt BitHeto) et ATEQM O 2= Fe Nz HS HFELCE

ATEQ0| OFH2 o Fll glo] AZEQNZ Qls wWie &~ QUs AfNZRE QI2te| 4
Fo|Lt AlXofl CHot ol CHH[SH= AEHE 2(ofotct Ol 'Safety of Software'?t 'Safety
through Software' & 2tX| SHOZ & O LI+ & o UL} 'Safety of Software'2 4AI
EQI0] XtH|e| REEE EE0MH, ALARL O|8X0AH OIE & Us fIEULERREH QIS &

D5h= ATEQ0] EAHE EoiL). F, ATEQ0Z QISh AFDt HHSHK| pes AZE0

ot & Joll, Hly &% S As =
Ct. O] Mz 2219 AHIE A5 AZEQo O 22| 2bEoilMe| OjH|er fF1F JHM
Ys =80l —’F—7P512§ Herlor & 225 Aldoltt. 0|5 S QrdRe| T Y3 Xt
X~
(@]




SPRi O|#2|ZE 1S-170 ATEQ0] OFM AtD ARHZ B AZEZ0] OHH X LA

Executive Summary

In the digitally advanced society, software is becoming increasingly central, driving
high-value creation across industries. It's particularly influential in accelerating
technological advancements in key areas of the Fourth Industrial Revolution, such as
mobile computing, quantum computing, the Internet of Things (loT), autonomous
vehicles, big data, artificial intelligence (Al), robotics, and blockchain. The acceleration
of digital transformation deepens the complexity and dependence in digital society,
posing potential threats while also serving as a foundation for enhanced safety
through digital technology. The rise in natural and social disasters, along with
frequent safety threats in digital spaces, has made securing digital safety for
citizens a primary concern. The expansion of software applications increases
potential risks, leading to accidents causing physical, social, and economic damages,

necessitating preventive and management measures.

Software safety refers to the state where there is sufficient preparation against
risks to life or physical harm from accidents caused by software, in the absence of
external breaches. This can be divided into two concepts. First, 'Safety of Software'
ensures the integrity of software itself, maintaining the safety level to prevent
accidents caused by the software. Recent examples include autonomous vehicles and
smart factories, where embedded software must guarantee integrity and safeguard
against potential risks. Software algorithm malfunctions and abnormal operations can
lead to human casualties. Second, 'Safety through Software' focuses on utilizing
software safety features to reduce and prevent potential accidents, and ensuring
safety in emergency situations. This includes incidents where software errors in
safety devices fail to prevent, and instead cause, major accidents. This report
examines such cases to analyze shortcomings and directions for improvement in
software safety management, identifying areas needing further enhancement.

Through this, we aim to systematically examine our policy's improvements within the

safety management framework.
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* Z&2| : MICHAEL TEWELDE/AFP/Getty Images

18) Ethiopian Civil Aviation Authority - Aircraft Accident Investigation Report B737- MAX 8,
ET-AVJ, 2022.12.
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19) MCAS(Maneuvering Characteristics Augmentation System)2 ZXIELLY AI*E"OE

ASULHAAALORIDE B2|0, HIZ AE7} HIYMHY 1 7|48 YHHOR U2l WEoR

ZAE|= A|AE]

20) FAA, Statement on Boeing 737 Max Return to Service, 2020.11.
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Organization)E Eafl Ak 74 25 Eat 23S (ATP, Automation train protection) AJAHRL F 2|9
Z7| L2 201249 EaF S LA A|ARI(TCAS, Train Collision Avoidance System)O|2t= O[EC &
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[A3 11] Q= QUjAE BAL At il e

How India train crash may have happened
Exact sequence of events still under investigation

B Goods train - [l Coromandel Il Howrah Superfast
Express Express

1 Coromandel Express heading south to Chennai and Howrah

Superfast Express heading north within the 130kph limit

S S— S—]
- - .
=== § - 3§ | L oo i

2 Coromandel Express leaves expected main line route and joins
loop Une after signalling faillure. It hits stationary goods train

3 Coromandel Express derails after impact. Rear of Howrah
Buperfas: Express collides with deratled carmiages

4 Some of Howrah Superfast Express carmages are also derailed

— Ny e

———m-

Source: India®s BMirnitry of Rastesy (Railbway Bosed) E-u

* 2] : BBC NEWS Z2|0}, https://v.daum.net/v/VSSU7DIffz
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ot A7t A2lE QISR £71EE Aor SRl JF T2, dH| F
2 Y § 2R B RHs| Z2APTE MY AlR29S Che ARyl 2

Sops AfE ADEQO| 3 YUBS HS5| SBiME AZEY
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22) Reuters, U.S. agency probing self-driving Cruise car crash in California, 2022.07.08.
23) Al TIMES, “2R0| R A Z7| =F O{Zot0] &7 Ba{raf, 2022.07.25.
24) ME23A, & 24| ZFA51E 60t 2=, 2% 0| W0t sA, 2023.05.31.
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o AT 0|30 Atmo %O_I% HMstn A&SHs Yol ppye
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o Ol OLAALt SAAL H=2t 29| =&t Z A 2t Rt

25) ¥ A34z 6% : I7t= MSHE olYste 1 HC2RE TS HS517| LI5t0] L=2{50{0F SILt.
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Incident Cases
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