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A Study on the System of Ensuring SW Safety
for a SW Oriented Society — Focus on Testing,
Evaluation, Certification
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SUMMARY

This study is designed to review the current status of the “test — assessment —
certification” system at home and abroad, which composes the preventive phases from the
perspective of the process that secures S/W safety; and to propose methods of improving the
aforementioned system to secure software safety at home.

If we look at the present situation of the systems for securing software security in major
overseas countries, standards are mainly established by the organization authorized by the
European and U.S. governments as well as global companies based in Europe and U.S. However, a
well-established standard still needs to be amended when a product is changed or modified and, in
particular, whenever it is necessary to add a new requirement to the software area. Several
organizations and global companies are working on the project to reflect such requirements in the
standard. Global companies also test and verify the product and software in each domain, and the
growth of the test and verification business is gaining momentum.

We need to contribute to the establishment of standards by participating in the activities of
organizations responsible for establishing standards, and perform activities aimed at improving our
technical skills as a test agency and certification authority, in order to improve software safety
and establish a safe industry. We also need to enhance technical skills related to software safety
through active exchange with global companies with advanced technical skills.

In addition, the standards and guidelines divided by each domain should be compared and
analyzed, and used as the basis for improving software safety and security safety. Of course,
these activities should be also performed by government agencies and laboratories. However, if
these activities were delegated to test and certification service companies, it would contribute
greatly to promoting the domestic test and certification industry.

Until now, a testing and consulting service centered largely on quality has been provided in
Korea, which is a low added-valued service performed at the final phase of product development.
As a result, it should be switched to a high-added-value service comprising safety analysis, design
consulting and certification, all of which are performed from the early phase of product
development. According to “Research on the trend of the domestic software industry,” the
domestic industry believes that advanced overseas companies have various references in each
industry, and that is the biggest difference from our own domestic industry. Therefore, policy
support is also needed in order to enable domestic companies to take a step forward, by

- Xiv —



accumulating references after conducting safety work for each industry group.

Certification related to software quality, which has been already performed in Korea, needs to
be modified and supplemented by reflecting the present conditions. GS Certification and SP
Certification are not sufficient to fully reflect the characteristics of software safety. The content
of international standards related to functional safety needs to be analyzed, so that software
safety functional elements can be reflected in the quality and process content.

When the present domestic situation is compared with that of major overseas countries, the
following improvement methods can be proposed.

First, a concept of software safety should be established. Currently, the conceptual difference
between quality, security and safety related to software remains unclear in Korea. In particular,
the scope of research on software safety and policy direction has not yet been fixed due to the
ambiguous conceptual definition of software quality, security and safety. If the concept of
software safety cannot be established, we will inevitably have difficulty in applying international
standards, which will in turn cause the failure of global market entry as a result of our mnability
to satisfy the international safety standard.

Second, software safety capability should be strengthened by sharing information. A consultative
group needs to be formed and supported for promotion, in order to share information on new
technologies related to software safety, risk factors, and methods of response. Also, the
information sharing system among organizations dedicated to license management should be
strengthened; and common technologies, incident cases, and problem-solving cases should be
actively shared. Furthermore, efforts to strengthen competence and improve awareness are
needed, including the publication of a book of case studies on response to software safety
incidents.

Third, technological competence should be enhanced to secure software safety. A standard model
that can be commonly applied to each industry group should be developed, and specialized models
based on that standard model should be developed and diffused. System safety should be analyzed
during the phase of requirement identification and control, design, development and testing related
to software safety. Then, the system and tools for designing and implementing safety mechanisms
should be developed and supported.

Fourth, software safety experts should be fostered and their competencies strengthened. A
virtuous cycle needs to be created in which the social/industrial foundations related to software
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safety is matured in advance, awareness of the software safety industry is raised, the price of
software safety services is rationalized, domestic TIC companies switch to high added-value
services and, finally, high-level experts are either brought in or nurtured. It is also important to
nurture a new workforce through institutional education (e.g., colleges, graduate schools) and
supply it to the market, and launch a training program specialized in software safety to allow
workers to improve their specialized capability. In tandem with these activities, we need to
consider the introduction of a national qualification system in the software safety area, and
strengthening workers’ position as reliable experts.

Fifth, software safety needs to be strengthened by improving the legal system. We need to
enact a fundamental law such as the “Software Safety Act” to establish a consistent concept
related to software safety and implement the relevant policies. An opportunity should be created
to secure software safety by industry, by enacting a fundamental law. In addition, details of
software safety should be reflected in existing related regulations and industry in cooperation with
the ministry and office concerned and specialized organizations, after considering the
characteristics by industry.

Lastly, international standards should be observed, and support for international activities should
be increased. Currently, there are international standards related to software safety that are
sub-divided by industry area. Common criteria that fit the present domestic conditions should also
be prepared, based on the IEC 61508 as a “mother” standard. Furthermore, we should establish
a software safety standard specialized in each industry through cooperation with the ministry and
office concerned and professional organizations, and practically reflect the software safety
standard in the existing safety control regulation for each industry. In addition, we need to
strengthen the support system, so that the domestic industry can actively participate in related
international conferences and organizations in order to respond to international standards related
to software safety and apply them to the domestic industry. It could also make a significant
contribution to strengthening global competitiveness. Therefore, the number of support projects
aiming at consolidating the foundation of the international standard and at fostering experts should
be increased, including domestic support projects for international standard activities and projects
for enhancing national standard technical skills.
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severity exposure Cl1 Cc2 C3
Kl QM QM QM
. E2 QM QM QM
51 E3 QM QM A
E4 QM A B
K1 Q@M QM QM
E2 QM QM A
52 :
E3 QM A B
E4 A B C
11 QM QM A
a3 E2 QM A B
E3 A B C
E4 B C D
Ata o g (2015014 Q&
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Part4 Product development at the system level= A|F /WY ©A 5 Al2E G50
A S BAGT A2E £ e 7|EFOE VREdS mET,

Part5 Product development at the hardware level-S 3t=¢lo] &9 AF ML
718, A2E A7 BAE 7Rte g sto] A[2HEIS StEgo] Jfito] o] RolXiTh
| =3 A2" YRoA oA VERS w2 i 59, sl tid aTARE

Part6 Product development at the software level2 AXZE o] 2| AF/Nd =
&V RdS m2n A 59 A5l g a7 AYskal Stk

Part7 Production and operation= #A1F¢] A4k &9, A, I8a HI7E 93 8
TARFS 23,

Part8 Supporting processesv Fd Q7tARFS] WAl B A, FdE, WA B,
A%, A3 2ZE o =7 ARG g 4A1F], AESTE —‘Eﬁ/—zr%} ol gk 8
AberE A efstal Qi

Part9 Automotive Safety Integrity Level (ASIL) - oriented and safety-oriented
analyses= ASIL¥} Qbde] 7|Rke B4& 93 8 FARNS 7]estal T

Partl0 Guideline on 10526262+ & 7B, kA Ao, ASIL &8l & 150262629

a

osfol =%o] He ARE 7lesta

3) DO-178B : &-g-Hof A &+

DO-178B(Software considerations in airbone systems and equipment certification: &+
& Al2F g A /IS AZE Y HARDE 19923 A8H EFECR dEd
ofofl Al AZE Y YEHA BFEoE A 4R EFEo|th 1Y o] EF YA
LA E 7% iAol dE AT QAE k)

DO-178B& A28l Ydewol wet S7HAE FEste 7dsts

JHU
o
lo
_O|£
El
%0
0

A9 ARE G0 DAAE ATEdClY] oA%] RS o), FIT 4 A& Bl
o 532 o] 2ZEMC] BF& Yokn g, 53, 48 Bx 33719 23]
U Qe Ao QEe fAA 2 arEdols B nEe tiao] opdg WA

1 QIt}2D

20) Fslig, AZES HAY AN £ AZEYS WY &E v, FEaSelA],



{3 2-5> DO-178B9| &~ZES9|o] T3

£ZEL FF

(Software level)

47

Software whose anomalous behavior, as shown by the system safety assessment process, would cause

Level A or contribute to a failure of system function resulting in a catastrophic failure condition for the aircraft,
Software whose anomalous behavior, as shown by the system safety assessment process, would cause
Level B or contribute to a failure of system function resulting in a hazardous/severe—major failure condition
for the aircraft,
i Software whose anomalous behavior, as shown by the system safety assessment process, would cause
Level € or contribute to a failure of system function resulting in a major failure condition for the aircraft,
Lovel D Software whose anomalous behavior, as shown by the system safety assessment process, would cause
or contribute to a failure of system function resulting in a minor failure condition for the aireraft,
Software whose anomalous behavior, as shown by the system safety assessment process, would cause
or contribute to a failure of system with no effect on aircraft operational capability or pilot workload,
Level E Once software has been confirmed as level E by the certification authority, no further guidelines of
this document apply
g AsiE (2012)0014 Q1E
3 DO-178Bol|Al= Aofl(failure condition)ol] thdt 58 Bt Qth

<& 2-6> DO-178Bell A A2|st= ZolsH

=
ol sa
(Failure Condition

Categorization)

ek

Catastrophic Failure conditions which would prevent continued safe flight and landing
Failure conditions which would reduce the capability of the aircraft or the ability of the crew to cope
with adverse operation conditions to the extent that there would be:
(1) a large reduction in safety margins or functional capabilities
Hazardous

/Severe—Major

(2) physical distress or higher workload such that the flight crew could not be relied on to perform
their tasks a accurately or completely or
(3) adverse effects on occupants including serious or potentially fatal injuries to a small number of

those occupants,

Failure conditions which would reduce the capability of the aircraft or the ability of the crew to cope

with adverse operating conditions to the extent that there would be, for example, a significant re—

Major duction in safety margins or functional capabilities, a significant increase in crew workload or in con—
ditions impairing crew efficiency, or discomfort to occupants, possibly including injuries,
Mi Failure conditions which would not significantly reduce aircraft safety, and which would involve crew
tor actions that are well within their capabilities,
No Effect Failure conditions which do not affect the operational capability of the aircraft or increase crew workload,

At

daiE (2012)001M <1
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cERLLE]



Ske] FollA,  ‘Catastrophic” SH ¥V AAZF FHE £ Qe A,
‘Hazardous/Servere-Major’ Sa= 33719 715°oly das5Fde dFo A3k
A5 FAG Bed e 4B Adshe e 9Y + dE A,
‘Major’ SH5& F5719 7eolu daside dFdd Fa3 dlE FU He

A= Ao, ‘Minor’ sE< F&71U sHdedA 1 Al

AdA FdE d8 F de A THES

SEHEY QoA HAE F Aes AR HIE F= HolE T3t
DO-178Boll= AZES|o] B|2® A #Ast AW e]A(Coverage)ghe A@std =4

= WASHY Atk ol AZES 0] HAHY daEE AFH R S+ X]Ei"ﬁ

o]lF & EFINE ARRSIER IS FTL &

+ AMYAE F A FFF AeH, she 87ARE 7%HiﬂlX](Requ1rement

Coverage)o|H, Umx& F22 7w 2] A (Structural Coverage)o|th.

Do
8
N—

<F 2-7> DO-178Be] &~ZE9 o] H2H AW A T8 H&

- Objective AL swW 5
- 473 954 | A | B | ¢ | D
1 Test coverage of high—level requirements is achieved 6.4,4,1 @
2 Test coverage of low—level requirements is achieved 6.4.4.1 [ ]
Test coverage of software structure(modified condition/decision)
3 6.4.4.2 B
is achieved
Test coverage of software structure(decision coverage) is 6.4.4 2a ° ®
! achieved 6.4.4.2b
) Test coverage of software structure(statement coverage) is 6.4.4 2a
° achieved 6.4.4.2b e e

Test coverage of software structure(data coupling and control
6 ) ) ) 6,4,4,2¢ ] @
coupling) is achieved

H ® : The objective should be satisfied with independence, O The objective should be satisfied,

iEE%JlOi %::”ﬂﬂi *}QO}J_ A= 7)_11———_" & 5 o
| AR S A3 F A=F =77F NEE A2 722 AwgA
TAAE Z= ANYAZL & ¢ e B AR, 24 78R, MC/DC AH

22) dalig, AZES HAY BWHAM & AZEY WY EE v, FEaSe)A],



gjZlo|t}. DO-178B+= o]} o] AZESo] /P Z2A|2~ GAME HSZEAXE
Astal, Z2A 29 Objectivedts TAHRAE F71ste] AZEY o] S5E ZZA
Hdgd= Agatdlon, H2E AngAge AZFEQ 45 AAsve= o 9
o7F It & ¢ Qrk2d)

[» of

4) [EC 62304 : g 8o =A] &

IEC 62304(Medical device software-Software life cycle process)= 2006'd =<l A4 H
EFOE AFAHE & IR0l UstA’ olge Jide st JA Kk
mebA, dhsiAe 7stdA EEolgtal ek Aol FE7t itk ey, 987

7](Medical Device)= 712402 SAH|~E W AU SAH| 2 FARE
bdsfof gtk s HASt L, ZF I7PHE Pl gk dA% A 7+
= 7HAAL QlofA TsetdAd BES

—‘—57‘3], Az EGo] i A

é/]Eloi 131, [EC 61508< L}_o

FHE 60601)°]

1>
T
4§
Fo
—
>
ok
tlo
ol
lo
rﬂ

@A AFAY, [EC 623MUANHE SHA/1S LTRSS EFe Aol TH o 9
I oL, AEEAO HUSHE Hru, AT U AEE2A 2l 43
& W HoE AZEdlY iy e SusuA sk

12
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>~
>
ook
mlﬂ

23) dolig, AZEQ0] HAY WA & AZEQO] JedHY BE Hlu, FHYSIEA],
30(2), 2012.2
24) doig, AmEQo] EHAY THAM 2 AZEQ0] JSUHY E du, HESIEA],
30(2) 2012.2

25) o, AZEQo] HAY WA 2 AZEQ0] JUHY E dlu, FEYSIEA],
30(2), 2012.2



{F 2-8> IEC 6230404 A oJsl= ~ZEH Y HASH

H ST 29
(Software safety classification) = ©
Class A No injury or damage to health is possible
Class B Non-SERIOUS INJURY is possible
Class C Death or SERIOUS INJURY is possible

PR 7D (2012)014 Q18

[EC 623045 o]s} o] Qb Bag ATEFols] JPSFL FREIT ofd] 02
AZEO] Y ZALE RYTHe ZhN AZEgels dHAS Fuss
43402 s 2TANGE B2 o|F TE

26) Falig, AZES HAY AN £ AZEYS JeURE EE v, FEaSelA],



A3E SWHAA & 7]&2D)

B HoAe AZEY Y H2H 7]eol A AWtk st AZE o B
7le FAME 53 F8% ZoE Ay =2 7|8 H2E(logic-based testing) 7]
3l HAl 71 el kel Concolic testing 7]1WHoll thal A #pA| 3] A ko)

1) Logic-based H|2-H

D) ZaA

Logical predicates= #/A3le WEL 5 e 45 Ynsted, 53 £ZES 9]
o] Hz2 AA3E= ZA(Condition)o] Logical predicate &2 FAE 0|17 W&o o]
AE HZE st 22 vl Fa35it dF 5o AN2EE ZdYsh] st 3
FE Z1A BAls AT, ZF A Abele] o] 2Z(Transition condition)o] &5
Logical predicateol si@3gict. whebA Logic-based HIAES F3f3itt= AL AA Al
289 2 H2EZTE Y 7HE F At

(2) Logic-based HI2® 7]&

Logical predicateg H|2E3&}7] 9ajA &322 HAE Aol~ A 7]F0] A3l
o], o3k Logic criteriaz} o]2igt HIAE Z7S it} o & =9 Clause criteria®]
3%, predicate Wje] Z+ Clausego] ZHAA @<= 2%
o2 AHojdn. ey w<ed] s8R Clausert #HA
atn], o Clauseol| si@ete g 2%+ EF AesioF Be A5E H2EJHL
& 4 9tk Combinatorial criteria= 2t Clause®] ZHAA @9 B =
2Este 2010, webA Clause AE nllet & o F 22719 BI2E Aol
83t} Combinatorial criteria7} & stk AME S 2B akANE, S/d0A 2 417}
Q7] wEo AdA o 2= A AHEEA geth

27) ol 2o &2 A4, 2nEM A =HEE 9t Ve A HiuA, SPRI YEALE,
2015.122 - @ ofFsh



Ao AT AW wEZW  Minimal-MUMCUTEH=  Criteriag AHE3HH  Fault
hierarchy 78¢] 9712 DNF /€S 5 & & e Ao &84 Aok &, 1
B} o B3s oF deide 2E3E ¢ ok A8 EW stk Predicateol] oist
of ENF 77} 712 o]ojA INF 277} 718l d 49 ENFU INF o7 shitt
A s Aol vlE ER Bxs BAvF @oh aeu AA 7] AZEY o] &

ol TS BA3] B Az Minimal-MUMCUTE o]&3ke] 99% ©]4+e] Logical
LRE Fokd 7 v Ae A4PHCE FH|E AT

< a3 UlFe = E71(branch)$} ¥HEloop) w-&<1H, o] gk
FES0] AZEH 9 HAES g/ 7% ot AZEY BE RES &
o Esl7] feiAe thddt HAE Ao|x7t FastA Rl o] xR 9 H 2
steld ojd A2 HAE Aol AE HlSojol &x

A & 5 gtk o83 £A4E sidsk=ul Concolic testing 7% ol w5 &2 o)t}
Concrete} Symbolice] &/do1<! Concolice F oJ¥dtlZ Concretex} Symbolic 53§ <]
AAe sz g Aotk Concolic testinge ZA F FEOZ ydth WA
Concrete @t ©l&aiA ZEIMS TPt S5 7] &2 WHEES AUHA
AojA = Symbolic &AEe A8 FoloF sttt 7]& Concrete #oZ+ ¢ o) =
2% o] Evle & uw RolFH Symbolic 24S Fo]4 AZEE Concrete %

< AAstL, Aue &k Az BFgor z2ade dds) 4 4 A doh

(2) Hybrid concolic H2-¥

JukA 2l Concolic testing 71H-& Symbolic 24L& Zold 4 9= A4S 22354
of. 29 AR ke Aol 233 &334k Symbolic 2o Z=
o) e, O A5 Z2O5 Al gk H2EV ddFo g BErbesit

28) Kaminski, Garrett, and Paul Ammann. "Reducing logic test set size while preserving
fault detection." Software Testing, Verification and Reliability 21.3 (2011): 155-193.



B 9k ol EAEE ddsly] Astd AkR Zo] ulE Random testing 1]
31 Concolic testinge AW ste|Bg = 7] o]t}h29

[19 2-8] (@) 7]¥ Concolic testing (b) 3lo]E.2]= Concolic testing

(a) (b)

O Ao g 715 I Y& H2E ARHEE ouisiy, 2 é/\PZ.“‘é—é—%
247y 22O E71/REEES on|dith WA o] HAUrH= Zo] Concolic
testing= ol-&st] FHS FAs) Wie S onlsty, o ¥ #& AANAES
ATHEFE ¢ B2 2209 RESS H2EYra & ¢ k. ARHAA B
g A9 FA7HA 7k FE-2 Random runele} E2l=tl, 999 s ople IA
O]E‘r. 79 (@) FEANM B 4 d%o] 7]E9] Concolic testinge WAFE o] 3hH
B HA7MY By J@, 7 (b) 7Y stolBE = 7|HollAe mid o o] F

A 2 gho} Random rung eshAl HTh
E}EW ”EHX*OE O B ANAYE Aded & 93, A 22099 ¢ B 7
& afd o H2ES Aot

B oGe oy 9] =809 &S 7oz obEy B4 s)&d ts] A

29) Majumdar, Rupak, and Koushik Sen. "Hybrid concolic testing." Software Engineering,

2007. ICSE 2007. 29th International Conference on. IEEE, 2007.
30) o4, olgol, "AmEo] ure] obd WA AlARIS gt obdA BA J1E. uuelslx

334 73, pp.41-46, 2015.



A B (safety analysis)3D-2 Al =~Elo] ThEsllob & bdAdS REEseA] Ilske
G50 g2A, b I A2" A Al RIEA] F3ste &5 Fol shiolth Al2H
o kA& B4 g thekdt JHEo] EXEH, AlxEleY A3 A g of
ot HES Meald oz Aok grh. iAo & FTA (Fault tree analysis),
FMEA (Failure modes and effects analysis), HAZOP (Hazard and operability analysis)3}

ol /s def AFEEAL Utk ol Tk ZIHe] sl AR 27

A Fedo] 9479 Azdo] tholit SA% b B A zHo] AZES )
7 =gEn 1 mFo

A A gt A2Ee AR DEten, ek I
= A A 7IHE s g

SZEols studojs 2] =YY Ao Vs 7S] wEel, vhed
gellrl £ZESO] 7]Fol HHAY £EEA Geth BY AZES o= A2 HEe
2 5A7F 7hsstr] Wiiel stedofel wis) Axkgstr] 4, 7lee 727 2 ¢
of FolSl7] Wil AZES 0] AARIe R 1 715E Bofsly] offTh olHd &=
Esloitte] S0 <3 st=dofd] A8 7€ kA B4 71HE AZES
of & 7hsst=s AAEHAY A= 7fEH AT

w Ao L A2E TRl AREE o kA B4 71

off
o
&

2) 2XEY o] kA B4 7|He EA

- h 1= ’ A
A, B4 71l wet @ 7EA] o] el 3l AT o 7] el A w7
M Addo] et 3 BAo Aol W e TYo SALE 7Rvit

24 =
A= vhEwl, Az P BAY 5 A 288 ¢ JES ARE HE 24

A(Hazard analysis)® A|ARIQ] OPA/-S &Hst7] st #A &zolch. & E10A

g &
+ H¥8E BT AR 242 FASHY AR B4 o)) st
32) Clifton A. Ericson, 1I, “Hazard Analysis Techniques for System Safety”, Wiley, 2005.
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(1) Preliminary hazard analysis (PHA) & Software Safety Assessment (SWSA)
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TYHY, AlzFe] 7] A JEE vEoR B4S s3I

PHA 482 il 0.2 94 E(Workshee) S ol &3] S-qath. INES o4

AN BAL AAACRE o] s, TE JHEY Hg] W= A F30]
7Hsgk Aol itk ER B4 AEsHERE ohlgt /AR olsfslr] T

PHAE A28 alold] 35 24 Wio]y] HZo] AZES S X

Yol rbsstch AT ATEGO] AANE o FPsplole APHA o
azEgole] bzl BAL 9% /W F PHASH fAKR ZMo2E SWSAZL 9
SWSAE AES0] kel 7] Bl S@she JIHoR, PHASH vhHAE 9

INE A4E B BAS SR

=

ot

2= ol
ol
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Sha

(2) Fault tree analysis (FTA)

FTA: Thbat 4 Bobol i de) Agss oy B4 /o=, BhEda o
G2 B4 P F shtolth BASIA S AAGIE == LS AY9l Fa
3 9912 SR Qs A BHE £U @tk B ol Ao AT A%
2915 A7E ANDU ORSH 2& 2] AO|ER adstel A3t Wy 24 AT
oh B4 B3 HEW Ulo] © o)y BHo| BiAsF Ale] B wkA A 5
W37 ek

He A% BAH £Y0) BT YRR FRAb AL 5 93, Bz Azdel] o
# o oaEE ngos B4L s A

LI = 2 T M
4 2Fe F= RS s 2ZEY O] T 2/|BA6E HEd 5 glon,
AR A o) TN G o] Fof H Lol Tkt AZEg o] wHhEFo] EAT
A% BAo) B3s) 19D 4 glon], Y1 HEo) ofd WAY 4y PoE =



Hok

r {

(3) Failure mode and effects analysis (FMEA)

FMEAE AMBA|~HolL AZTUE A0l 114 430 A AH] nxE FeFe
A3 7IHolth AlaEle] B4 REo] Yo7+ 1A ¥ (Fallure mode)o] HA|
Azdle] Az e G M F YuA GAshe BPORA, Aoz
H A3E 2&3= Agd =2 9He o 233tk FMEAE PHASH &
A YANE AL Faf o] FoiA AL PHA 2 A7|RG % A7 949
SANA FaD 7 Ae 7ol

Software FMEA (SFMEA)= FMEAE AZE9o]d HE 715352 BHoE QAA
4 719olth. FMEAS 14 82 AZEJo dojHy oHIEZ UiAH
SFMEAE a3ttt §4 dHolH fF3oly oflET} AZEold nA 4 Qe 3B
S B4k 7I¥elth

o
o
Mz
kot
o

(4) Hazard and operability analysis (HAZOP)

HAZOPE $18< ZFolfjal 4 4 e 7oz, g 449 %:iﬂl A5
7IY & shdolth o] #A JHE AIXEY] Jleolv a3 Ze wivid
(Parameter)$} HAZOPOl| A Al Fat= 7Hol= ¢ =(Guide words)E ?}6‘}04 oA
g A2Ee] Y E EEtal, EFH PYUt A2 e ofd FIFs =
gt FMEAS} vRZHAE A2 S8 W2l 7bkets fIaAE &
< THSANE A7 A Boh f8&3HA AHEE T

2|

]

¥
o ¥ Md > r|r

ox,

=4 &4
53 24

%IOM k] (Instruction)?% 7tolE S x3}a}to]
AZES0]9 01] A T Utk 2ZEH o RS W Elold

LA
AN
7polEQ =} FokE

(5) System theoretic process analysis (STPA)

STPAE= STAMP (System theoretic accident modeling and process)2 7|HFo. 2 &=
mdlo] ki EAe flal N ZRoltsd). STAMPE A|2Hl9] Abare} $o] Al



STPAE 33t7] Sleire A=vle] At} f|Fo] Hejeo] lojof ata1, A|2H
S STAMPE 7|wto & 3k= Control Structure® =& g 4= glojof 3t} Control
Structure= A 2E1S 7d 20 @ AEF @ 47+e] A5 AH8(Control, Feedbackl 2.2 &
dgtth. STPAE Control Structuredl] UYehd AEES 4 7HA 3PS AFo =z EA3
o 4 7HA 98 A8 AEZEY FA, 5443 HEE, AEE oWy HEEY
A&ENZE ulsi, 4 7R 2 48 AEES Unsafe control action (UCA)o]ZtaL

Kigss

33) Nancy G. Leveson, ‘Engineering a Safer World: Systems Thinking Applied to Safety”,
MIT Press, 2011.
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aZEGe] G BEe Uehd, mreEE Eze A A3sel govl, A¢
o] ¢Hde ®BAsr] 3 ®FS IEC 61508305 Ito= 4
z 2

o} ohdol Bad 7 Ay PUE Y SHS T LZES] dH EF
al

P

- IEC 61508 : 77019 SEZ FAHSW L7AHES 9LE 3)F o] glom, AZE0] 7|
o] AR b AHEFIE 2E AZE ] ShAA QTFAE £7, AA 2 A

H2E, B3 A4 39, 44 A% Wl 34 ¥

34) [EC 61508CA7)/AHZR DA 7Hsd A7 bl Be] Azue] 75 e ggde] AEHE
o) A EE0| T,



- A% (SO 26262) : Ak A71/AA A28 obA(Functional Safety)ell thal A
Edo &

- A% (EC 62279 / EN 50128) : ARUA M, A998 2 Mg 28] gjst 2
5 Ao} Bl B E Y &ZEL Y A 23 Ad stodo ¥ A#

- QA (SO 61513) : AAEEA LY kAo FQ3F Al 2Hle] A9} Ao]o T
g oA 9 Ak Al

- &% (DO-178B/C) : RTCAS} EUROCAE®] <3l Aatsl d-37] AzEloA Alg
He b e AZESo|Y e AFshke ML TlolEg, lm I =
(FAA)o] 337 AZES O] I5E A7 §52 AT Ae dAs 37 &

fof B2 913

E

[ 3-1] £2ZEH o] A =AEF A=

IEC 61508 Aut ISOtI262562&
utomotive >otrtware DO 1785XC
Avionics Software
[EC 62279
_’ . . .
Railway Application
| ISO 61513
Nuclear Power Plants [EC 62304
Medical Device
R 1SO 62061 Software
Machinery

AF& : SPRi (2015)0]A] Q18

(|

[EC 61508014 ot 2w} AZE o Qbd E7R1 1SO 2626271 oH, vl=, f+
9 A QRE 7 T ol Bl te ¥Ee 48w Ao



1SO 26262+ 3.5F olste] zkol H&5 &= 75 HdA(Functional Safety) 3E=o|H
(AZE o] &2 Part 6), 75 = C 61508014 AFsat F 7], A}
A2l @ 7R QIR AALHAE A3 Asat E Asat FEo] A A EH Ao
e 2011 1€ EFHAT, 20183 1Y 23 BlHo] W& dHo|th 23 AL
HEHALo| 23 358 ol AbgFo] X3E I, ArAke; AbgF Bk gk vjgo] Bol
AF=HL ek

SO 26262= Asatel HAE= A7)/HA AlxEle] /72 <l
SO A AAS A5t 75 S HFOZA, A8S st =4 A%
FAgE 1 AZEAH e ool TAE ZA/A s AY olE
Hasbalr] A3 b 2o thete] A3t AolH, T Ee FE71s3
AL GAEr] Yt Yslle EA(Hazard Analysis) 2 2]2~= H7HRisk Assessment)
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(2) AUTOSAR (AUTomotive Open System Architecture, A-s2} A4 SW Z#HE 7))

My AEat TF AZEY 0] FLX(architecture) 241, AHsat A7) A A| 2= T
Z(EJE architecture)e] T332 Y3l AZAHOEM), 7/NEAKTier 1), & /MEAS <
3 A= gl 1SO 2626290 v)3] HWeF SWe] H3kst BelE Edle], SW| AJAFRA

&4,
e THAA, BT SWE wax A=A A /idsked 248 =ve

F0% AN29 FREE J)5) B2, 3§ LZEC] AEs0ls 99 T A
EE3, FEHEYATENS] AL AT VY AF ATEAL WE Fo] BE

ok AUTOSAR Z2AEe|H 27|14 A28 728 el Ra2re oe o A
% 4 & PHES ALY o A WAL DAY A&, Az A,

ECU 4%, 48 7hsd AZEdo] AA)E o Zold ¢rh®

(3) MISRA-C

IS0 26262 Aoll= kA #H Absat AZ=EE 93 AZE oY /e FE AF
A A AZEdol Al FI(MSRA)E 7holegiele] ALHUTE MISRA Ce
MISRA(Motor Industry Software Reliahility Association)oll A 7Rst g2 4AFdoll AR&-
HE duigE AZEYele = A, T84, MY F4E A% C Z2ad
Aojoll thak i 7ho]Eeklolth(C++o] 735 MISRA C++7F Qith MISRA-CE #H<Es
7] SI3t RS AZE o] Fo] EAEAIN ojHd =% MSRA-CE 100% wHE<
T Atk 1 o=, MSRA-CY| A dlA = REEA] Algro] sfjobdt dh= Wj-go] X
gHelo] Q7] wZol T3

MISRA C= Asat AHde fofl AEEHJAAT -+, =iy, =8, 2= 59
Okt 2kdoll A &85 3 9tk MISRA C:20129] 4% F 14370 23 16719 A A
o= FAEY Stk SO 262629} MISRA C&f Apo]H 2, MISRA C7F W EF<1H ®F
&to] 1SO 26262& g A7/AR A2 0 Fo thel 3|y == Aojstr] 3
WHI 2XE Atk Ao|th3®)
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37) Y7193}, https://ko.wikipedia.org/wiki/Misra_c, 2015.08 &% 44
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zE o] /A o)A AUTOSAR S-7AFe] Retshe 15026262 7@ 84
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BE Fa ool T
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ISO 262620l tfsk A+ &5 AlZF o, JSAE WG(Automotive Engineers of Japan
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contracted members

Publish

1SO26262 Steering
Committee

- Knowledge
Work in WG
-Budget

The collaboration study | ‘
-Safety Designh expert WG

Handbook WG
-Common document WG

= TBD..-..
S Discussion to

Word translation Europe, US,...
book

J SAE SOTC22SC3WG16:
1SO026262

1st. AAl Summit, 26-27 Nov. 2012, Tokyo

JARI
Work Shop

Total: 26 companies 1 April, 2012

Manufacturer Supplier members
members

TOYOTA AISIN DENSO
NISSAN ADVICS NISSIN
HONDA CALSONIC KANSEI Hitachi Automotive Systems
SUZUKI KEIHIN MITSUBISHI ELECTRIC
SUBARU JTEKT AISIN AW
MAZDA SHOWA TOSHIBA
MITSUBISHI SUMITOMO ELECTRIC Panasonic
DAIHATSU YAZAK|I CORPORATION KYB
YAMAHA NSK
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48) NASA Technical Standard, Software Safety Standard, NASA-STD-8719.13C, 2013.7
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History of Key USA Standards
ISO/EC 12207 “Software
DOD-STD-2167A Life Cycle Processes”
“Defense System Aug 95
Software )
Development ISO 12207 IEEE Stds
2167A \ \\ \
IEEE/EIA
498
/ 016 =
7935A MIL-STD-498 J-STD-016-1995 IEEE/EIA 12207.0-1996
“Software (Trial Use) IEEE/EIA 12207.1-1997
Development and “Software Life IEEE/EIA 12207.2-1997
DOD-STD-7935A g:gg’:emﬂm" Cycle Processes, “Software Life Cycle
“DoD Automated g"f“"l'a"e ¢ Processes”
Information evelopment”
Systems (AIS) Sep 95 Mar/Apr 98
Documentation
Standards”
Oct 88
Introduction to IEEE/EIA 12207 presentation by Jim Wells

A& : Stacy Nelson (20030 A Q18

(3) MIL-STD 498 (=% %)

MIL-STD-498 (Military-Standard-498)& w]=9] FA} F&717 0] Oiﬁlﬂi “ A E 0]
Mt 2M3F 84& RS 9% FHoR wheoin o] EF 4L 19944
11¥ 8¢ s omH, 7| FF7+43 DOD-STD-2167A, DOD—STD—7935A, A= 1)
DOD-STD-1703& thAleted A&=ch 28] A& &Fo] WA= ¢ 29 &
A AAH] HFEOR X*%H&’it} o] &4 19983 54 27¢ J-STD-016% IEEE

ATt Fr=rs EFst w=o] opd ThE Ul A = o

A3 o] BF 4SS WEc 78%7} A, I ot MEE EEHAC HE

49) ¢]7]498 3}, https://ko.wikipedia.org/wiki/DO-178B, 2015.2 3]|& 27X
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NASA Policy Directive (NPD) 1000.0, & NASA AW 29} M=l HY W=E
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50) Y714z}, MIL-STD-498, https://ko.wikipedia.org/wiki/MIL-STD-498, 2013.11 & £4




[Z3 3-7] SW #e] &4 #A=

1.2.1 Higher Agency-Level Requirements

NPD 1000.0, NASA Governance and Strategic Management Handbook.
NPD 1000.3, The NASA Organization.
NPD 1000.5, Policy for NASA Acquisition.

1.2.2 Agency-Level Software Policies and Requirements !

NPD 7120.4, NASA Engineering and Program/Project Management Policy

NPR7120.5, NPR7120.6, NPR7120.7, NPR7120.8, NPR 7120.9 NPR7120.10 | NPR7123.1, NPR 7150.2,
NASA Space Knowledge NASA Information MASA Researchand | NASA Product Technical MASA Systems NASA S
Flight Palicyon Technology and Technology Data and Lifecycle | Standards for Engineering oftware
g and P and Program and Management NASA Processes and Engineering
Project Projects Infrastructure Project (POLM) for Flight | Programsand | Requirements Requirements
Management Program and Project Management Programs and Projects
Requirements Management Requirements Projects
Requirements
1.2.3 Agency-Level Multi-Center and Product 1.2.4 NASA and Industry Software
Line Requirements (non- software specific) Standards and Guidebooks
NASA Preferred Industry Software Standards and
These NPDs and NPRs elaborate, tailor, and in some cases .
Guidebooks and NASA Software-Related Standards and

add requirements to those above to address the needs of
major multi-Center projects, specific product lines, and
specific focus areas.

Guidebooks are required when invoked by an NPD,
NPR, Center-Level Directive, contract clause,
specification, or statement of work.

1.2.5 Center-Level Directives
(related to software)

Center-Level Directives are developed by NASA Centers to document their local software policies, requirements, and procedures.

1.2.6 Government In-House 1.2.7 Contractor and Subcontractor
Development Development

Government in-house software development policies and Contractors and subcontractors develop in-house policies and
procedures to provide quality products and to fulfill the procedures to provide quality products and to fulfill the
requirements passed down by a project. requirements passed down through a contract by a customer.

A& :NASA Software Engineering Requirements(NPR 7150.2), 2014.

TES 35l Y3 FH2A Acqulrer( SA e FulRh) A3 Provider(A &

NdAp) z2o] Ut} Acquirer(FE5AF e FajAp) 222 AlFEAY THaj
SIZE ol tiste] HZES 9] OPXW& ¢l =229 TR oS 97
St ALE AFsNok sk Aol o, Provider(AHaA == AdAh 224 =
A Ndshs AZEY ol teiA bl Z2IME FHEL o|F YT F

T o

d
N
—
(ol
=
ofi
N
N
—
ol
-
O
o]N

QI DO-178B& v+ 22 A5 Fu¥ + Sth

- DO-248B : DO-178B°ll 485 W 2E ZHE 2~ HAv ZA

- DO-278 : A’ A4, H]dgo] ohd CNS/ATM (communications, navigation, and
surveillance/air traffic management) A|2~glo]l Tigt AT EH o] & T4

51) NASA Technical Standard, Software Safety Standard, NASA-STD-8719.13C, 2013.7



- DO-254 : DO-178B¢} &L att, stEdolo] AEH= BF A
DO-178B<} &3t SAE International ol Al 2k4d$k ARP (Aerospace Recommended
Practice) 476132} ARP47547} 1o, o] FAAS 14 CFR 25.1309 (33719 #],
N8l AX] A4)ek FEe C5-25.13098) 4 & o5& d5st=t AHednh
- ARP4761 : 3}37]9] kA B7F Aap 3 7hol=

- ARP4754 : &37] A2Hl AP Z2A| 2 o=

[717 3-8]1 DO-178B#4A &4 A

| Safety Assessment Process

(ARP 4761)
Intended Aircraft Function Failure & ,
Function Safety Information System Design
Functional
System
Implementation
Al d Functi d Hardware Development
ocaé: kunc‘uons an Life Cycle |
quirements
(DO-254)

y
Software Development
— Life Cycle —
(DO-178B)

A= RTCA DO-178B Process visual Summary.
https://upload.wikimedia.org/wikipedia/commons/4/4f/DO-178B_Process_Visual_Summary Rev_A.pdf, A FA, =1
AZEY 0] ok 2AFEE A} 2015.0890 4 A QA&

@ %%
FEe T fAR AAS BF

o
EASA, JAA =+ CAA 7]3ollA JAR E& CS #7485 A&t ok v Hl=d

AFEAE R GEA DAOIA SAFSHE 128,000 o] de] WA

1

52) SAE International2 5%
H Z2¥ ¥3]. SAE International2 HA wei 49 mE /N

(o]
ojet Wd Tle vtz HE"

PR 72



TE e #

)5 FAA EASA, JAA, CAA
4 FAR JAR, CS

FEA 2w azE ] kA DO-178B ED-12B

FEA 2wl s=go] oA DO-254 ED-80

HAE ZE A DO-248B ED-94B

A Al A z"lol| tigk & E o] | DO-278 ED-109

- JAR (Joint Aviation Requirements)

- CS (Certification Specifications)

NI 3B % A% 552
O

=
|
Mamual& A4 EFOE Ag3a, FRATL 54 B 1% 552 FHOE §

D
() AREMA C&S Manual (9]=)

ke
N

AREMA(American Railway Engineering and Maintenance of Way Association)oi] A]
A Ae 'The AREMA Communications and Signals Manual of Recommended Practices’
(o]&F AREMA C&S Manual)e A7|/[AAHAZE o] ¢bAd ®FDe-facto Standard) .=

53) SPRi, A~ZEdo] kA 25 xA}L 2015.8



= 2 gt Ax Aol A olwta ik 2011l JHAE AREMA 2011 C&S
Manual®] 42 Ego] 2 AJ~E] b #d F8 a5 A¥EH, Section 17 FHH
A FEo] AdHEFS ITFsT 9tk Section 17.3 ¢kd BA AW RELS ‘Part
1731 A7|AAHAZE lloi 718b o] Oigk ¢bd RF d3y Z2IE’ | ‘Part
1733 A A7|AZHAZE Sl 7|9k Al tig steso] £4 AFAGAR
‘Part 17.3.5 A A7 AR A2ZEY O] 78k Ao that 97 28 9 BS 93
a4 Az 7 ok 9

o

rzi m
i

(2) EN50128 / IEC 62279 (%)

EN 50128+ E& 4ol ##E Y < 3 AZEY o] EF0 2, gt
ZESo] /e flg I WSS s Atk AWML 2012 3
dREAS T8 dFo=2E 5184 gArl WH(Top-Down Design Method), &
(Modularity), 7Hr @A ¥ Z3«(Verification after each development step), &gk
A13KClear documentation), 7%7Fs¢+ &A](Verifiable Document), s 7]7]o| A <] 4
TEo] &2l HAE(Test the software on the target hardware: Validation)7} At
FQ FAHLAE AZTE0] BHE £F(Software Assurance levels), AZEgo] 7t
xZ M ~(Software Development Process), FZAZZAH 2~ QFAFKCross-Process
Requirements), 71 2 HH(Technique and Measures)o] itk EN 501288 7]Wto g
g =2 ®Fo® [EC 622797} loH, M2 W& sdsty EC 501289 79
CENELEC(European Committee for electrotechnical standard)ollA, IEC 62279+ IECO
A BAET}5)

=
=

M ox e P

Ay qFog HT AHAAA2H FH EN 50126, st=golel 23A4A4 e EN
501297} k. ZF w27ke] IA L ol 1Y 2t

54) AREMA, https://www.arema.org/publications/cs/index.aspx/
55) YJ7|ajdjo}, EN_50128, https://de.wikipedia.org/wiki/EN_50128, 2015.9 & 44X

CENELEC, http://www.cenelec.eu/




[19 3-9] 2= A28 34 &+

EN 50126
Complete railway
syslem o
EN 50129
Complete railway [ |
signaling system
T Communication
— ! syslem
Subsystem
EN 50159 | EN 50128
Hardware ‘ Software ‘

At& : Jean-Louis Boulanger, Cenelec 50128 and IEC 62279 Standards, 2015, book

=27] AAEEH 7H 1 HAE, AJa7tA|
7&

=]
T
3 ot

_rg
PN

. %ﬁﬂ] 9 na 22 BT A2HY ok T AAS 878k o Y A
5 [EC 615087} ®]=3k b T <) A8Safety Integrity Levels 0-4)

o "o 3EFES FRA(Federal Railroad Administration) 48 9H3st7] $8l  Design
Diversity and Self checking, Checked Redundancy, N-Version Programming,
Numerical Assurance, Intrinsic Fail Safe Design 2] /1dg =43t U

" 9¥ #3(Hazard Classifications), 913l % +#4(Hazard Analysis), FTA(Fault Tree
Analysis), 713 2t 2 &R (Failure Modes and Effects Analysis) 52 &%

= 57 = = -~y =] 5
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56) James B. Balliet(2011). pp 20, SPRi, AT Eo] QtA AtH-=3gF
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B "o 2xede] gl tha A 2 Bobol el 1] Aol A =)
oAl AF AN AP % Bhel s 71sta, 2ZEd] B s WSt
SHh  AZES] Qb Eo] EHQIER Yol AeIA, AZESS] ol AP 3
Wk /1 AL BED, AR 4y =dcle] AF aie] BAselol AxE
gof Qo] ATk ¥ 4 ok

_LJ

30 |

1. 718

0
[=nh
=5}

21 ZFo| A& SI(Safety integrity leveDS  71% <Hdd o8] 3 74 gEz
Aofstar, zk tutol 2~ Qb @ ARl o3 Asfizl SIS WHEelof sk HAEE
ARtz SILE AREskeE EFES IEC 61508 3 #A#H®E I[EC 61511 (Safety
instrumented systems for the process industry sector), IEC 61513 (nuclear industry),
IEC 62061 (safety of machinery), EN 50128 (railway applications - software for
railway control and protection), EN 50402 (fixed gas-detection systems), 1SO 26262
(automotive industry) ] SUTh

ol 7} SILY] FAE e 2o}
<E 3-3> =7t SIL #A

el ZQl SIL
Automotive ASIL -
oM ASIL-A ASIL-D
(ISO 26262) B/C
General
(SIL-0) SIL -1 SIL -2 SIL -3 SIL -4
(IEC-61508)
Aviation
DAL-E DAL-D DAL-C DAL-B DAL-A
(DO-178/254)
Railway
(CENELEC
(SIL-0) SIL -1 SIL -2 SIL -3 SIL -4
50126/128/1
29)

At& : ASIL, https://en.wikipedia.org/wiki/Automotive_Safety_Integrity_Level, 20153 10¥
DAL (Design Assurance Levels)



o213t SIL2 Yuke| 2 7% kAol tisl Ak, stedojel AZE oS
A= EAIRE AZEd ol dsiie 53 T AXZE oo tiEji= @,A}sm

7 A §2 2e 7 A St

(F 3~ =9 Asat A E FrHA =
e ks 23 oE
T E W57
EUZI9 23] RHEARAR LR 7] 7
_ﬁl_%_‘f_ _ [S) =
I F A9 | (NASVA,
=50 NHTSA o .
(5.2 35 otxR) A4 54 National Agency for
Ap=xtEe & Automotive Safety &
Victim's Aid)
0RFEFHS= DHEPHS =
aRER s (64km{h) ‘ (55km/h) _
N 5HF= 40% REHHS=
(56km/h)
s (50km/h) (64km/h)
. 3= 5HS= N -
B e SHSE Ne FHZ=
(62km/h)
(29km/h) (55km/h)
23371 5(80km/h) - -
B 3§xH40km/h) HPAE (o))
£HA(16,24km/hs¥} | Al'=(100km/h)
=) A (16km/hS 9 5-=)
595 A% AFEA oFalg
FEAE | AR MY | FEME HEY | FEMS by
ojdo|ztA et/ BRI/ (th=])
S 1|o]X] | safercar.gov euroncap.com Wwww.nasva.go.jp

AR R EHAF T S o] X], hitp://www.ts2020.kr/html/nsi/rci/CSRNationalEval.do %7




(D wl=

Department of Transportation(DOT, &%) 4Fsl NHTSA (National Highway Traffic
= bl gk 2ES AR, AsAL, AHs
23 UL EE Alst o, AsAbu

A5 AZAREE A% A %L S A

ol
o1 B A& #Ag 24 OVSC (Office of Vehicle Safety Compliance)= MZ& A&
=) o EAHL & & AFY FAHNE Mulsi] AA B2 Ao
8-S Z8y3le], E=([FMVSS, Federal Motor Vehicle Safety Standards) &4+ o H-=

NHTSA+= m]=r NCAPE AldstH, x4 FRkd o] Am 9l ka3t sla4 o &
H, A8 A HAEE Hrisith A 1978dKE vd vl A g
g FEXALE ASse H2ES AAsty O 23
A AsAF aBAFES] A Sl 2 YIS PR

AP 71391 THS(Insurance Institute for Highway Safety, 1422 obd B EE 3))ol A
A&she Bl 2Es Asat AZUAANA Asat A S PR, vl= 4B
TFujol At HEg Ao de-S Foh H2E BES 5 A A A, FEI
b g g3}, opbFg AE Aot [HSe AR7|#2 ofly, 4% 4
EWFUHAH(NHTSA )o] 7 FAAAE 953t & AL At = g

2 4

5 A= 74 FEEAR g5 1S, obs "o B, Bax HE, Qbd A
A7e) H7HEAAE e EE HE4E Bisted fE NCAP (European New Car
Assessment Program, 3 A3} obAA HIAE =239 ZHo]x|o] g5t kA

57) NTASAE ¥ ] %], http://www.nhtsa.gov/SPRi, AZE o] ¢ktA A 53k 2A}H 2015.8 A&
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$3 o2 AP R WL HEN FANGE ohith Jei AR s
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Q) L&

YEE AFAALR Y7 FHI FARRE INCAPE 3stal 9lom, =iA 47)

TE(EE 4, BRI He HME, HEo|A)dA HAES At dio
4 HPAk ko] HIAES] g2 aflojth. GME dF HXAES 4= 20094
T Adstslon, B, G dE G oM AZE O ATe] T F
Te AT,

4 1 9 A4

1
She SEHAE B7PERS FROIAM Aol7h AT, tiR-E HE, S
£ A9 sa gon, AT So) AFAALe 4%

2E
BE AUFES NS P F7ekn

5) £2ZEY 0 H2AE

HolMe F1E =7 RAA she AsAt HZE sl AEon, A5k ok
AL A3l AsAF AZAL A= 190262629 7] 28t AZE 0] HAEE $843i)
o|& 15026262 VEH| 93t AZE o FUHX2E, BFHXE, verification ©] =
T AZEY ] FUHZE WS tgd 2S Aol gl



(F 3-5 2ZE9 S FUHZE W
=3

HAE 9 HAE HE g4

QAR 7]8F HlIAE 5= ASIL

JEjH O]~ HAE BE ASIL

Q= v HAE (Fault injection test) | @ = ASIL oy, ASIL D= A= HE
Ld J T H|W HAE 2= ASIL ot} ASIL C, D= A= 4S9

At& : Bharat Bhushan Konka, University of Gothenburg, A case study on Software Testing Methods and
Tools ,A pre-study on software testing requirements of ISO/DIS 26262, 20113 74

FYHsE W= iE.E_%loi FUHZE W% $YshE, 7FssE A9 AE H

d3e MmA LrEe] HiEe UE ZzAxel Ud F240] TE Eglo)
Ws) Azol glth AEA FEE 2xEge] HAEY UF ZzAAT} AAsD
e oIFolv, S ddolo] £ZEIS A $4= ol Falslol Lebk o

FE= At &89 49e AZE %‘ﬂ‘:‘ii HT} H2ET7} o] FoA|ar Ql
]

@D ==

olL TuQlRTH A 2~HA AZE 0] 2L QlRsta F2 7‘4%0}—1— A=

Hofolm, 1 AMAE NASAY FFEA|(Software Safety Standard)oll A &<el7}s-sich.
AZE Y H|2E Z=EA|2~Ql SSCASoftware Safety Criticality Assessment)% o
3 2ot H2AEE HYAE Acquirer and Provider SMA(Safety and Mission Assurance)
= obAAEan) 71&Ae T 9olA WAE st EYAC 2R o], AZE 0]
Xﬂ”ﬂr =35] ek A" AL HAANA PSR Xk o] IAY 5, A
AEEAE QlFaty] Aol A9l Aol o]+E Halsta sjAs|of st
Aole 7HAAL itk AlzHlo] Exsiilel] wEt AZE oo Faio] AR, A~
Aol F83 AW, 2ZE o9 ¢k B TRt AZE o= A2H

o] shte] @ATA WrlATL o AxES] ol WIHE st SSCAGSoftware



Safety Criticality Assessment)= F 79 HFESZ UFojA Ao Partl2 Software
Safety Limus Test®Z AXEgol7} ¢kd AA} BodA oBE ¥ty Part2e
Software Risk Assessment® 99| #¥S ARt WA, Acquirer= SSCAE 5314
Az EG oY b TS AR Providere AZE o] MR wet o
3l obA E|AE 7|HF SSCAE 313 T 2 A E ysjdto] =) et = &
A, 27 9 oWlEo| tis] oAt o]F Fdh A 2ElY AZE o] JhEo]

Y= < Providere H 878 &3 AZEJolgte AS SY37] st
of HHEA o7 Hr7IE 43351, Acquirer SMASIA SSCAe] A3} (£, Software Safety
Criticality$} Software Risk Assessment)7} A &telti= 5918 SafjoF gt} Providers
FAZE(QTARNOE SRk SSCAE #ElsfoF i)

[719 3-10] &AZEgo] ebd Xtk &

SSCA* Part 1:
— CHEESs AT EQY Al Software Safety
Litmus Test
O T4 AT EQ 00 SSCA Part 2:
=l otF =32 HO| Software
= Risk Assessment

Of CHSt Applicability Matrix

ATEQ N QPAIE LA
HE WEVIE S 2as
25 i

repeating steps 1-3
above

*SSCA: SW Safety Criticality Assessment

A2 FYE, Y AZE 0] d 4B 24 2015.08

NASAS] AlE] F=9] 7|32 NASAS EFS AREsto] ujeA st
¢} 9F3 AZEY oS Z35t] NASAA AHEdte AZEY S HA
Bl AzE O] g¥(Class A ~ Class H, o : Class A - A7 -3 LZEY O]
Class B - QI7t} FHH A e ¢F AZEY Y = & 29 &3] 5
Software Engineering S7AFHNPR 7150.2)0 AjH o] Qlth AZE o] g A=
AEuitt o1 zpol7} WAS7| = ebu, 9] Hlszsith. NASA AFRCINASA Dryden

58) NASA Technical Standard, Software Safety Standard, NASA-STD-8719.13C, 2013.7



RC, 2014 1€ o]F WA)ol|A Class B Mission-Critical AZESJojE &Jnjstal
Class A= Safety-Critical &2 E9]ojE o|m|gttt. Class B &~z Egofo] Aolj= BIgA
gb Blgell= A7 §lat, dlelefelrt Ze7l 213, Class A AZES09] Holl= &
719t B s Aol mAA 2R Class A £2ZEH o] AFo] Tad g2y
Class BEtH B 447 7]F0] 2-8dth59

WZE @F7] &okel £F< RTCADO-178Be] A= b 2xESofo] thajAl ¢
AR AAeE S darek WHo] dasitial At Stk ol’t AT Hape 4
A= fls8ll DO-178B= SHAR AZE S FE38t3lor, b H7F Z2AM XSafety
assessment process), Y131 = #AI(Hazard analysis)Z ©AE &g} 60

o

o

o Level A (Catastrophic) : 3&7] F&to| Yde zt= vy 129 14 ¢

=] <=
61:41"[“1‘1_‘

o Level B (Hazardous) : 337 A% m=x= ¢bdd & BAAHQ QA ZHAY &
A2 HY E= HAEg JF HelZ Qs 2F3AP) vldgS A F gl=
A =, 39 7 ol e
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59) Nelson, Stacy, “Certification Processes for Safety-Critical and Mission-Critical Aerospace

Software”. NASA., 2003
60) 719 = DO-178, https://ko.wikipedia.org/wiki/DO-178B, 20159 2¢¥€ H= +A




(E 3-6> 2zZESo o e 5HA

g4 G EFA NE8A 5 SHA S8 7
A Catastrophic 66 25

B Hazardous 65 14

C Major 58 2

D Minor 28 2

E No Effect 0 0

azE o] HBAANA D7HA, ES} A5-ell= DO-178B & 240°] gl we =3
A7) A e Z2A 27} JJ.&OPE} DO-178B°1W ZRA| 2 ZA7E A
Z 39 ’l 7l§ﬂ°1 Xl gom F4HR] FEoR 71?-_-‘ﬂ°i 3L, °lE ?Xﬂﬂ"'

East 1?401 M. J.Eiﬂi @xﬂ ZRAEqAE FAL ZIZA2E WZAZIYY]
Hoh= DO-178B2] Ztzhe] 27 (objectives)S THEAIZ]7] $3F S5S0] =) 1
2ol Abd 183 EFo] AlY dAlNA FHETh

2) AZE o] HXE

NASAOI M= HAE oo we} 7= B 2E S ER7staL Utk AZES 9
B AZEYS APt Hazard Aol whet 25, AR W82
NASA Software Safety Guidebookoll A &<l 7153}t

(E 3-70 AZEYY] HHFa T wE H

. IR
MIN MOD FULL
Est HAE R HR M
71% HIAE M M M
iEEH]o-] O]—K—]Eﬂ/\E M M M
Test Coverage &4 R HR M

b= : NASA Software Safety Guidebook, NASA-GB-8713.13, 20044 3%, R :#H4A, HR: AZHA, M : 7

NASAO]A] Test Coverage &A42 slf AF27F=5ctl NASA Software Safety
Guidebooko] 7]&3t B2 cheat et

- C++ Test and Jtest, Parasoft, http://www.parasoft.com/



- CodeTEST, Metrowerks, http://www.metrowerks.com/

- Code Warrior Analysis Tools, Metrowerks, http://www.metrowerks.com/

- Cantata, IPL (for C code), http://www.iplbath.com/products/tools/pt200.shtml
- C-Cover, Bullseye Win32 and Unix; C and C++

- XPEDITER, Compuware Win32; C, C++, Java and Visual Basic (VB)

- PureCoverage, Rational Win32 and Unix; C, C++, Java and VB

- TestWorks, Software Research Win32 and Unix; C, C++, and Java

- LiveCoverage, Paterson Technology Win32; C, C++, and VB

- DACSTM-Object Coverage, DDC-I Inc Ada; Qualified for FAA verification
- CoverageScope, Real-Time Innovations VxWorks

- GCOV, GNU Linux; C and C++

T
o,
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of EHE o] FojAH, AXEy AZE

<
22 AUE R HAE B 5 FgEAET} o7}

(2% 3-11] QkA, A28l AZEd o] EFalelsl

Safety Reviews — Log%oseout
V V V V
PHA SYSTEM AND SUB-SYSTEMS HAZARD ANALYSES

SW DESIGN

SYSTEM ACCEPTANCE

OPERATION

Phase 0/1 Phasze Il Phase Il Safety Verification Tracking B

At : NASA Software Safety Guidebook, NASA-GB-8713.13,

17k
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4 A= B

D "=
n)=o] 7$ TTCI@%7]&AlE, Transportation Technology Center, Inc.)ollA] ¢FHA

ANE AdSE, H2ES S8 48r1e] Hae Ede A 9t

[ 3-12] FAST - Facility for Accelerated Service Testing

At& : TTC(w 5-7]&AlE, Transportation Technology Center, Inc.) & 0] K]
7Y EFe HAEE 93 UE J|5g /AT Yo, E3] 2. WRM(Wheel Rail
Mechanism), 6. PTT(Precision Test Track)= ¢Fddl] thal HAE FHojt},
Q) AZEYo] HAE

SILY| tial AAHEE AZE O] HAEE &y )



<E 3-8 SILo| W& AZE9 o] HAE

HAE SIL 0 SIL 1 SIL 2 SIL 3 SIL 4
A A HR HR HR HR
=TA 24 9 SYUHAE HR HR HR HR
T E test coverage R HR HR HR HR
EdutA HIAE HR HR HR M M
OlE|I|o]| A HAE HR HR HR HR HR

At& : Parasoft White Paper, Satisfying EN 50128 Requirements with Parasoft c/c++ test. achieving Functional
Safety of Railway Software, R @4}, HR : A=ZIEAH, M : oJF
7 =vjoliE AwRuls o] SLE WEd] 9P ALEd] H2E WY ¥
M AallA A oL, ARV, 2 A 718, ARVl A9t H2E, JAS5Y
AeA ARt 7tole LR AFsta ok 18y SILe wEd] 9% HAE
AvE AZo) AgHI or, HAEd BE FAY 2F Toolel AAHT ek
23 A AlE ARGANA R o FE A9 Ho,

U718 AT Z2A| 20 HsiH = taded dyiEr|2



A3 [AS 223 B ZE=AX

A% 24 Frolq A3 ) Bolshe AFol tE A EE 25 oy el =
A s, $EEAL SUSS AT AT BT TPARE 3 T T2 o

TIC (Testing, Inspection and Certification)g& <3sl= 7]# S 2A] SGS, Bureau
Veritas, Intertek, Dekra, DNV GL 52 S249 7]¥o] &A%t} o]2idt 7|YES F
2 FHs THOE S5stHA viE 7|E AHoE HA S%AlA HA 22%71A 8%
AE YR ) ol AZESY Sbdof thdt Bl ALHoE Frlehes Aol
g B 4 9o, dorgr A&y} Bl

(1) SGS

SGSE= AZEYo] okt Ay IAIEE [EC 61508, ISO 262625 #-&3l 2%
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Test laboratories Certification body
designated (recognised) designated (recognised)
by the Kraftfahri-Bundesamt by the Kraftfahrt-Bundesamil
as Technical service 1) as Technical service
Assessment
Product test of the quality
management system 2)

v v
Type approvals according to EC and ECE legislation 3!

as well as to national legislation

v

—p CoP procedure

F Y

1) In some cases for so called small series, an authorisation of the laboratory
according to a special procedure is sufficient,

2) With special consideration of approval relevant procedures.

31 Will be internationally recognised for the respective agreement without
further evaluation.

4) With singular KBA mandate.
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Test Readmess Rewew (TRR)

Flight Operational Readiness Review (ORR)
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AFSRB Board Review with DIR Review
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Returned to SW Development

AF= : Stacy Nelson, Certification Processes for Safety-Critical and Mission-Critical Aerospace Software, 2003
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- Plan for Software Aspects of Certification (PSAC) #|Z+gtch. PSACE A2~ 7]
2, AZEJO NAUE3] okHAH A, resource redundancy,
multiple-version dissimilar software, fault tolerance and timing/scheduling strategies)
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Idea For MNew Avionics
Product Is Born

| F A8 engir_reeﬁng personnel
Product Is Evaluated For are sometimes consulied at

Marketability And Certifiability this step

Ceriification Plan Is Prepared And
Submitted Te The ACO For Review

And Approval. Plan Will Address The
System Safety Assessment And The
Software Aspects Of Cerlification.

Company Makes Decision To
Proceed With Development

Preliminary Design
Completed

Testing Plans and System Safety
Assessment Prepared and Submitted
to the ACO for Review and Approval

Detailed Design Completed

Flight Test Plan and Balance of Diesign

System Testing Completed

approval Documents Submitted to ACH
for Review and Approval

76)

Stacy Nelson,

Aerospace Software, 2003

Installation in Aircraft and

Certification Testing
Completed

Faa ACO Issues Cerificate
And System |s Ready For
Operational Approval

Certification Processes for Safety-Critical

This is the appropriate time to
initiate certification project

Close consultation with FAL
engineenng personnel is essential
throughout design process to avoid
new reguirements late in process

F AL withesses many of the systems
tests for certification

AL witnesses all of the fight and
ground tests conducted on an aircraf
for certification

At& : Stacy Nelson, Certification Processes for Safety-Critical and Mission-Critical Aerospace Software, 2003

and Mission-Critical
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- [EC 62425 Railway applications
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- ISO 26262: 2011 Road Vehicles - Functional Safety
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