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SUMMARY

In recent years, big data, sometimes called 21% century’ s oil, is highly evaluated with its
economic and social values. With rapid evolution of ICT technology, many companies and
organizations have been collecting these valuable, enormous data competitively. As a
category of big data, Personally Identifiable Information (PI) consists of general, medical,
location, and access to credit information about people. The big data industry including
collection and analysis processes are rapidly growing. In addition, data brokers that focus
on collecting and selling personal data are running business actively in the US and other
countries as well.

The right to Privacy gets evolved from the meaning of freedom against government
power to the right to the protection of personal data concerning himself or herself. These
days many countries try to protect informational self-determination. At the same time,
these countries also try to promote various industries and improve social benefits by using
the accumulated personal data. Korea government has been reinforcing the legal protection
system for personal data after serveral cases of huge personal data leakage. Recently,
economy-related ministries of Korea has announced a few plans to increase the utilization
of personal data. In Japan, the Personal Information Protection Law was significantly
amended and will be enforced in 2017. EU, traditionally emphasizing human rights, enacted
General Data Protection Regulation (GDPR) to concretize the rights related personal data
and to strengthen the management and oversight of personal data. In 2018, the GDPR will
be enforced to the all EU member states and the foreign companies that want to operate
in the member states.

In Korea, the prior consents of data subjects must be required by the law whenever
their personal data legally collected are provided to new 3" parties not listed at the
consent time. Since de-identified information converting personal data by de-identification
techniques are not personal data anymore, these de-identification techniques becomes in
the spotlight as a detour to strict prior consent of offering personal data to 3 parties.
However, a legal risk like compensation for damages or a criminal punishment still exists if
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a subject may be identified by combining the provided de-identified information with other
information. In the SKT case and IMS health Korea case, main issues are whether
encryption is a kind of de-identification or not and whether de-identified data by
encryption is personal data or not. Watching these cases, Korean companies have required
more explicit and legally effective guidelines to government.

Korean government released the first guideline for personal data de-identification
techniques in 2014. It included 18 de-identification techniques and suggested the adequacy
evaluation method for guaranteeing the level of de-identification such as k-anonymity,
I-diversity, and t-closeness. However, it had some limitations like no clear definition and
scope of personal data, and no systematic management for adequacy test.

In this report, we introduce 17 de-identification techniques and 3 adequacy evaluation
methods from a brand-new ‘Guideline for personal data de-identification’ published by
Korean government on last June. Moreover, this report includes some well-known incident
cases of re-identification by combining public data and de-identified data. From the cases,
the limitation of de-identification techniques and the need of adequacy evaluation standard
are shown. In addition, de-identification applications including many open-source software
everyone can currently use are listed.

The latest guideline showed more clear scope of personal information. That is, about
combinability, the guideline provided (@ possibility of acquisition and @ reasonable
possibility of re-identification as the requirement of additional information that the person
can be identified by easily combining de-identified information with. The combinability was
criticized because it extended the scope of personal data excessively. However, the
guidline still has no legal effect to the judiciary.

Therefore, we suggest measures to harmonize personal data protection and industrial use
of the personal data or de-identified data with the de-identification techniques as follows:
(@ the amendment for the clear definition of personal data, @ requiring a management
system of the government for trading de-identification information, and @ strengthening
the Privacy Commissioner of Personal Information as a main authority of personal
information with maintenance of legal system.
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A g 2M W 9.5 12.3 15.8 19.9 24 .4 29.5 25.5
of Zz|#old SW 1.8 2.3 3.0 3.7 4.6 5.5 25.2
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ZX : IDC Worldwide Big Data Technology and Service 2015-2019 Forecast(2015.
10), SWaHY =2 S4, 2ZE ™A AT A 2016. 4.
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